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ABSTRACT
The dynamic development of remote education and distributed work has driven the demand for reliable real-time 
communication platforms. Ensuring the stability of such systems under massive load is a standard engineer-
ing challenge, necessitating robust methodologies for scalability assessment and proactive cloud infrastructure 
monitoring. Despite substantial progress in WebRTC benchmarking, practical gaps remain in the context of 
high-concurrency educational deployments. To achieve rigorous experimental repeatability and eliminate the 
configuration drift common in traditional load testing, the research adopted an advanced evaluation framework 
based on declarative infrastructure provisioning (Infrastructure as Code). The target environment for this evalua-
tion was the BigBlueButton (BBB) system (version 3.0.19), deployed on a high-capacity server (e.g., 64 vCPU, 
315 GiB RAM) as part of a major educational project in Poland. The traffic generation environment consisted 
of a distributed cluster of Docker containers, ensuring full isolation and repeatability of test scenarios. End-user 
simulation (utilizing headless Chromium clients and standard video resolution profiles) was implemented using 
scripts based on the Playwright library, allowing for the emulation of realistic interactions with the WebRTC 
interface. Iterative load tests at a scale of up to 421 users demonstrated the high efficiency of the server cluster, 
which provided empirical evidence that backend compute resources do not constitute the exclusive limiting 
factor in massive-scale deployments. The analysis revealed that the critical limitation of the system is the per-
formance of the client-moderator’s browser, which loses functionality beyond the threshold of 250 active video 
streams despite significant server resource redundancy. Quantitative metrics confirmed this imbalance: at peak 
load, server CPU utilization hovered between 12.1% and 16.2%, and RAM usage reached only 10 GiB out of 
315 GiB, whereas external network traffic peaked at 374 Mb/s with a noticeable rise in TCP retransmissions and 
packet drops. The results confirm that the analyzed infrastructure is capable of stably supporting user groups that 
significantly exceed the initial design assumptions. The research suggests that for sessions exceeding 250 par-
ticipants, engineering efforts should focus on client-side application optimization and local workstation resource 
management, rather than merely scaling server resources. 
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INTRODUCTION

The dynamic expansion of large-scale digital 
education has fundamentally increased the reli-
ance on browser-based real-time communication 
(RTC) platforms. Ensuring the stability and reli-
ability of these systems under massive, concur-
rent load (targeting groups of up to 421 concurrent 
users in this study) remains a significant engineer-
ing challenge, necessitating robust methodologies 
for scalability assessment [1] and proactive infra-
structure monitoring [2]. Traditional functional 
testing methodologies often fail to capture the 
realistic performance bottlenecks that emerge 
under high-concurrency conditions. In complex 
WebRTC environments, scalability is governed 
by multiple interconnected layers, including sig-
naling, media processing, and network transport. 
Consequently, standard assessments can be mis-
leading; a backend server may appear technically 
operational with sufficient resource headroom, 
while client-side media rendering and interactiv-
ity drastically degrade.

Despite substantial progress in WebRTC 
benchmarking [2], critical practical gaps persist 
in the context of high-concurrency educational 
deployments. First, existing load testing cam-
paigns frequently rely on manual execution or ad 
hoc scripts that lack proper infrastructure orches-
tration, which severely limits their reproducibil-
ity and methodological transparency. Further-
more, many studies isolate either protocol-level 
or platform-level metrics, failing to provide an 
integrated workflow that links infrastructure pro-
visioning, synthetic user orchestration, and host-
level observability within a single reproducible 
campaign [3]. Second, empirical evidence regard-
ing the migration of bottlenecks between backend 
resources and client-side behavior under extreme 
concurrency remains sparse in applied education-
al scenarios. Finally, reproducible evaluation pro-
cedures that can be directly adopted into the daily 
operations of educational institutions remain 
fragmented across heterogeneous tools.

To bridge this gap, this study introduces an 
automated testing framework built upon the Infra-
structure as Code (IaC) paradigm, which provides 
a unified workflow, contrasting with convention-
al approaches that rely on fragmented tools or 
manual execution. By establishing an integrated 
methodology based on declarative infrastruc-
ture orchestration and isolated runtime environ-
ments, realistic end-user media interactions are 

effectively emulated at scale. BigBlueButton was 
selected as the target WebRTC conferencing stack 
due to its comprehensive API and representative 
media handling capabilities. Iterative load escala-
tion was employed to pinpoint saturation thresh-
olds, effectively differentiating server-side capac-
ity limits from client-side interaction failures, 
with host-level metrics aggregated via Grafana.

Ultimately, this research provides a reproduc-
ible, engineering-oriented methodology tailored 
for WebRTC stress testing. The findings demon-
strate that substantial backend resource headroom 
frequently coexists with severe transport stress 
and front-end interaction failures during extreme 
concurrency, offering actionable guidance for 
infrastructure operators managing synchronous 
digital teaching services.

While existing literature advances WebRTC 
benchmarking, it often bifurcates protocol and 
platform metrics without providing an integrated, 
IaC driven workflow for educational scenarios. 
The present study addresses these deficiencies 
through four contributions: 
	• An integrated, repeatable, IaC-based experi-

mental framework for cloud-provisioned 
WebRTC stress testing, unifying automated 
infrastructure provisioning with host-level 
observability, which has been released as an 
open-source toolset for immediate adoption 
by the engineering community. 

	• A containerized, Playwright-based end-
user emulation workflow for controlled load 
generation. 

	• An analysis distinguishing server-side head-
room from client-side performance degrada-
tion under extreme load. 

	• Operationally actionable monitoring implica-
tions for continuous RTC governance.

The remainder of this paper is organized as 
follows: Section 2 reviews related work. Section 3 
details the materials, methods, and the IaC evalua-
tion framework. Section 4 presents the performance 
results. Section 5 discusses the findings and practi-
cal implications. Section 6 concludes the study.

RELATED WORK

Validating WebRTC applications at scale 
necessitates dedicated automation strategies, as 
traditional manual test execution is insufficient for 
complex distributed architectures [2,4]. Recent 
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experimental studies highlight the efficacy of 
black-box, browser-driven methodologies utiliz-
ing synthetic clients to obtain repeatable quality 
of service (QoS) and quality of experience (QoE) 
metrics in deployed RTC systems [3,5]. Advanced 
approaches to WebRTC benchmarking have also 
focused on QoE-driven service configuration [6], 
demonstrating that service continuity at the server 
level does not inherently guarantee an acceptable 
user experience during high-load scenarios [7].

Analytical experiments focusing on gateway 
and server behavior reveal that signaling and 
media orchestration components exhibit distinct 
performance profiles. For instance, comparative 
studies of SFUs (Selective Forwarding Units) [8] 
and the Janus WebRTC gateway [9,10] indicate 
that performance varies heavily based on archi-
tectural choices, such as deploying the server on 
Docker containers versus virtual machines [11]. 
Scalability-oriented field experiments further 
underscore that key performance indicators-such 
as throughput, delay, and overall conferencing 
quality-are intrinsically tied to the deployment 
context, including the underlying cloud topology 
[12–14] and prevailing network conditions “in the 
wild” [15]. Other studies have evaluated resource 
management [16] and specific mechanisms like 
receive-side real-time congestion control [17] 
to understand performance patterns. Compara-
tive analyses between WebRTC and SIP [18], as 
well as experimental performance evaluations of 
WebRTC in mobile and cellular environments 
[19], provide further context for RTC optimization.

From the perspective of infrastructure engi-
neering, executing reproducible, large-scale 
experimental tests increasingly requires declara-
tive provisioning and automated deployment 
pipelines [20]. Experimental literature on Infra-
structure as Code (IaC) testing emphasizes idem-
potence [21] and advocates for programmable 
infrastructure to enable rigorous repeatability. 
The deployment of automated performance test-
ing within cloud architectures has been exten-
sively investigated, with researchers proposing 
generator-based experimental approaches [22], 
autonomic load-testing frameworks [23], and 
specific architectures like svLoad [24].

Recent advancements highlight the neces-
sity of experimental scalability assessments in 
microservice architectures and complex deploy-
ment configurations, leveraging operational pro-
files [25] and automated test-based learning [26]. 
Within the specific domain of browser-driven 

end-to-end evaluations, modern tools that extend 
standard WebDriver architectures, such as Sele-
nium-Jupiter [27], alongside specialized scal-
ability testing scenarios for e-learning WebRTC 
platforms [28] have proven essential. Further-
more, improving the testing efficiency of Sele-
nium-based load tests [29] and addressing the 
automation of Rich Internet Applications (RIA) 
in the cloud [30] remain active research areas. 
Parallel studies emphasizing experimental cost-
effective load generation [31] and the deployment 
of secure, scalable real-time communications 
using Hybrid Information-Centric Networking 
(ICN) [32,33] conclude that a hybrid optimiza-
tion approach is mandatory for production-ready 
operations. Advanced selection approaches based 
on composite QoS parameters [34] and rigorous 
performance evaluations across domains, includ-
ing e-commerce platforms like WooCommerce 
[35], further validate the need for comprehensive 
scalability testing methodologies.

Recent studies continue to underscore the 
complexity of WebRTC performance evaluation 
under realistic load. For instance, the deploy-
ment of containerized WebRTC architectures in 
educational environments has demonstrated the 
growing necessity of isolating services to ensure 
scalability and prevent resource contention dur-
ing massive concurrency evaluations [36]. More-
over, recent evaluations highlight the critical 
importance of scenario-based load testing for 
assessing true QoS and QoE at scale, as opposed 
to purely protocol-level simulations [37]. Addi-
tionally, emerging research on transport-aware 
QoE modeling emphasizes that network transport 
stress directly degrades client-side media render-
ing, frequently leading to playback freezes before 
server capacity is fully saturated [38].

MATERIALS AND METHODS

Declarative infrastructure orchestration for 
reproducible experiments

Cloud resources used for load generation 
were managed declaratively using Terraform. 
The provisioning workflow targeted Amazon 
Web Services and relied on Spot instance requests 
(deploying a total of 25 instances to generate 
the maximum load of 421 users) to enable cost-
efficient scaling of synthetic participant capacity 
utilizing Ubuntu 24.04 LTS (x86_64) machine 
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images. Infrastructure definitions included 
instance launch parameters, security group rules, 
user-data bootstrap scripts, and container runtime 
initialization. The generated hosts were config-
ured to retrieve media assets, start monitoring 
endpoints, and execute the load generator con-
tainer with environment-specific parameters. The 
architecture of the solution is shown in Figure 1.

The experimental methodology utilizes declar-
ative provisioning to orchestrate the client load 
generation layer, ensuring robust scalability evalu-
ation. This declarative approach guarantees strict 
topological consistency across experimental itera-
tions, ensuring that observed performance degra-
dations are exclusively attributable to system stress 
rather than artifactual configuration variances.

Containerized traffic generators

To enforce strict isolation and deterministic 
execution of synthetic operational profiles, the 
load generation environment was encapsulated 
within standardized runtime containers based on 
Ubuntu 24.04 LTS (Noble). The image builds 
upon a Playwright-compatible base, packaging 
the automation script alongside pinned runtime 
dependencies. Utilizing this prebuilt container 
directly in deployment scripts enables rapid scal-
ing across ephemeral cloud instances. The lifecy-
cle of a single container is illustrated in Figure 2.

Container execution employed host network-
ing where required to reduce unnecessary encap-
sulation overhead during high fan-out traffic emis-
sion. Runtime variables-controlled target URL, 
API credentials, bot count per host, and session 
duration. This model made scenario composi-
tion explicit and reproducible, enabling the same 
experiment to be rerun with controlled changes 
in concurrency parameters. Containerization also 
simplified fault isolation and post-run diagnostics 
by keeping logs and runtime behavior tied to a 
known image state.

End-user simulation

The emulation logic utilized robust UI selec-
tors and API-generated authentication tokens to 
ensure deterministic, non-manual session orches-
tration. Session start was intentionally staggered 
to minimize synchronization artifacts and to 
reflect progressive arrival behavior rather than 
instantaneous join spikes. 

Server architecture and target system

The system under test was BigBlueButton 
(version 3.0.19) running on Ubuntu 22.04.5 LTS, 
deployed as the conferencing backend receiving 
synthetic participant load. Session orchestration 
used official API endpoints for meeting creation 

Figure 1. Architecture of the automated load testing framework, illustrating Infrastructure as Code (Terraform) 
resource provisioning, the distributed load generation layer (Docker, Playwright, headless Chromium), and the 

target communication system (BigBlueButton)
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and participant joining, with checksum-based 
request signing in helper scripts. This ensured 
compatibility with platform-native control paths 
and eliminated ambiguity related to unsupport-
ed internal hooks. The presenter’s perspective, 
essential for monitoring client-side degradation, 
was evaluated using a local LG gram workstation 
equipped with a 12th Gen Intel Core i7-1260P 
(2.10 GHz) processor, 16.0 GB of RAM, and 
Intel Iris Xe Graphics.

Observability data were collected via Grafa-
na-linked host telemetry exports, covering 
CPU, memory, network throughput, transport 
error counters, queue indicators, and packet-
drop series across escalating scenarios. This 
measurement strategy enabled comparison of 
service continuity against underlying transport 
stress and supported interpretation of whether 
resource pressure emerged on server compute/
memory paths or in client/network behavior 
under high concurrency.

RESULTS

The load tests were conducted iteratively, 
scaling from 50 up to 421 concurrent users (Table 
1). While server availability remained stable 
throughout the campaign, telemetry highlighted 
a clear imbalance in resource usage. Even under 
maximum load, CPU user-time utilization (Busy 
User) peaked at 12.1%, and memory usage barely 
reached 10 GiB out of the 315 GiB available. This 
confirms that backend compute and memory were 
nowhere near their limits.

Network transport metrics indicated signifi-
cant stress, with external interface traffic peaking 
at 374 Mb/s. Escalating concurrency induced mea-
surable network congestion, evidenced by rising 
TCP retransmissions, expanding UDP queues, and 
increased packet drop rates, despite stable server-
side resource availability. These empirical observa-
tions reveal a distinct phenomenon of bottleneck 
migration under extreme concurrency. As backend 

Figure 2. Life cycle of single client instance (Docker)

Table 1. Summary of performance metrics across load scenarios

Scenario Users CPU busy 
user (%) RAM (GiB) External Tx 

(Mb/s)
TCP retrans. 

(p/s) Notes

1 50 2.7 7.7 33.3 - Stage I  
baseline load

2 100 4.6 7.9 56.3 - Stage II
standard load

3 150 4.6 7.9 52.7 - Stage III 
first latency anomalies

4 200 7.0 8.3 92.2 - Stage IV 
high load

5 386 11.6 9.2 176.0 - Stage V 
exceeding requirements (386 

participants)

6 421 12.1 9.7 374.0 43.0 Stage VI  
max. network load (421 participants)
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capacity remains robustly underutilized, the prima-
ry system constraints shift decisively towards front-
end media rendering and client-side transport layer 
saturation. In addition to the performance metrics, 
a primary practical outcome of this research is the 
automated testing framework itself. The complete 
toolset (including Terraform configurations, Dock-
er environments, and Playwright orchestration 
scripts) was consolidated into a Git repository. This 
approach ensures methodological transparency and 
enables other educational institutions or infrastruc-
ture operators to adapt the solution for their own 
scalability assessments (Figure 3).

DISCUSSION

The results confirm the tested server configu-
ration had substantial resource headroom under 
large-scale load. Even at peak levels, CPU and 
memory utilization remained far below capacity, 
indicating backend resources did not limit practi-
cal scalability. 

However, a critical client-side bottleneck 
emerged: browser performance and stability 

degraded significantly beyond 250 concurrent 
connections from the presenter’s perspective. 
This failure was detected scientifically through 
Playwright framework timeout exceptions dur-
ing UI element interaction, accompanied by 
main thread unresponsiveness (screen freezing) 
observed directly on the workstation.

These findings indicate a bottleneck migra-
tion: as backend provisioning improves, con-
straints shift to front-end rendering, media-track 
handling, and browser overhead. Therefore, opti-
mization must extend to client application effi-
ciency, particularly UI recomposition and media-
path tuning. The methodological originality of the 
IaC-based framework was meaningful to discov-
ering this bottleneck migration. Benchmarking 
methodologies relying solely on browser-less traf-
fic generators [31] typically evaluate only server-
side capacity, which would have left the critical 
failure point, the moderator’s browser undetected. 
Recent studies confirm that orchestrating brows-
er-based performance evaluations under huge 
load is extremely resource-intensive, necessitat-
ing distributed infrastructures [39] By abstract-
ing the infrastructure layer through Terraform 

Figure 3. Server telemetry data at peak load, illustrating low CPU and memory consumption relative to total 
capacity, alongside a significant surge in network throughput on the external interface (above 400 client 

connections)
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and containerizing synthetic Playwright clients, 
our approach provides a highly automated, cost-
efficient solution to this challenge, enabling full-
browser emulation at scale within a single, repro-
ducible deployment pipeline.

Practical recommendations include: (1) priori-
tizing client-side UI optimization in high-density 
sessions; (2) incorporating generator vCPU and 
quota policy reviews into cloud scaling strate-
gies to prevent orchestration constraints; and (3) 
monitoring transport and interaction indicators to 
detect early quality degradation. While the primary 
bottleneck in this study emerged on the client side, 
maximizing the resilience ofthe entire underlying 
architecture remains a fundamental engineering 
imperative. Overcoming endpoint limitations may 
require moving beyond traditional WebRTC topol-
ogies. For instance, the computational strain on the 
moderator’s browser could potentially be alleviated 
by adopting edge computing task offloading strat-
egies [39]. Furthermore, although server compute 
metrics remained stable, the observed surge in UDP 
queues highlights the necessity of advanced net-
work observability. Integrating adaptive anomaly 
detection, similar to approaches in SDN) [40], could 
provide dynamic traffic management, prevent-
ing transport-level congestion from exacerbating 
client-side degradation [41]. Such adaptive mecha-
nisms are crucial for maintaining stability in critical 
infrastructure environments, where anomaly detec-
tion and automated system changes are required to 
ensure uninterrupted service delivery [42].

Omitting large-scale load tests prior to 
deployment represents a false economy. Although 
bypassing these tests might initially seem cost-
effective, any functional failure during live edu-
cational sessions incurs substantial indirect costs. 
These include wasted time for presenters and 
large groups of participants, disrupted scheduling 
logistics, and sunk infrastructure rental expenses.

CONCLUSIONS 

The IaC-driven architecture reliably gen-
erated high-volume WebRTC load during the 
performance evaluation. While the target Big-
BlueButton server infrastructure remained fully 
operational and significantly underutilized even 
above 400 concurrent connections, the practical 
scalability of the entire system was bounded by 
client-side constraints. Specifically, a critical per-
formance bottleneck occurred at the moderator’s 

workstation, where browser stability and render-
ing capability drastically degraded beyond the 
threshold of 250 active video streams. Conse-
quently, the empirical evidence demonstrated that 
backend resource headroom did not inherently 
guarantee end-to-end service scalability, as the 
limiting factors migrated directly from server-
side compute paths to frontend transport and 
client-side media rendering processing, which 
aligned with phenomena observed. 

For future research and practical implementa-
tions, it is highly recommended to shift optimiza-
tion efforts toward mitigating endpoint resource 
exhaustion in high-density WebRTC sessions. 
Future studies should investigate edge comput-
ing paradigms and task offloading mechanisms 
to alleviate the decoding and UI rendering strain 
on presenter workstations. Additionally, imple-
menting adaptive Software-Defined Networking 
(SDN) mechanisms for dynamic transport-level 
anomaly detection could proactively prevent UDP 
queue saturation and further improve the overall 
resilience of the end-to-end service delivery.
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