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ABSTRACT

Intrusion detection systems based on machine learning achieve high effectiveness under optimal
testing conditions. However, real environments come with limitations such as changing data character-
istics, previously unknown attacks or low and delayed label availability. To address these challenges,
this paper proposed an approach of continuous adaptation to streaming data in the form of active incre-
mental learning. This solution further incorporates a semi-supervised learning approach to reduce expert
involvement. The effectiveness of the approach was assessed under conditions simulating real-time sys-
tem operation. The results of the performed tests show that selective use of expert assistance maintains
high classification performance while minimising labelling costs. An F1 score of 0.9930 was achieved
using 6% of labels, and 0.9803 with approximately 2%, indicating that a limited number of expert labels
is sufficient for effective model adaptation. These findings confirm the effectiveness of the proposed

adaptation mechanism for intrusion detection in streaming environments.

Keywords: intrusion detection system, incremental learning, active learning, cybersecurity.

INTRODUCTION

The rapid growth of computer networks has
led to an increased demand for effective defence
against cyber threats. Traditional security meth-
ods based on rules and signatures, such as fire-
walls, IDS and IPS systems, have limited adapt-
ability in the face of new types of attacks and
changes in network traffic patterns.

In response to these limitations, intrusion
detection systems (IDS) based on machine learn-
ing methods are becoming an increasingly popu-
lar solution. These systems can automatically
analyse network traffic and detect attacks based
on patterns derived from the data, thus eliminat-
ing the need for manual rule definition [1].

However, one of the key problems in the
practical application of machine learning meth-
ods in IDS systems is the limited availability of
labelled data (ground truth). In real-world net-
work environments, labelling network traffic is
time-consuming and often possible only for a
small fraction of observed events [2]. Neverthe-
less, many research studies assume the full avail-
ability of labels, which significantly simplifies
the learning process, but this deviates from real-
world conditions.

This paper aimed to design and implement
a machine learning—based IDS system that con-
siders the streaming nature of data, variability in
data distributions over time (concept drift) and
limited real-world label availability. This paper
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utilised the Adaptive Random Forest incremen-
tal algorithm [3] and proposed a semi-supervised
learning mechanism that uses pseudo-labels [4]
as well as limited administrator intervention.

The innovative approach involves adapting
the designed system continuously to streaming
data through active incremental learning. Further-
more, this approach uses semi-supervised learn-
ing, thereby reducing the need for expert involve-
ment. The proposed approach effectively detects
attacks under conditions that simulate real-time
system operation. The experimental results
obtained are consistent with the latest literature
[5, 6] and validate the direction of the research.

RELATED WORKS

IT systems are exposed to a number of threats,
including unauthorised access, privilege abuse
and cyber-attacks. In practice, detected incidents
are often recorded centrally via a Security Infor-
mation and Event Management (SIEM) system
[7]. SIEM systems collect data from various
sources, including logs and alerts from security
systems such as IDS [8, 9] and IPS [9], as well
as firewalls. This allows events to be correlated
and analysed in a single, centralised location.
Complex incidents can be identified this way, and
alerts can be sent to the administrator based on
the relationships between events [10]. This paper
focused on intrusion detection systems, the pri-
mary task of which is to detect potential threats
based on data analysis. IPS and SIEM systems are
outside the scope of this paper.

Among the threat detection techniques used
by IDSs, two dominant approaches stand out:
signature-based detection [9, 11, 12] and anom-
aly-based detection [11]. The chosen technique
determines the method of data analysis and the
types of threats that can be detected. The detec-
tion technique also influences the accuracy of
detection and the number of false alarms.

In the case of SIDS, the IDS attack database
must be regularly updated with new signatures.
Without these patterns, SIDS cannot recognise
threats, leaving the network or system vulner-
able to zero-day attacks [13]. Anomaly-based
detection (AIDS) involves creating a baseline
model of normal behaviour and comparing it
with monitored data. This baseline model can
be constructed using statistical methods or
machine learning [14]. Based on historical data,
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it represents the range of normal data, with any

deviation marked as an anomaly. However, the

model must be continuously updated due to
changes in normal behaviour over time (concept
drift) [15, 16]. While this system is more effec-

tive at detecting unknown threats, it results in a

higher false alarm rate.

The ability of the anomaly-based approach
to detect unknown threats is what makes it a key
component of intrusion detection systems (NIDS).
When combined with network traffic analysis in
NIDS systems [17] and machine learning mod-
els for prediction and adaptation, it can provide
an effective solution. For this reason, this paper
focused primarily on ML-based anomaly detec-
tion in network IDS systems.

Unlike traditional rule- and signature-based
methods, machine learning (ML) models learn
from data and can autonomously generate rules
for identifying attacks. They can identify rela-
tionships between network traffic characteristics,
and because they can generalise, they can classify
unknown attacks.

Machine learning methods can be divided
into two main types:

e A supervised model receives input data with
assigned labels and learns patterns based on
which it predicts the appropriate output value.
These are divided into two categories: clas-
sification and regression. Typical algorithms
include support vector machine (SVM), Ran-
dom Forest (RF) and logistic regression (LR).

e An unsupervised model receives only unla-
belled data and learns independently to
detect patterns using statistical dependencies
between samples. Popular techniques include
clustering (e.g. k-means and DBSCAN), prin-
cipal component analysis (PCA), and autoen-
coders — neural networks that reconstruct data
to detect anomalies. In the context of an IDS,
the model detects anomalies by identifying
behaviour that differs from normal network
traffic. While these models can adapt to new
types of attacks, their lack of labels limits their
effectiveness, resulting in a higher number of
false alarms than with supervised models [18].

In practice, semi-supervised learning is also
employed because it combines the approaches of
the first two methods. Labelling all network traf-
fic samples is often impossible or costly [2]. This
approach strikes a balance between detection
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effectiveness and the availability of training data,
which is consistent with the aims of this work.

Machine learning applications are also asso-
ciated with significant limitations that impact
the effectiveness and stability of IDS systems in
real-world environments. The datasets common-
ly used in research, such as KDD Cup 99 [17],
NSL-KDD [19-21], UNSW-NBI15 [19, 22, 23],
CIC-IDS2017 [24, 25] and CSE-CIC-IDS2018
[26], do not accurately reflect modern network
traffic conditions. They contain redundant records
and outdated categories and attack methods, and
exhibit low data diversity. This limits the ability
of models trained on such data to generalise.

Furthermore, researchers sometimes fail to
remove metadata features, leading to ‘shortcut
learning’, whereby the model predicts results
based primarily on these features (e.g. destina-
tion port). These features depend on the network
configuration and conditions present when the
dataset was generated and do not reflect real-
world traffic.

In practice, network traffic is highly dynam-
ic, with both its structure and the attack meth-
ods changing over time. This leads to a gradual
decline in the effectiveness of the offline-trained
models [27]. Another issue is the limited avail-
ability of labelled data, which hinders the use of
supervised methods.

One identified issue is concept drift, where-
by the relationship between input data and class
labels changes over time [28]. In the context of
IDS, this means that network traffic patterns are
not static, with new types of attacks emerging
and old ones evolving. Offline-trained models are
static and do not adapt to traffic dynamics; conse-
quently, the number of misclassifications increas-
es over time [26, 29].

Previous research on ML-IDS has primarily
focused on comparing the performance of clas-
sifiers using standard metrics such as accuracy,
precision and sensitivity [30]. Many publications
suggest that the models perform well on test data-
sets [26]. However, these solutions have not been
tested under real-world conditions, which can
create a false sense of optimism about the mod-
els’ actual effectiveness. This is due to limitations
in the data used, as well as a lack of mechanisms
for adapting models to changing network traffic.
To accurately assess the real-world performance
of models, additional metrics such as training
time, memory usage, and false alarms must also
be considered [29].

Another challenge lies in integrating models
with existing security infrastructure and updat-
ing them without interrupting system operation.
A high rate of IDS false alarms can result in a loss
of trust in the system and reduce its usability [9].
Machine learning models should operate in near
real-time to minimise the delay between threat
detection and alert generation. Using machine
learning models also increases computational
complexity, which hinders their deployment in
real-world environments [17].

Additionally, the literature notes that many
existing machine learning—based IDS systems
employ a one-off training approach on a static
dataset. This approach does not account for the
continuous generation of network data or vari-
ability in traffic chartover time, which reduces its
usefulness in real-world environments [31]. To
address these limitations, IDS systems based on
stream processing have been proposed [17, 27,
32, 33]. These systems utilise incremental and
adaptive algorithms that enable the model to be
updated while the system is running, often using
only a small number of labelled examples.

PROBLEM ANALYSIS, METHODOLOGY
AND DATA PREPARATION

Characteristics of the IDS datasets

Network traffic is characterised by a large
number of features and an imbalance between
normal and malicious traffic instances. The CIC-
IDS2017, CSE-CIC-IDS2018 and UNSW-NB15
datasets, which are discussed in Section 2, are
widely used in ML-IDS research. Each dataset
has its own limitations. CIC-IDS2017 and CSE-
CIC-IDS2018 closely resemble real-world traf-
fic, but suffer from significant class imbalance.
In contrast, UNSW-NBI15 features a more bal-
anced data distribution; however, the inclusion of
synthetic data means that it may not accurately
reflect real-world network traffic. Model test-
ing is typically conducted on a separate subset
of data from the same dataset where the distri-
butions do not differ significantly. Therefore, in
this work, CIC-IDS2017 was used for model
training and CSE-CIC-IDS2018 for evaluation
due to the possibility of observing concept drift
between two datasets with similar structures. The
UNSW-NB15 dataset was not used for compari-
son because its different data generation process
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makes analysing concept drift more difficult than
with the CIC datasets.

Selection and justification of ML algorithms

The choice of algorithms in IDS depends on
the nature of the data, the type of task (i.e. bina-
ry or multi-class classification) and the required
interpretability of the model. In [34], the authors
stated that the classifiers based on supervised
learning are more effective at predicting both
known and unknown attacks. The literature notes
that the RF trained offline often outperforms
other classical learning methods in tests on IDS
datasets [26, 35]. RF performs well in the face of
network traffic challenges due to its logarithmic-
linear training time complexity, high prediction
speed and resistance to class imbalance [35]. It
can also reduce overfitting by aggregating mul-
tiple trees, and it handles missing values in the
data well [36]. However, offline-trained IDS
assumes that the data distribution remains con-
stant, which is a flawed assumption in the context
of network traffic. In [5], the authors investigated
the performance of static models on new datas-
ets. The RF models trained on CICIDS2017 and
tested on CSE-CIC-IDS2018 showed a signifi-
cant decline in prediction quality. One potential
solution to this problem is incremental learning,
which enables the model to be updated in real
time based on individual incoming samples. This
maintains the stability and quality of predictions
without the need for full retraining. In this case,
the input data enables continuous expansion of
knowledge about the observed phenomena [37].

This article therefore presents the adaptive
Random Forest (ARF) algorithm, which is an
extension of the classic RF designed to operate
under conditions of changing distributions. The
selected model operates in online mode, updat-
ing its decision trees based on the input data.
Each tree contains a mechanism for detecting
model drift and issuing warnings. Upon receiv-
ing a warning, new trees are trained in the back-
ground. When a change in the data distribution
is detected, the existing tree is replaced with
one that has been trained since the warning was
received, thereby maintaining prediction stabil-
ity [37]. ARF enables an evaluation of the impact
of the adaptive approach on classification per-
formance under new conditions (CIC-IDS2017
and CSE-CIC-IDS2018). This evaluation was
conducted across datasets (i.e. a cross-dataset
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evaluation) as research on the generalisation of
NIDS models indicates that the very high results
obtained when training and testing on the same
dataset do not necessarily translate into effective-
ness on other datasets [5, 6, 38, 39]. This justi-
fies the need to verify the models’ ability to adapt
to the data from a different environment with a
similar structure.

Data preparation

Cleaning and merging datasets

Due to the structure of the CIC-IDS-2017
dataset, which consists of eight files, the data
preparation process began with the preliminary
cleaning of each file’s data.

The following operations were performed:

e column names and class labels
standardised;

e empty rows were removed;

e the duplicate column ‘Fwd.Header.Length.1’
was removed;

e columns containing metadata were removed;

e infinite values were replaced with NaN.

WEre

In intrusion detection research datasets, there
are sometimes columns containing metadata, such
as destination port, IP addresses or timestamps.
This information results from how traffic is gen-
erated into the dataset rather than from behav-
ioural characteristics. Research indicates that the
models trained on such features demonstrate high
accuracy by learning an unnatural relationship
between metadata and the label. These models do
not reflect the true nature of attacks and achieve
high performance on the test set because a given
attack class occurs in the dataset under specific
conditions. Using such features leads to unnatural
correlations (shortcut learning) [40].

For this reason, six columns containing meta-
data were removed in order to obtain a model
capable of generalising under real-world condi-
tions. The names of the selected columns and the
reasons for their removal are detailed in Table 1.

Before merging, all files were checked for
empty rows. A total of 288,602 such rows were
found in the ‘Thursday-WorkingHours-Morning-
WebAttacks.csv’ file and were removed. The
data were then merged into a single data structure
and further analysis was performed on the entire
dataset. Columns with zero variance were iden-
tified where the only unique value was 0, as can
be seen from the column statistics presented in
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Table 1. Metadata columns and reasons for their removal

Column name

Characteristics / reason for removal

flow_id

The traffic identifier does not exist under real-world conditions.

source_ip

IP addresses are specific to the laboratory environment and models learn to assign
attacks to specific hosts.

destination_ip

The same as above applies.

timestamp

Timestamps reflect the attack generation schedule.

source_port

In practice, the source port is random.

destination_port

In the strongest case of shortcut learning, across many datasets, the port independently
predicts the class with high accuracy [41].

Table 2, where the mean, minimum and maximum
values are all 0. Thus, eight columns that did not
contain meaningful information were removed.
Next, 596,376 duplicates were removed from the
dataset using the drop duplicates() function from
the pandas library. Finally, an analysis of missing
values was conducted to identify the columns with
missing values. Two columns were found to have a
missing value rate of 0.1013%: ‘flow_bytes s" and
‘flow_packets s’. Due to feature distributions that
did not follow a Gaussian distribution, the missing
values were imputed using the median [41].

Exploratory data analysis

As part of the exploratory data analysis, the
following were examined:
e the percentage distribution of classes,
e the distribution of attack types,
e statistical analysis of selected features,
e a correlation matrix to assess the interdepen-
dence between attributes,
graphs of key feature characteristics,
e analysis of outliers using the 1.5xIQR rule
(IQR — interquartile range).

The results are presented in Figures 1, 2 and 3:
Figure 1 shows the percentage distribution
of classes. After the initial data clean-up, normal
traffic accounted for 85% of the data. The second-
largest class in the dataset is the DoS Hulk attack,

Table 2. Features with zero variance

accounting for around 7.7% of the total. This
confirms a significant imbalance between normal
traffic and attacks.

Figure 2 shows the frequency of attack
classes in the dataset. The least frequent class
is Heartbleed, accounting for just 0.00049% of
labels in the CIC-IDS2017 dataset — only 11
instances compared to the 172,849 DoS Hulk
attacks. This further indicates an imbalance
between the different attack types. Such a data
structure hinders the effective training of multi-
class models and may result in rare classes being
undetected [42], which is why binary classifica-
tion was chosen instead.

Figure 3 presents a correlation heatmap illus-
trating the relationships between input features.
Groups of highly correlated features are visible
as red clusters, indicating information redundan-
cy in the dataset. Some features describe similar
network traffic properties: for instance, fwd_iat
mean, fwd iat std, fwd iat max and fwd iat
min all relate to the time interval between succes-
sive data packets arriving in the network. Feature
selection is therefore justified.

Table 3 lists the 14 features for which the out-
lier rate exceeds 20%. The presence of outliers is
characteristic of network data [43]. These values
have not been removed in order to preserve the
realistic nature of the data stream.

Parameter count mean std min 25% 50% max
bwd_psh_flags 2,830,743.0 0.0 0.0 0.0 0.0 0.0 0.0
bwd_urg_flags 2,830,743.0 0.0 0.0 0.0 0.0 0.0 0.0
fwd_avg_bytes_bulk 2830743.0 0.0 0.0 0.0 0.0 0.0 0.0
fwd_avg_packets_bulk 2,830,743.0 0.0 0.0 0.0 0.0 0.0 0.0
fwd_avg_bulk_rate 2,830,743.0 0.0 0.0 0.0 0.0 0.0 0.0
bwd_avg_bytes_bulk 2830743.0 0.0 0.0 0.0 0.0 0.0 0.0
bwd_avg_packets_bulk bwd_| 2830743.0 0.0 0.0 0.0 0.0 0.0 0.0
avg_bulk_rate 2830743.0 0.0 0.0 0.0 0.0 0.0 0.0
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Figure 1. Percentage distribution of classes in the dataset
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Figure 2. Distribution of attack types by frequency
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Feature selection

Feature selection was performed using the
recursive feature elimination (RFE) method,
with a Random Forest [20] classifier acting as
the estimator. This method was chosen based on
the research results presented in the literature,
which indicate its high effectiveness for the CIC-
IDS2017 dataset [39, 44].

Ultimately, 14 features were selected to
reduce the computational complexity of the
model, as shown in Table 4.

Ultimately, 14 features were selected, as
shown in Table 4. Reducing the feature space
from 78 to 14 core attributes not only improves
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Table 3. Number and percentage of outliers for
individual traits — above 20%

Feature Number of outliers Pgﬁﬁ:::?;, ]o f
flow_duration 463,068 20.72
flow_bytes_s 487,114 21.80
flow_packets_s 516,793 23.13
flow_iat_min 466,115 20.86
fwd_iat_total 454,646 20.35
fwd_iat_min 466994 20.90
bwd_iat_total 487004 21.80
bwd_iat_mean 486873 21.79
bwd_iat_max 496822 22.24
fwd_packets_s 510697 22.86
bwd_packets_s 482992 21.62
active_mean 554857 24.83
active_max 554866 24.83
active_min 554423 24.81

model generalisation, but also lowers the math-
ematical operations required per incoming flow,
directly decreasing inference latency during
online stream ingestion.

Preparation of training and test sets

The dataset was divided into training and test
sets at an 80:20 ratio using random sampling,
with class proportions preserved (stratification).
The training set was used to train the models and
the test set was used to conduct a preliminary
evaluation under stable conditions.

Table 4. Descriptions of selected features

To further verify the models’ resilience to
data variability and adaptability, two additional
test datasets were prepared from the CSE-CIC-
IDS2018 dataset. The data from February 16
and 21% 2018 were selected from the available
files in the dataset. The first file contains DoS
attacks (DoS-SlowHTTPTest and DoS-Hulk)
[45], which are also included in CIC-IDS2017.
The second file includes the DDoS attacks
(DDOS-LOIC-UDP and DDOS-HOIC) repre-
senting new patterns of network traffic.

This selection of test sets allows for a com-
parison of model behaviour in two scenarios:

e detection of attacks known from the training
process but occurring under different network
conditions; and:

e detection of new attacks.

This enables evaluating the sensitivity of the
models to changes caused by differences in the
network environment, as well as their ability to
adapt to new types of attacks. This approach is
consistent with the concept of cross-dataset eval-
uation, which, as previously noted, is a more reli-
able solution than testing on a separate portion of
the same dataset [5, 6].

For all test datasets, feature names were
mapped to a format consistent with the train-
ing dataset. An identical data cleaning process
was applied to ensure consistency across experi-
ments. Table 5 presents the final model param-
eters used, including the number of trees, depth,
distribution change detector settings and other
hyperparameters.

Selected trait

Description

total_fwd_packets

Total number of packets sent in the forward direction

total_length_of bwd_packets

Sum of the lengths of all packets in the backward direction

bwd_packet_length_max

Maximum packet length in the backward direction

bwd_packet_length_mean

Average packet length in the backward direction

bwd_packet_length_std

Standard deviation of packet lengths in the backward direction

bwd_iat_mean

Mean interval between consecutive packets in the backward direction

fwd_iat_max

Maximum interval between packets in the forward direction

bwd_packets_s

Number of packets sent in the backward direction per second

max_packet_length

Maximum packet length

packet_length_mean

Average packet length

packet_length_std

Standard deviation of packet length

packet_length_variance

Variance of packet length

average_packet_size

Average packet size

avg_bwd_segment_size

Average backward data segment size
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Table 5. Adaptive Random Forest model parameters

Parameter Value
Number of trees (n_models) 7
Poisson parameter (1) 4
Maximum tree depth 20
Alert detector ADWIN (6 =0.01)
Drift detector ADWIN (6 =0.001)
Training mode Streaming (incremental)
Library River

EXPERIMENT AND RESULTS

Architecture of the proposed IDS system

A typical intrusion detection system (IDS)
architecture consists of components responsible for
collecting, processing and analysing network traf-
fic, and reporting detected incidents. Network sen-
sors monitor traffic and collect raw data, which is
preprocessed to extract specific features. The pro-
cessed data is then fed into detection mechanisms.
The detection results are then aggregated and trans-
mitted as alerts, which can be analysed further by
an administrator or higher-level systems [17].

An extended IDS system was developed based
on the architecture above [17], which is designed
for operation in streaming environments. This sys-
tem allows for model adaptation during runtime.
The detection stages described were supplement-
ed with semi-supervised learning mechanisms and
a user (expert) interaction layer.

The system monitors the network data stream
and determines whether each sample belongs to
the normal or attack class. The general data flow in
the system includes the following stages (Figure

4): packet capture; flow construction; preparation
of flow features; class prediction by a machine
learning model; prediction uncertainty assess-
ment; a decision on whether to perform pseudo-
labelling or consult an expert; and incremental
model update.

The system receives a stream of samples
describing network traffic in the form of feature
vectors as input. Each sample represents the
features of a single flow. The data is processed
sequentially without assuming access to the entire
training set, corresponding to the operating con-
ditions of actual IDS systems.

The requirement to construct network flows
originates from the data format contained within
the CIC datasets employed for training and evalu-
ating the predictive model. Additionally, creating
a bidirectional flow from raw traffic data reduces
the amount of data while preserving the informa-
tion needed for attack detection [32, 46].

The main component of the system is the ARF
predictive model. For each incoming sample, the
model generates a probability of belonging to an
attack class, forming the basis for classification
decisions and further uncertainty analyses.

The function U(p) =1 —2|p — 0.5| was selected
to estimate uncertainty. This function is symmetric
about the point p = 0.5, so it reaches its highest
value for predictions close to the decision bound-
ary. This approach is consistent with classical mea-
sures of uncertainty used in active learning [47].

Based on the calculated uncertainty, the sys-
tem decides how to use the sample in the learn-
ing process. If the uncertainty value exceeds the
set threshold, 8U = 0.1, the sample is sent to an
expert to obtain the true label. This threshold was
empirically selected as a compromise between

Additional training

|
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Figure 4. Data flow diagram in the proposed IDS system
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the number of queries to the expert and the stabil-
ity of the classification metrics.

For high-confidence predictions, a pseudo-
labelling mechanism is used. Prediction confi-
dence is determined based on a threshold derived
from the distribution of confidence values from
the last 500 samples. The pseudo-labelling thresh-
old is set as the 90"(th) percentile of the current
distribution. The percentile was chosen to ensure
that the model only trains on the most confident
predictions. Using an adaptive threshold rather
than a fixed value enables the model to adapt to
the level of uncertainty in the data stream.

The change detection mechanisms built into
the ARF algorithm enable it to respond to statis-
tical changes in the data stream, but labels are
required. To enable model adaptation, ARF is
updated based on labelled samples, both expert-
and pseudo-labelled.

System implementation in a research
environment

The proposed solution was implemented as a
prototype to test the algorithm’s behaviour on his-
torical data. Research experiments were conduct-
ed in the Google Colab environment. This envi-
ronment was chosen due to the ease with which
experiments can be reproduced, the availability
of computational resources, and integration with
popular machine learning libraries.

The experiments were conducted on a Google
Compute Engine backend using a Python 3 inter-
preter and CPU-based computations. The envi-
ronment parameters during the experiments were
as follows:

e available RAM: approx. 12.7 GB,
e disk space: approx. 107 GB,
e no GPU acceleration.

The following libraries were used to imple-

ment the system:

e pandas (v2.3.3) — for reading, filtering, and
preprocessing data,

e numpy (v.2.0.2) — for calculations and statisti-
cal operations,

e matplotlib (v.3.10.0) — for visualising experi-
ment results,

e scikit-learn (v.1.6.1) — for auxiliary tasks such
as data splitting,

e river (v0.23.0) — a library for implement-
ing machine learning in streaming mode and

including an ARF implementation, evaluation
metrics, and drift detection mechanisms,

e pickle — for saving and loading the model
state.

The River library was chosen due to its support
for incremental learning and the ability to update
the model sample by sample, which aligns with
the design principles of a real-time IDS system.

Tests and discussion of results

A series of tests were conducted to evalu-
ate the proposed solution. A set of scenarios was
developed to simulate the system’s various oper-
ating conditions and demonstrate its practical per-
formance. The tests were designed to:

e assess the model’s robustness to changes in
data distribution,

e analyze the trade-off between prediction qual-
ity and the cost of obtaining labels.

Test 1: ARF with full label availability
(reference scenario)

In this scenario, only the ARF model is tested.
The model was trained incrementally using the
CSE-CIC-IDS2018 data stream (100,000 sam-
ples of data as of February 16%).

The test was conducted under the assumption
that a true label was available for each sample.
This scenario is an ideal research setting that is
frequently encountered in the literature [31].

It served as a baseline for evaluating the
model’s performance under fully supervised
conditions.

Test 2: ARF with pseudo-labelling and no
expert involvement

In this test, prepared by the author, the ARF
model is trained incrementally on a CSE-CIC-
IDS2018 data stream (100,000 samples from the
February 16™ dataset). The model is updated sole-
ly based on pseudo-labels generated by its own
predictions. There are no queries to an expert and
the model has no access to actual labels during
the update.

The aim of the test was to assess the impact
of erroneous pseudo-labels accumulating on the
model’s stability and effectiveness under the con-
ditions of complete unsupervised learning.
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Test 3: Proposed algorithm

This scenario involves an algorithm that was
designed as part of this work and utilises the ARF
model in streaming mode.

The model is updated based on pseudo-labels
and expert labels obtained through selective que-
ries. The queries sent to the expert are selected
based on a measure of uncertainty, so the tests
were conducted for various uncertainty thresh-
olds. Data streams comprising 100,000 samples,
collected on February 16" and 21% respectively,
from the CSE-CIC-IDS2018 dataset were test-
ed separately. The proposed scenario allows an
analysis of the trade-off between the number of
queries to the expert and the quality of predic-
tions. The quality of detection of completely new
attacks can also be evaluated.

Test 4: Scalability of the solution

In this scenario, the authors’ proposed algo-
rithm was tested on a dataset of 500,000 CSE-
CIC-IDS2018 samples. The purpose of the test
was to evaluate the stability of the algorithm’s
performance and how the metrics behave during
long-term operation.

Test 5: Delayed expert Labels

This scenario involves testing the algorithm’s
performance under conditions similar to those in
the real world. A delay in the availability of expert
labels was introduced, whereby the true label
becomes available for training 1,000 samples
later [48]. The algorithm was tested on a stream
0f 500,000 samples from CSE-CIC-IDS2018. The
objective of this test was to evaluate the stability
of the solution when the model does not receive
an immediate response from an expert.

Experimental results and analysis

The results were analysed by comparing
metrics and confusion matrices, as well as the

Table 6. Quality metrics — full supervision

Metrics February 16 Feb. 21
Accuracy 0.9961 0.9961
F1 0.9921 0.9946
Precision 0.9861 0.9985
Sensitivity 0.9981 0.9908
AUC 0.9968 0.9949
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supervision cost, which is expressed as the num-
ber of queries made to the expert.

Reference model — Test 1

The model trained under full supervision
achieves stable, very high classification perfor-
mance. According to Table 6, the accuracy rate
exceeds 99.6% for both days, with F1 scores of
0.9921 and 0.9946 on February 16™ and 21°,
respectively. Analysis of the confusion matrix
(Table 7) shows a low number of errors.

For the 16" February data, the number of false
positives (FP) is 343 out of 75,298 negative-class
samples, representing a low proportion of false
positives. The number of false negatives (FN)
is 46, which translates to a very high sensitivity
of 0.9981. In contrast, the data from 21 Febru-
ary shows a higher proportion of false negatives
(FN) at 331, resulting in a decrease in sensitivity
to 0.9908. However, due to a reduction in FPs to
55, precision increases to 0.9985.

Impact of lack of supervision — Test 2

The results of Test 2 (Table 8) clearly indicate
a degradation of the learning process under self-
pseudo-labelling conditions. Accuracy drops to
75.64% and the F1 score for the attack class is zero.

The confusion matrix (Table 9) shows that
the model incorrectly classifies all attack sam-
ples as negative (false negatives (FN) = 24,359,
true positives (TP) = 0). This results in a loss of
attack detection capability, which is why the false
positive rate (FPR) is zero (true negatives (TN) =
75,641, false positives (FP) = 0). This is caused
by the accumulation of erroneous pseudo-labels.

The impact of the uncertainty threshold
and pseudo-labels on the proposed
algorithm — Test 3

The results of Test 3 (Table 10) show that the
uncertainty threshold affects the trade-off between
supervision cost and prediction quality. For the
16 February data, a threshold of 0.1 yields an F1
score of 0.9913 and an AUC of 0.9965, which
are very close to the reference model’s scores of
0.9921 and 0.9968, respectively (see Table 6.2).
The number of queries to the expert is 6,695,
accounting for 6.7% of the stream samples.
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Table 7. Confusion matrix

Forecast class — 16-02
Actual class Negative (0) Positive (1)
Negative (0) 75,298 343
Positive (1) 46 24,313

Forecast class — 21-02
Actual class Negative (0) Positive (1)
Negative (0) 64,120 55
Positive (1) 331 35,494

Table 8. Confusion matrix
Metric 16.02
Accuracy 0.75641
F1 0.0
AUC '
Proportion of incorrect 0.5
P 0.24359
pseudo-labels
Table 9. Confusion matrix

Forecast class — 16-02
Actual class Negative (0) Positive (1)
Negative (0) 75,641 0
Positive (1) 24,359 0

Analysis of the confusion matrix (Table 11)
indicates a low error rate: the number of false
positives is 378 and the number of false negatives
is 50. This translates to high sensitivity (0.9979)
and high precision (0.9847). This means that
expert queries effectively limit the propagation of
erroneous pseudo-labels.

However, increasing the threshold to 0.2
reduces the number of expert queries to 2.664
but results in a deterioration in detection qual-
ity. The number of false negatives rises to 3,124
(see Table 11), leading to a decrease in sensitiv-
ity to 0.8718 and an decrease in the area under
the curve (AUC) to 0.9330. Pseudo-label error
rises to 1.91%, indicating greater instability in the
learning process.

For the data from February 21%, a threshold
of 0.1 is inadequate: the number of expert queries

Table 10. Quality metrics

drops to 25 and the model deteriorates in a man-
ner analogous to Test 3. Lowering the threshold
to 0.05 stabilises the learning process. According
to Table 10, the F1 score increases to 0.9977 and
the AUC increases to 0.9979, while the number of
false negatives drops to 125 (see Table 11).

Scalability of the solution — Test 4

The results of Test 4 (see Table 12) confirm
that the algorithm is stable when operating on a
stream of 500,000 samples over a prolonged peri-
od. With a threshold of 0.1, the F1 score is 0.9930
and the area under the curve (AUC) is 0.9975.
The number of queries to the expert accounts for
approximately 6% of the samples.

The confusion matrix (Table 13) shows a very
low error rate: false negatives account for just 84
out of 122,625 attack samples, giving a sensitiv-
ity of 0.9993. The low pseudo-label error rate
suggests that errors do not accumulate over time.

Increasing the threshold to 0.2 reduces the
number of queries to 11,424, but also increases
the number of false negatives to 3,161 (see Table
13). This results in a decrease in sensitivity to
0.9742 and in the AUC to 0.9850. These results
confirm that the trade-off between monitoring
cost and prediction quality is also evident in
large-scale data settings.

Delayed expert labels — Test 5

The results of Test 5 (see Table 14) show that
introducing a delay of 1.000 samples in the avail-
ability of expert labels does not affect the stability
of the detection and adaptation processes. How-
ever, the quality of predictions deteriorates com-
pared to the scenario without delays (Test 4). The
uncertainty threshold for the test was set to 0.1.
An accuracy of 0.9947 and an F1 score of 0.9893
were achieved, which is a decrease compared to
Test 4 with a threshold of 0.1 (F1 = 0.9930; see
Table 6.11).

Data/ Accuracy F1 Precision Sensitivity AUC Numbgr of | Pseudo-label
Threshold queries error
16.02/ 0.1 0.9957 0.9913 0.9847 0.9979 0.9965 6695 0.0006
16.02/ 0.2 0.9644 0.9227 0.9799 0.8718 0.9330 2664 0.0191
02/21/0.1 0.6417 0.0000 0.0000 0.0000 0.4999 25 0.3324
02/21/0.05 0.9983 0.9977 0.9989 0.9965 0.9979 3154 0.0015
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Table 11. Confusion matrix

Table 13. Confusion matrix

According to Table 15, the number of false
positives increases from 1.633 in Test 4 to 2,275.
The number of false negatives is 362, representing
a significant increase compared to Test 4 (FN = 84).
This results in a decrease in precision to 0.9817,
though sensitivity remains similar at 0.9970.

Despite the label delay, the AUC is 0.9955,
indicating that the model distinguishes between
classes effectively. The deterioration in metrics
is negligible. Overall, the results indicate that the
proposed algorithm effectively handles the intro-
duced delay in expert labels.

DISCUSSION

The experiments evaluated the effectiveness
of the IDS system designed based on the Adaptive
Random Forest algorithm, which incorporates
an active learning mechanism, pseudo-labelling
and selective expert involvement. There are lim-
ited possibilities for direct comparison with the
literature. No results were found in the publicly
available studies for an ARF model trained on
one dataset and adapted to another in streaming
mode. For this reason, the analysis presented here
is qualitative in nature.

Test 1 shows that the model is highly resistant
to concept drift when true labels are continuously
available. However, it should be noted that the full
availability of labels in research studies is treated
as a simplifying assumption [48]. The real-world

Table 12. Quality metrics — 500,000 samples

Forecast class — 16-02, threshold 0.1 Forecast class — threshold 0.1
Actual class Negative (0) Positive (1) Actual class Negative (0) Positive (1)
Negative (0) 75,263 378 Negative (0) 375,742 1633
Positive (1) 50 24,309 Positive (1) 84 122,541
Forecast class — 16-02, threshold 0.2 Forecast class — threshold 0.2
Actual class Negative (0) Positive (1) Actual class Negative (0) Positive (1)
Negative (0) 75,207 434 Negative (0) 375,741 1634
Positive (1) 3124 21,235 Positive (1) 3161 119,464
Forecast class — 21-02, threshold 0.05
Actual class Negative (0) Positive (1)
Negative (0) 64,134 41 cost of obtaining them is often overlooked. The
Positive (1) 125 35,700 results of this work show that such a scenario

sets the upper limit of the adaptive model’s effec-
tiveness; however, its practical implementation
in IDS systems is questionable. The results also
highlight the issue of maximising metrics without
considering real-world conditions [6].

The literature emphasised that the high
effectiveness of models or entire detection algo-
rithms evaluated on a single dataset does not
translate into real-world effectiveness [6]. Can-
tone et al. [5] demonstrated that static models
trained on a CICIDS-2017 subset and tested on
the CSE-CIC-IDS-2018 dataset achieved F1
scores in the range 25-40%, despite achieving
very good results on the CIC-IDS-2017 test set.
This indicates that classical, statically trained
models lose their ability to distinguish between
normal activity and attacks when the environ-
ment changes. The authors emphasised that
standard evaluation overestimates the actual
quality of the solution.

In light of this research, it was assumed that
the model must adapt to the data in practice. The
results of Tests 3 and 4 demonstrate that query-
ing an expert selectively enables high classifica-
tion quality to be maintained at a limited labelling
cost. An F1 score 0of 0.9930 was achieved with 6%
of labels, and an F1 score of 0.9803 was achieved
with approximately 2% (Test 4), suggesting that a
limited number of expert labels allows for effec-
tive model adaptation.

Gupta et al. analysed the adaptation between
CIC-IDS-2017 and CSE-CIC-IDS-2018 using
various active learning strategies, including an
uncertainty-based method.

Date / Accuracy F1 Precision Sensitivity AUC Numbgr of Pseudo-label
Threshold queries error
0.1 0.9966 0.9930 0.9869 0.9993 0.9975 30094 9.16e-05
0.2 0.9904 0.9803 0.9865 0.9742 0.9850 11424 0.00256
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Table 14. Quality metrics

Accuracy F1 Precision Sensitivity AUC Numb_er of Pseudo-label
queries error
0.9947 0.9893 0.9817 0.9970 0.9955 27,739 1.28e-04

Table 15. Confusion matrix classification quality is achieved with limited
Forecast class expert involvement, even when adapting to a
Actual class Negative (0) Positive (1) new .d.ataset. This validates the soluthn under
Negative (0) 375.100 2275 conditions closer to real-world scenarios. The
Positive (1) 362 122,263 conducted tests confirmed that a machine learn-

With a label budget of 1%, this method
achieves an F1 score of 0.74. However, the com-
parison is indicative due to the lack of results for
both solutions with the same budget. However,
the F1 score of over 0.98 achieved in the conduct-
ed study using a larger, though still limited, pro-
portion of labels (2.2%) indicates the high effec-
tiveness of the proposed adaptation mechanism.

In order to deploy the developed system in
high-speed network environments, it is neces-
sary to minimise computational overhead. The
proposed semi-supervised framework addresses
real-time streaming constraints by making three
architectural design choices. Applying Recur-
sive Feature Elimination (RFE) reduces the fea-
ture space from 78 raw attributes to 14 core fea-
tures, minimising operations per incoming flow
and lowering processing latency. The semi-
supervised active learning strategy only invokes
model updates and expert queries when predic-
tion uncertainty surpasses adaptive thresholds.
This avoids the high computational cost of
continuously updating decision trees on high-
confidence samples. The underlying Adaptive
Random Forest algorithm ensures that memory
growth remains bounded during drift adapta-
tion. The ADWIN mechanism initialises back-
ground trees after detecting distribution shifts
and prunes stale tree nodes once drift stabilises
[49]. Although hardware-level throughput and
latency profiling depend heavily on the acceler-
ation and deployment hardware of the Network
Interface Card, these algorithmic design choices
ensure that the online pipeline remains compu-
tationally lightweight for edge and forwarder
integration.

In summary, the results suggest that the pro-
posed solution is a viable alternative to static
IDS models and more complex active learning
methods. It is particularly significant that high

ing-based IDS system can be designed that oper-
ates online and is capable of adaptation without
requiring full availability of labelled data. Using
the model’s most confident predictions for fur-
ther training enables adaptation to changing net-
work traffic characteristics. Active learning sup-
ports the stability of the learning process under
dynamic conditions by obtaining labels for the
most uncertain samples.

Despite the promising detection performance
results, the proposed solution has certain limitations.

One of the main limitation is that the pseudo-
labelling is based on the naive assumption that
a model’s confident prediction is correct. For
example, when the characteristics of the data
change suddenly or new types of attacks emerge,
the model may generate incorrect predictions
with high confidence, which will then be used for
further training [4].

The results indicated the need to select an
uncertainty threshold (tests 3 and 4). This thresh-
old should be determined through experimen-
tation based on an evaluation of the balance
between labelling costs and prediction quality.
The threshold must be adjusted according to the
specific characteristics of the analysed environ-
ment and the availability of an expert.

The experiments were conducted on histori-
cal data, simulating a data stream, rather than in
a real production environment. While the datas-
ets used are commonly employed in IDS system
research, real-world network traffic may be char-
acterised by greater variability, as well as noise
and incomplete data.

CONCLUSIONS

As part of this project, a machine learning-
based intrusion detection system was developed
and tested. The analysis focused on network secu-
rity methods and the limitations of intelligent IDS
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systems, particularly in the context of streaming
data and limited label availability. A detection algo-
rithm utilising incremental learning, active label
acquisition and learning from its own predictions
was then proposed. Based on this, a system archi-
tecture was designed. A prototype of the solution
was implemented and experiments were conduct-
ed. The results obtained enabled an evaluation of
the system’s behaviour under the conditions close
to real-world scenarios. The analysis confirmed that
the proposed approach maintains detection effec-
tiveness under changing conditions. The system
can adapt to changes in network traffic and detect
new attacks with minimal expert intervention.

Overall, the results demonstrate that the pro-
posed approach is a viable alternative to static IDS
models and more complex active learning meth-
ods. It achieves high detection performance with
limited expert involvement, even when adapting
to new datasets, indicating its suitability for real-
istic deployment scenarios. The experiments con-
firm also that an online machine learning-based
IDS can adapt to changing network traffic without
requiring fully labelled data by combining pseu-
do-labelling of high-confidence predictions with
active learning for uncertain samples. However,
the approach has several limitations. Pseudo-
labelling assumes that highly confident predic-
tions are correct, which may propagate errors
when traffic characteristics change or new attacks
appear. In addition, selecting an appropriate
uncertainty threshold requires empirical tuning
to balance labelling costs and prediction quality.
Finally, the evaluation was conducted on simu-
lated data streams from historical datasets, rather
than in a real production environment, where net-
work traffic is likely to be more variable, noisy,
and incomplete.
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