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ABSTRACT

Additive manufacturing technologies rely on extensive digital data processing, beginning with 3D-CAD model
development and continuing through data preparation, process planning, manufacturing execution, and post-pro-
cessing operations. As additive manufacturing systems become increasingly adopted in aerospace, space, defense,
and other critical industrial sectors, ensuring the security of both digital and physical assets becomes a signifi-
cant challenge. This paper presents a multi-layer cyber-physical security framework for additive manufacturing
environments. The proposed approach distinguishes three complementary security layers: the 3D geometric data
processing layer, the technological process data layer, and the physical process layer. For each layer, critical assets,
potential cybersecurity threats, and recommended protection mechanisms are identified and analyzed. Particular
attention is devoted to the protection of engineering data, process parameters, machine configurations, simulation
results, and manufacturing infrastructure, as these elements directly influence the quality, reliability, and operation-
al safety of manufactured components. The paper further extends the analysis by introducing a multi-level physical
protection model dedicated to additive manufacturing facilities and evaluating the proposed security measures
using the Confidentiality—Integrity—Availability (CIA) model. The results demonstrate that effective protection
of additive manufacturing environments requires the integration of organizational, physical, and cyber-physical
security mechanisms across the entire production lifecycle. The proposed framework may support the develop-
ment of secure additive manufacturing environments for acrospace, space, defense, and other industries producing
high-value or safety-critical components.

Keywords: additive manufacturing, cybersecurity, cyber-physical systems, 3D printing, CIA model, multi-layer
analysis, information security, acrospace industry, defense industry.

INTRODUCTION Rapid prototyping devices based on additive
processes most often constituted separate labora-

For many years, 3D printing supported pro- tory units with limited physical access and lim-
duction processes at the concept stage or during ited access to manufacturing-cycle data. Due to
the early development of geometric prototypes. the limited access to the laboratory infrastructure
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used, the security systems applied were not signif-
icantly expanded. Currently, the development of
additive technologies and their increasingly broad
application in the defense, aerospace, and space
industries require a new approach to production
security, associated with a multi-layer perspec-
tive on modeling, prototyping, and production
processes [1]. Because additive manufacturing
requires the numerical preparation and process-
ing of process data, particular attention should be
paid to a number of aspects related to ensuring the
security of numerical data, which may sometimes
constitute classified information. Additive manu-
facturing is no longer limited to developing a 3D
model and printing it using an additive machine.
Many stages associated with the technological
process can be distinguished in the preparation
of the data required to carry out printing: posi-
tioning in the 3D printer workspace, division into
working cross-sections (layers), determination of
the layer manufacturing structure, and generation
of support structures. All of these technological
factors are directly responsible for the properties
of products, including their mechanical strength,
which in the case of aerospace, space, or defense
applications is an important production issue and,
in many cases, is subject to standardization [2].
Technological data belong to information subject
to strict access control. Some of this information
may be included in the description of process-file
data, some constitutes technological information,
and some may relate to information used exclu-
sively by the 3D printer operator [3]. In the case
of additive technologies, it should be remembered
that post-process activities are performed after
each such operation, and these activities form an
important part of the technological process. These
operations affect the geometric accuracy of man-
ufactured elements and their mechanical proper-
ties, also when, for example, thermo-chemical
treatment or coatings are applied. Data of this
type do not have to follow the additively manu-
factured product, which may constitute a semi-
finished product or a component [4]. In this case,
information protection may take place at both the
numerical and physical levels.

3D printing also requires an appropri-
ate approach to pre-process operations, which
include, among others, preparation of the equip-
ment and materials, the material storage process,
and material delivery. These factors ultimately
affect product quality and should be protected
appropriately [5].
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Another important factor in 3D printing-
based production is quality control, based on geo-
metric measurements, among other things. Infor-
mation regarding product accuracy is critical in
every industry and is a component of the Industry
4.0/5.0 framework. [6].

RELATED WORK

The processing of process data during addi-
tive manufacturing constitutes an extremely
important sequence of operations that transform
input data into useful output information used to
carry out 3D printing. This issue has been known
and developed from the beginning of the imple-
mentation of additive techniques as an alterna-
tive to conventional manufacturing [7]. Several
areas related to additive manufacturing can be
distinguished here, in particular those concerning
3D-CAD solid modeling and the software used for
this purpose [8, 9]. Important issues in this case
also include software-based data processing and
the data formats used in 3D printing processes,
which define how a three-dimensional model is
obtained, including, among others, creation of the
previously mentioned 3D-CAD models, reverse
engineering, surface or volumetric 3D scanning,
computed tomography, and artificial intelligence
[10, 11]. In each of these cases, different meth-
ods of data processing can be used, adapted to the
intended use of the model and its accuracy as the
basis for the manufacturing process. These cases
require not only data processing, but also secure
transfer of data between individual workstations,
for example a tomograph, a data-processing sta-
tion, and a 3D printer.

The first data transfer solutions were based on
direct data transfer from the computer on which
the model was prepared to the printer’s computer.
From a data transfer perspective, these solutions
are safe and continue to be used. 3D printing sta-
tions do not have to operate within a single labo-
ratory location; therefore, network transfers may
be used, and access to data should be based on an
appropriate and secure organizational structure.
Such a structure is used by aerospace and defense
companies, which effectively limit the possibil-
ity of an external cyberattack on the network
and also protect it against physical interference,
for example by preventing mass-storage devices
from being connected to USB ports of devices
belonging to the company structure.
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The issue of data security for additively man-
ufactured products has recently acquired a new
dimension. Considerations regarding general
aspects of cybersecurity in additive manufactur-
ing are appearing in the literature [12]. This can
apply to both a general approach, encompassing
many aspects of data processing, and studies on
specific approaches to selected process stages,
such as the possibility of cyberattacks target-
ing additive manufacturing [13, 14]. An impor-
tant issue is the approach to the process from the
point of view of legal conditions in various areas
of application, for example the manufacturing of
critical-infrastructure components. It is necessary
to mention the use of artificial intelligence algo-
rithms in the process of generating data for 3D
printing and the risks relating both to legal condi-
tions concerning ownership rights to the model
and to the place where these data are processed
and stored, the methods of making them avail-
able, and the data sources on which Al algorithms
operate [15]. Many 3D printing systems operate
in a network environment; therefore, the issue of
developing an appropriate hierarchy of access to
data and devices, as well as appropriate security
protocols, is particularly important in the context
of cybersecurity [16, 17].

Taking into account the analysis of the current
state of the art, this article proposes a new multi-
layered approach to security in additive manufac-
turing, encompassing the comprehensive area of

data processing and the physical area, which is
crucial for production safety, particularly in the
defense and aerospace industries.

PROPOSED SOLUTION

System model

The analysis of the additive process and the
associated pre-process and post-process oper-
ations, as well as the physical aspects of manu-
facturing processes based on 3D printing, made
it possible to develop a multi-layer model for
security analysis and protection systems for 3D
printing as a cyber-physical production system. In
this article, in order to illustrate certain stages of
the additive process, a model of a drone support
frame was developed, which may serve as a rep-
resentative example of a model used both in aer-
ospace technologies and in defense applications.

The model distinguishes three main layers
of data processing and protection: the first layer,
involving the preparation and processing of
geometric data of the three-dimensional model
(3D data processing - 3DDP); the second layer,
involving technological data directly related to the
additive process (technological processing data -
TPD); and the third, physical layer, which may
include pre-process, process, and post-process
operations, finishing, and quality control, and is
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Figure 1. Multi-layered model of 3D printing process
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based on physical access control to room zones
and products manufactured by 3D printing (phys-
ical data of processes - PDP). The concept of the
multi-layered model is illustrated in Figure 1.

LAYER ONE

The first layer, involving the preparation and
processing of three-dimensional geometry data,
refers to the standard 3D-CAD modeling process-
es based on software that is usually general-pur-
pose and widely used in the technical sector. In
this case, the software itself is usually not a pro-
tected asset related to a given product, because it
is widely available commercially on the market.
Exceptions may include calculation procedures or
procedures for creating models specific to the aer-
ospace, space, or defense industries that are spe-
cially dedicated to this software. In such cases,
software or calculation macros must be subject to
appropriate procedures protecting them against
external unauthorized interference.

In this layer, five components can generally
be distinguished: development of a 3D numerical
model using 3D-CAD systems or 3D digitization;
conversion of the developed model to STL for-
mat; analysis of the representation accuracy of the
3D model; modification or repair of the geometry
(the STL model mesh); and saving to a format
dedicated to the 3D printer. The individual stag-
es or components of this layer may be modified
and may occur in different configurations depend-
ing on the form of data preparation. When new

Specification Tree

geometry is created, 3D modeling is a creative
process carried out using 3D-CAD software. This
can be followed using the example of a 3D-CAD
model of a drone support structure intended to be
manufactured by 3D printing. In the process of
object modeling, various sequences leading to the
creation of the model can be used and recorded in
the structure tree (specification) of a given pro-
gram (Figure 2). In 3D-CAD modeling programs,
the structure tree is a very important element both
in creating the original model and in introduc-
ing modifications resulting from technological
changes or product modernization.

It should be remembered that the structure tree
can be edited only by the same program and in the
same version, or possibly in a higher version. The
individual sequences should be treated as impor-
tant technological data that should be protected.
3D-CAD software allows data to be saved in uni-
versal formats such as STEP, IGS, STL, or AMF;
however, formats of this type describe only the
solid geometry and do not allow the model-cre-
ation structure to be edited. The conversion pro-
cess is responsible for the accuracy with which
the geometry is represented relative to the nom-
inal 3D-CAD model; for this reason, it should be
treated as important technological data that should
be protected. After conversion from a 3D-CAD
model or from digitization, an STL file may con-
tain defects or shape errors (Figure 3a) and may
require repair. This requires the use of appropriate
software sequences in order to generate a model
with accurate geometry (Figure 3b), which may be
covered by a cybersecurity procedure.

N\

3D-CAD Model

Figure 2. 3D-CAD model of the drone support structure
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The last stage in the first layer is optional
and may also be performed at the beginning of
the second layer, depending on the specific nature
of the additive manufacturing process. This stage
cannot be assigned unambiguously to a given
layer, because it depends on the 3D-CAD mod-
eling software used, the software for converting
files to STL format, the software controlling the
3D printer, and the type of data transfer to a spe-
cific printer. When network communication is
used between computers for modeling and data
processing and the 3D printer, appropriate net-
work security procedures must be applied.

From the cybersecurity perspective, the first
layer of preparation and processing of three-di-
mensional geometry data includes a number of
digital assets that constitute an important element
of an enterprise’s intellectual property. The most
important protected resources include 3D-CAD
models, model structure trees, modeling proce-
dures, calculation macros, design procedures, data
exchange files (STEP, IGS, STL, AMF), geome-
try repair algorithms, and data obtained in the 3D
digitization process. Information recorded in the
model structure tree is of particular importance
because it contains the complete history of geom-
etry creation and design knowledge that makes it
possible to reconstruct the process of designing
the product. In the case of components intended
for the aerospace, space, or defense industries,
these data may represent much greater value than
the final geometric model itself. In the analyzed
layer, threats related to the loss of data confidenti-
ality, integrity, and availability may occur. Loss of
confidentiality may include theft of CAD models,
takeover of AMF or STL files, copying of design
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documentation, and acquisition of design proce-
dures by unauthorized persons. The takeover of
complete design data that makes it possible to
reconstruct the product geometry and the applied
design solutions is particularly dangerous.

The second group of threats is the violation
of data integrity. This may include modification
of the model geometry, changes to conversion
parameters between data formats, manipulation
of the model structure tree, or the introduction
of difficult-to-detect design changes. Even minor
modifications of geometry can lead to a signifi-
cant deterioration of the product’s functional
properties. For example, changing the thick-
ness of a selected structural rib of a drone sup-
port frame by approximately 0.2 mm may not be
noticed during standard visual inspection, but it
may result in reduced structural strength and a
shortened service life. Another important threat is
the loss of availability of design data, which may
result from deletion of design files, encryption of
CAD repositories by ransomware, or failure of
the IT infrastructure used to store design docu-
mentation. Loss of access to current versions of
models may lead to production downtime and the
need to recreate part of the design work.

In order to reduce the risk of the described
threats, appropriate protection mechanisms must
be implemented. The most important include
multi-level access control to design data, encryp-
tion of repositories storing models, the use of
digital signatures enabling verification of file
authenticity, versioning of design documentation,
and archiving of successive model versions. In
addition, it is recommended to maintain a regis-
ter of changes introduced in CAD files, perform

Figure 3. STL model of the drone support structure: a) with insufficient geometry representation accuracy,
b) model after correction of representation accuracy
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regular backups, and monitor access to design
resources. The application of these mechanisms
makes it possible to reduce the risk of unauthor-
ized interference with design data and increases
the level of protection of the intellectual property
of an enterprise using additive technologies.

LAYER TWO

The second layer of numerical data processing
is closely related to preparing data directly for 3D
printing and for the 3D printer. The process can
be carried out using software in various configu-
rations, i.e. 3D printer libraries used by 3D-CAD
software manufacturers, standalone programs
for processing and converting 3D-CAD files to
AMF format, or software dedicated to 3D print-
ers. Each of these options may be available online

or offline. It should be added that some 3D print-
er manufacturers require users’ data concerning
manufactured models to pass through their serv-
ers over the network. From the point of view of
data security, the use of this type of 3D printer and
software entails a significant risk of data intercep-
tion and unauthorized use (Figure 5). Due to the
requirements for manufacturing products for the
aerospace or defense industry, such a situation is
not acceptable. In the second layer, the position of
the model relative to the coordinate system of the
additive machine is determined. These are impor-
tant parameters that determine the mechanical
properties of products, as well as dimensional and
shape accuracy and the time of the manufacturing
process. Figure 4 shows STL models of the drone
support frame in different orientations relative to
the printing plane: Figure 4a - supported on the
structure fastening the power supply and control

Figure 4. STL models of the drone support frame on the software build platform of a 3D printer: a) mounting
structure positioned on the platform, b) motor arms positioned on the working plane

Figure 5. STL models of the drone support frame on the software build platform of a 3D printer with support
structures: a) mounting structure positioned on the platform, b) motor arms positioned on the working plane
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system; Figure 4b - supported on the motor-mount-
ing arms. The same applies to process data for indi-
vidual cross-sections, for example the arrangement
of material paths for the MEX method or the path
of the scanning laser beam in the PBF process.

In the final stage of the second layer, a numer-
ical simulation of the process can be carried out,
making it possible to detect potential process
defects before the final 3D print is launched. The
process can be traced cross-section by cross-sec-
tion in order to detect possible discontinuities in
the internal structure. Figure 6 shows a view of
layer 171 for the models on the build platform. As
in the previous stages, numerical data are generat-
ed and require special protection; reference should
be made to the last two layers of the process, name-
ly the cyber-physical configuration of 3D printing.

Depending on the number of options available
in the programs controlling the printing process,
it is possible, among other things, to change the
working cross-section thickness (model layer),
infill style, support type, and 3D print cross-sec-
tion (layer) thickness. All of these parameters
constitute important technological data that
directly affect the strength of the model, print-
ing time, and material consumption. The selec-
tion of these parameters often requires extensive
experience on the part of the 3D printer operator
and sometimes requires simulation studies and
strength tests; therefore, these data are important
from the point of view of their security.

The second layer covers the preparation of
technological data directly related to the exe-
cution of the 3D printing process. In this layer,
parameters are defined that determine how the
product is made, its mechanical properties,
dimensional and shape accuracy, and manufac-
turing time. From the cybersecurity perspective,
it is one of the most important elements of the
additive process, because it contains the tech-
nological knowledge of the enterprise, which
often has greater value than the geometry of
the model itself. The most important protected
assets include data concerning the orientation of
the model on the build platform, configuration
of support structures, process parameters, paths
of motion of the head or laser beam, files con-
trolling the printer, results of numerical simula-
tions, and device configuration. These data have
a direct impact on the quality, strength, and relia-
bility of the manufactured component.

The main threats in this layer include loss of
confidentiality of technological data, unauthor-
ized modification of process parameters, and
interception of data during their transmission
between the process-preparation workstation and
the 3D printer. Changes to model orientation,
process parameters, scanning strategy, or support
configuration are particularly dangerous, because
they may lead to deterioration of the mechanical
properties of the product without visible changes
in its external geometry. An additional threat is the

Figure 6. View of layer 171 of the models during 3D print simulation: a) mounting structure positioned
on the platform, b) motor arms positioned on the working plane
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loss of data availability caused by failures of IT
systems or malicious software. In order to reduce
risk, it is recommended to apply access control
to technological data, transmission encryption,
segmentation of the production network, digi-
tal signatures for process files, and registration
of all changes to technological parameters. An
important element of protection is also ensuring
Process Integrity, understood as maintaining the
immutability of key production parameters from
the moment the process is prepared until the prod-
uct has been manufactured.

LAYER THREE

The third, physical layer is related to the
preparation of material (raw material), pre-pro-
cess and process operations, and the 3D printing
process itself. It additionally includes finishing
and quality control and, if applicable, prepara-
tion for shipment. It is based on physical access
control to room zones and products manufac-
tured by 3D printing. An additively produced 3D
model may be a finished product or a semi-fin-
ished product for further processing. For this
reason, it must be transported to subsequent
technological workstations or to a warehouse.
Depending on internal or external logistics,
products should be protected both against dam-
age and against the possibility of visual or phys-
ical interference by unauthorized persons. For
this reason, companies manufacturing licensed
or aerospace products have implemented appro-
priate access-control procedures for persons
within the enterprise as well as persons from
outside the company. From the cybersecurity
perspective, this layer constitutes a combination
of physical, organizational, and cyber-physi-
cal safeguards whose purpose is to protect the
production infrastructure, technological data,
and manufactured components against access
by unauthorized persons. The most important
protected assets include 3D printers, worksta-
tions, network infrastructure, input materials,
semi-finished products and finished products, as
well as technological documentation and quali-
ty-control results. Components intended for the
aerospace, space, and defense industries are sub-
ject to particular protection, because their loss,
copying, or modification may lead to the disclo-
sure of confidential information or may threaten
operational safety.
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The main threats include unauthorized access
to production zones, photographing or copying
technological information, theft of components
and materials, manipulation of 3D printer set-
tings, and interference with the enterprise’s ICT
infrastructure. Actions by persons who have legit-
imate access to enterprise resources but may lead
to unauthorized acquisition or disclosure of pro-
duction data also remain a significant threat.

In order to reduce risk, multi-layer protection
mechanisms are used, including access control
to facilities and production zones, CCTV mon-
itoring, user identification using RFID cards,
registration of activity in protected zones, and
archiving of access logs. Physical safeguards are
complemented by cybersecurity solutions such as
segmentation of the production network, manage-
ment of user permissions, monitoring of system
activity, and protection of IT and OT infrastruc-
ture against unauthorized interference. Building
security awareness among employees and regu-
larly improving procedures for protecting infor-
mation and production resources also remain
important elements.

Within the third layer of safeguards, a proce-
dure for visits by external persons to an aerospace
company is presented (Table 1).

The individual security levels, in accord-
ance with the adopted procedure, are intended to
comprehensively protect production information
against access by unauthorized persons. Security
procedures are continually developed; it is also
necessary to build information awareness among
enterprise employees and security personnel.

The presented protection levels perform dif-
ferent security functions related to protecting the
resources of the additive manufacturing environ-
ment. In order to determine the impact of indi-
vidual safeguards on the protection of informa-
tion and technological resources, an additional
analysis was carried out using the classical CIA
model (Confidentiality, Integrity, Availability).
This model is one of the fundamental paradigms
of cybersecurity and makes it possible to assess
the extent to which individual protection levels
support the preservation of confidentiality, integ-
rity, and availability of information and resources
used in the additive manufacturing process. The
results of the analysis are presented in Table 2.

The analysis presented in Table 2 indicates that
the individual protection levels support the imple-
mentation of the basic security attributes defined
in the CIA model (Confidentiality, Integrity,
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Table 1. Multi-level security model for visitor access to an aerospace additive manufacturing facility

Security level

Protected assets

Potential threats

Potential effects

Protection mechanisms

Plant fencing

industrial equipment

information

. _Enterprlse Intrusion by unauthorized LOSS. of |n_fo_rmat|on CCTV monitoring
Level 1: infrastructure, . confidentiality, .
. - persons, reconnaissance . vehicle entry control
Perimeter buildings, . infrastructure damage, .
. of the facility, infrastructure . h security post
protection warehouses, disruption of the
. sabotage, theft of property : ban on photography and
production zones production process filming
Organizational . . Identity verification,
. ) Impersonation of authorized o .
. data, information ) Breach of organizational | declaration of the purpose
Level 2: . persons, unauthorized entry . o . NI
. on production - s security, acquisition of the visit, authorization of
Visitor to the facility, acquisition . : L
) . processes, . . of information about the meeting, issuance of a
registration . of information about the ) L
enterprise ) technological processes | temporary pass, signing of
enterprise h
personnel the regulations
Technological Unauthorized access to Disclosure of confidential | Entry only with an escort,
Level 3: documentation, critical zones, observation information, loss of RFID access-point control,
Access to a production of production processes, intellectual property, restricted access to
protected zone | workstations, acquisition of technological possibility of preparing selected zones, monitoring

sabotage activities

of visitor movement

Theft of technological

Deterioration of

materials materials

. 3D printers, - . Restricted access to
Level 4: . data, copying of process product quality, loss of .
o process data, input . ) - 3D printers, secured
Additive : . parameters, manipulation technological advantage, : -
. materials, semi- . . . workstations, monitoring
manufacturing | .. - of printer settings, material manufacture of )
finished products, o of the production process,
zone - substitution, sabotage of the | components that do not ) . o
finished products ) . registration of user activity
production process meet safety requirements
. Production data, Removal of documentation, | Information leakage, loss | Return of the pass, exit
Level 5: - . . . - . .
Zone exit documentation, copying of data, unauthorized | of intellectual property, control, confirmation of visit
procedure components, and removal of components or violation of security completion, archiving of

procedures access logs

Table 2. Multi-level physical and cyber-physical protection model for an additive manufacturing environment,

illustrated by an aerospace company

Security level Confidentiality Integrity Availability Justification
Level 1: Limits unauthorized access to infrastructure and
N ) Y Y Y reduces the risk of physical damage to production
Perimeter protection
resources.
Level 2: Ensures identification and authorization of persons
o . . Y N N o o
Visitor registration gaining access to the facility.
Level 3: - L )
Access to a protected Y Y N _L|m|ts t_he p0_33|b|I|ty of obtglnlng |r_1format|on and
Jone interfering with the production environment.
Level 4: Protects technological data, equipment, and the
Additive manufacturing Y Y Y - 9 ata, equip ’
Jone continuity of the production process.
Level 5: Limits the risk of taking information, documentation,
. Y Y N )
Zone exit procedure and components outside the protected area.

Note: Y — the attribute is satisfied at the corresponding security level, N — the attribute is not considered at the

corresponding security level.

Avalilability). The CIA assessment was performed
qualitatively based on the primary security objec-
tive addressed by each protection level. An attrib-
ute was marked as “Y” when the corresponding
security level directly supports the protection of
confidentiality, integrity, or availability through its
implemented safeguards. An attribute was marked
as “N” when the corresponding security level has
no direct or significant impact on the given secu-
rity objective. The safeguards related to perimeter
protection and the additive manufacturing zone
have the greatest impact on maintaining all three

attributes, as they are responsible both for protect-
ing information and technological resources and
for ensuring continuity of the production process.
The remaining protection levels focus mainly on
ensuring the confidentiality and integrity of data
and on reducing the risk of unauthorized access
to infrastructure, technical documentation, and
manufactured components. The obtained results
confirm that effective protection of an additive
manufacturing environment requires the use of
complementary organizational, physical, and
cyber-physical safeguards.
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CONCLUSIONS

The analysis conducted showed that additive
manufacturing systems used in the aerospace,
space, and defense industries should be treated as
complex cyber-physical environments requiring
a comprehensive approach to security. Unlike
conventional manufacturing technologies, addi-
tive manufacturing is based on intensive digital
data processing carried out at many stages of
product preparation, process planning, and pro-
duction execution. As a result, both geometric
data and technological data become key assets
requiring protection against unauthorized access,
modification, and loss.

The main result of the conducted research is
the development of a multi-layer cyber-physical
security model dedicated to additive manufactur-
ing environments. The proposed approach includes
three complementary security layers: the layer of
preparation and processing of 3D geometric data,
the layer of technological process data, and the
physical layer of the production process. For each
layer, key assets subject to protection, potential
cybersecurity threats, and protective mechanisms
were identified. The developed model enables a
systematic analysis of vulnerabilities and security
requirements throughout the digital chain of the
additive manufacturing process.

The considerations also indicate that cyberse-
curity in additive manufacturing cannot be limited
solely to the protection of geometric models. Tech-
nological process parameters, device configura-
tions, simulation results, post-process procedures,
and physical access to the production infrastruc-
ture may directly affect the quality, reliability, and
operational safety of manufactured components.
This is particularly important in aerospace and
defense applications, where even minor modifica-
tions of process parameters may lead to deteriora-
tion of the mechanical properties of the product or
limitation of its operational capabilities.

An additional result of the work is the exten-
sion of the physical protection model to include an
analysis of protected assets, potential threats, the
effects of their occurrence, and the corresponding
protection mechanisms. This analysis is comple-
mented by an assessment of the proposed secu-
rity levels using the CIA model (Confidentiality,
Integrity, Availability). The obtained results con-
firm that effective protection of an additive manu-
facturing environment requires the integration
of organizational, physical, and cyber-physical
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safeguards implemented at all stages of the pro-
duction process.

Further research may focus on developing
quantitative risk-assessment methods for additive
manufacturing environments, integrating cyberse-
curity monitoring mechanisms with additive man-
ufacturing devices, and using artificial intelligence
methods to detect anomalies and protect techno-
logical data in cyber-physical production systems.
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