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ABSTRACT

Modern graphics processing units possess the requisite computing power to efficiently render complex three-
dimensional (3D) scenes. The graphics library Transmission Format (gITF) is a file format and a standard
that facilitates the efficient transfer of entire virtual worlds between various applications. Despite the grow-
ing adoption of the gITF in the context of rendering and transferring 3D content, the area of watermarking
within this format remains poorly researched. The article presents a novel scheme for verifying the authentic-
ity of 3D assets in gITF standard. The method is based on a fragile watermarking mechanism and allows for
the localisation of sabotage spots. The work employs a hash-based message authentication code (HMAC) and
a BLAKE2 cryptographic hash function to generate components of the watermark. An authorial algorithm
called the high-density mesh locator (HDML) has been developed. The HDML identifies areas with dense,
complex geometry and leverages a kd-tree data structure to expedite and optimise spatial queries. The selec-
tion of vertices located in regions of high geometric complexity effectively obscures the modifications made.
The mechanism for detecting sabotage involves segmenting the model using k-means++ algorithm and apply-
ing a separate part of the watermark to each segment. The methodology consists of four sequential stages:
(1) watermarking various 3D models; (2) making modifications or omitting them; (3) verifying the authenticity
of data based on a watermark; and (4) detecting places of interference in the model. The proposed method intro-
duces a minimal level of interference into the geometric structure of the object. This assertion is supported by the
obtained Peak Signal-to-Noise Ratio metric of ~210 dB and Hausdorff distance of ~10-%. The amalgamation of
short hashes and the authorial HDML algorithm yields a highly transparent watermark that allows the detection of
a single bit change.

Keywords: 3D model, fragile watermarking, 3D mesh watermarking, hash-based message authentication code,
k-means++, kd-tree, cybersecurity, integrity protection.

INTRODUCTION

In the contemporary era, remote work has
become a prevalent phenomenon, particularly
within the IT industry, where professionals from
diverse geographical locations collaborate on
projects. In such cases, a significant volume of
data is transferred between team members and the
primary server. Consequently, it is imperative to
utilise appropriate tools for verification of authen-
ticity, as digital data, lacking adequate security,
is susceptible to easy falsification or malicious

content insertion [1]. The growing number of
online scams and the increase in digital crime
clearly indicate how serious the problem is [2,3].
Thanks to the rapid development of computer
graphics, three-dimensional (3D) models have
expanded their range of applications substantially
[4]. Cultural heritage objects [5,6], experimen-
tal measurements [7], clinical datasets [8], and
forensic scenes [9] are recorded in the form of 3D
models. Moreover, the number of datasets con-
taining 3D motion data [10] is growing thanks to
advances in motion capture technology [11,12].
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Such sensitive data must be properly secured. It is
therefore clear that the area of cybersecurity also
applies to 3D resources.

Presently, among the many standards intended
for the storage of 3D assets, the graphics library
Transmission Format (gITF) is one of the most
universal, all-inclusive, and commonly adopted.
It allows not only individual models to be stored,
but also entire virtual scenes, along with infor-
mation such as camera settings, transformation
matrices, light properties, and animation data.

The security of data is ensured not only by
cryptographic methods, but also by stegano-
graphic methods, which are employed exten-
sively [13,14]. The primary distinction between
steganography and cryptography is the former’s
emphasis on concealing the act of communica-
tion and data exchange, in contrast to the latter’s
focus on encrypting the content of the message.
The focus of steganographic techniques is pri-
marily on the imperceptible embedding of data
in audio [15], video [16], images [17] and 3D
models [18]. Given that the fundamental princi-
ple of modern steganography is to embed infor-
mation in digital resources in the least noticeable
way possible, it is an ideal solution for water-
marking 3D assets.

Watermarking of 3D resources is an advanced
technique that involves attaching a small amount
of additional information to an object. This addi-
tional information is only visible after applying
the appropriate extraction procedure. Watermarks
can be categorised into three primary classifica-
tions [19]: robust — resistant to various types of
modifications, used mainly to confirm copyright,
fragile — susceptible to all forms of interference,
used to verify data authenticity and detect unau-
thorised changes, and semi-fragile — combining
the characteristics of the previous two. The water-
marking process itself can be reversible or irre-
versible. The goal of reversible steganography is
to introduce modifications to an object in a way
that enables the complete removal of these chang-
es. In other words, the object can be fully restored
to its pre-watermarking state [20,21].

The motivation for writing this article is to pres-
ent a pioneering method of verifying the authentic-
ity of 3D assets based on the fragile watermarking
mechanism. The objective of this study is to devel-
op a verification method for files saved in the gITF
standard. Despite its growing popularity and ver-
satility, gITF has not attracted much interest in the
scientific community. Due to its intricate structure,
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the gITF format possesses considerable stegano-
graphic potential, which has thus far remained
largely unexplored. To date, only one study has
been conducted strictly on watermarking models
stored in the gITF standard [22].

The method delineated in this article is char-
acterised by a high degree of transparency of the
changes introduced, the ability to detect modifica-
tions of even a single bit, and the ability to locate
points of attack on 3D resources. The develop-
ment of such a versatile mechanism was achieved
through the implementation of an amalgama-
tion of techniques, including the use of Hash-
based Message Authentication Code (HMAC),
BLAKE?2 cryptographic hash function, and an
authorial algorithm called the High-Density Mesh
Locator (HDML), as well as model segmentation
using the k-means++ algorithm. The HDML is
designed to identify areas characterised by dense
and complex geometric structures.

RELATED WORKS

Nowadays, machine learning models and
widely known artificial intelligence (Al) are
prevalent in scientific research. These techniques
have been spreading across almost every scientif-
ic domain, including steganography [23,24]. Cur-
rently, many watermarking methods utilizing Al
have been developed [25,26]. Moreover, a novel
research area is currently emerging in the field of
watermarking, focusing on the watermarking of
neural networks [27,28].

Another intriguing avenue for exploration
pertains to the implementation of watermarking
techniques in oblique images (i.e., oblique 3D
models), a method that has found application,
inter alia, in the domain of 3D cartography [29].
In [30] a novel approach for marking 3D models
of oblique photography (3DMOP) was proposed,
which is founded on the division of the point
cloud that constitutes the 3DMOP into clusters.
Subsequently, the centroid and feature points
are calculated for each cluster. The watermark
is embedded in each cluster, with the location of
each cluster determined on the basis of the dis-
tance between the centroid and the feature points.
Jiao Y. et al. also employed texture coordinates to
embed the watermark.

Among the popular watermarking methods
are approaches based on various types of model
geometry clustering [31, 33]. In [32] a 3D mesh
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watermarking algorithm employing the fuzzy
logic [34] ang fuzzy c-means clustering (FCM)
[35] was proposed. The FCM was utilised to
assess the suitability of the vertices of the model
for watermark embedding, with this assessment
being based on feature vectors. The feature vec-
tor is constructed as a set of angles between the
normal vectors and the average normal vector of
triangular faces forming a ring around a given
vertex. In this study, two approaches presented
to watermark embedding. The first approach is
based on local statistical measures, such as the
mean and standard deviation, which are used to
modify vertex values in a way that represents a
secret watermark. The second approach involves
using jumbled insertion planning. Article [32] is
an extension of [36], which presented a non-blind
robust watermarking approach for 3D mesh mod-
els based on k~means clustering. The method that
utilises FCM yields results that are more optimal
than the k-means approach.

A significant number of researchers are inves-
tigating the application of various transforms to
convert the spatial representation of a model into
another form [37-39]. Koziet and Malomuzh [37]
incorporated the Hash-based Message Authentica-
tion Code as a watermark, meticulously conceal-
ing it within the coefficients of the discrete wavelet
transform (DWT). Selected components of select-
ed vertices were subjected to DWT transformation.
Following this, the HMAC code bits were used to
modulate the DWT coefficients. In the next step of
the process, the inverse DWT transformation was
performed, and the modified vertex components
were embedded back into the model.

In [38] the discrete wavelet transform
for three-dimensional meshes (DT3D) was
employed, facilitating the hierarchical decom-
position of the model into successive levels of
representation with progressively simplified
geometry. Following the DT3D transform, the
watermark integrated, which is represented by
a sequence of alphanumeric characters, into the
coefficients associated with low frequencies. The
embedding process entails a modification of the
values of these coefficients, a modification that is
dependent on the values of individual bits of the
watermark.

The primary focus of [39] is the utilisation
of Clifford Multiwavelet Transform to embed
copyright data in the multiresolution domain, a
technique that facilitates a substantial augmen-
tation in the size of the embedded watermark.

The watermark in this approach consists of the
following components: mesh description, source
mesh signature (produced using SHAS512), and a
logo encrypted using RSA.

The approach proposed in [40] based on the
analysis of principal curvatures, Gaussian cur-
vature, mean curvature, and edge distribution of
the model. These steps are taken to estimate the
topological and geometric characteristics of the
vertices. In the proposed method, vertices charac-
terised selected by negative mean curvature and
an odd number of edges in their nearest neigh-
bourhood. Bits of the text watermark are embed-
ded in such locations.

Articles [41,42] introduce interesting water-
marking methods based on different types
of interpolation. In [41], the authors propose
first transforming the watermark carrier using
Lagrange interpolation. Subsequently, the inter-
polated object (image or model) is divided into
five-point segments on which Bézier curves are
constructed. The embedding of a bit of informa-
tion is performed on the interpolated values by
selecting the nearest point on the Bézier curve,
rounded to an integer, such that its least signifi-
cant bit coincides with the bit to be embedded.
The interpolated values are then replaced with the
corresponding Bézier curve values.

Work [42] investigates interpolation-based
steganography for raster images. The authors pri-
marily evaluate two methods: improved neighbor
mean interpolation and standard neighbor mean
interpolation. In the study, the regular—singular
method was used to estimate the percentage of
additional information detectable in the containers.

Solutions using cryptographic hashes are
also emerging. In [43] the watermark is gener-
ated using a hashing function based on the Arnold
transform and singular value decomposition. The
embedding process conceals the watermark by
modifying vertex positions, depending on the
valence or degree of the surrounding faces.

This article introduces an authorial HDML
algorithm that identifies areas of high curva-
ture. It is therefore worth relating work [44], in
which the mesh structural distortion measure
(MSDM) was introduced as an equivalent of the
structural similarity index measure (SSIM) for
three-dimensional objects. The calculation of
the curvature of the model is a prerequisite for
determining the MSDM. Lavoué et al. estimated
the curvature for each vertex of the 3D model in
the form of a curvature tensor, implementing the
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approach described in [45], based on the concept
of normal cycles. The calculation of the curvature
of the vertex also necessitated the determination
of a consistent neighbourhood within a sphere of
a fixed radius.

MATERIALS AND METHODS

gITF standard and GLB file extension

The gl TF format was developed in response to
the increasing complexity and size of virtual 3D
scenes. Version 2.0, released in 2017, has become
the dominant format in real-time applications due
to its lightweight structure, efficiency, and support
for modern technologies. The gITF 2.0 standard
(hereinafter referred to as gITF) allows for the
storage of complete 3D scenes, including com-
plex geometry, materials, light sources and ani-
mations, making it a versatile solution for modern
rendering engines. The relationship between the
components of the gITF is illustrated in Figure 1,
where arrows indicate the direction of aggrega-
tion relationships.

To improve real-time loading speed, the glTF
standard introduced the graphics library binary
(.glb) file format, which packages all content into
a single binary buffer. Figure 2 shows the struc-
ture of a .glb file. The JavaScript object notation
(JSON) segment defines the structure and meta-
data of the binary buffer, which allows for the
location and access of individual data.

3D models

The proposed method has undergone rigorous
testing on a range of models and 3D assets stored
in files with the .glb extension; some of them are
presented in Table 1.The models differ in terms
of their creation process, level of complexity, and
geometric characteristics. For instance, the gate
model was created using a three-dimensional
scanning technique on historical monuments [46],
while the shoe model was created using photo-
grammetry [47]. The objects cannon, torch, and
shoe were obtained free of charge from https:/
www.turbosquid.com/, in accordance with the
standard license.

3D resources using the gITF standard are
mainly created for rendering high-quality virtual
scenes. Consequently, a single vertex typically
encompasses a greater amount of information
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than a mere position vector: ¥ € R3. Additional
data include, among other things: normal vectors:
7 € R3, ||7|| = 1, which are essential for precise
lighting calculations; texture coordinates: (i, v)
€ [0.1] x [0.1], required for the correct mapping
of materials on the model surface; and tangent
vectors: ¢ € R3, ”E” = 1, which can be used to
determine parameters such as torque, angular
velocity, or light refraction. These elements are
called vertex attributes. Models lacking all attri-
butes were deliberately selected to evaluate the
effectiveness of the method across a broad spec-
trum of cases.

HMAC and BLAKE

Hash-based message authentication code
(HMAC) is a mechanism for calculating Message
Authentication Code using a cryptographic hash
function [48,49] in combination with a secret key.
HMAC allows for the verification of data integ-
rity and authenticity and is resistant to forgery,
due to the fact that a key is required to generate
HMAC, which significantly increases the level
of security [50]. Equation 1 shows the general
scheme for generating an HMAC code.

HMAC(K, M) =

_ (K' @ opad) (D
= H(IIH(K’GBipadIIM)>

where: H — cryptographic hash function with a
block size of L bytes, K — secret key,
K’ — secret key after initial processing.
If the size of K is greater than L, then K’ =
H(K), otherwise zeros must be appended
to the key to obtain size L, M — encrypted
message, @ — XOR bitwise operation,
higher priority than || — concatenation,
ipad, opad — byte 0x36 and byte 0x5c
duplicated L times, respectively.

The computational complexity of HMAC is
O(n), as it effectively acts as a wrapper around
the underlying hash function. The complexity of
the hash function itself depends on the number of
data blocks it processes. In Big O notation, this
relationship is linear.

The paper also uses the BLAKE?2 hash func-
tion [51], which is an improved version of the
BLAKE algorithm. BLAKE2 is significantly
faster than SHA-3, SHA-2, and even MDS5, while
maintaining a high level of security comparable
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to SHA-3 [52]. In the rest of the article, we refer
to the code obtained from both BLAKE2 and
HMAC as a hash. Technically, HMAC is not a
cryptographic hash function, and the word hash
refers only to the result returned by HMAC.

Overview of the method

The proposed solution is based on hashes
generated using HMAC and BLAKE2, which
act as parts of fragile watermark. Due to the fact
that the BLAKE2 and HMAC mechanisms used
return completely different results even with min-
imal changes to the input data (e.g., modification
of a single bit), they are suitable for detecting the
smallest modifications made to the model.

The developed method consists of the fol-
lowing steps: (1) determining the optimal
locations for hiding the watermark using the
authorial HDML algorithm; (2) zeroing the
least significant bit (LSB) in the coordinates of

Camera

attributes associated with the vertices intended
for embedding watermarks; (3) dividing the
model mesh into segments using k-means++
clustering; (4) generating watermark compo-
nents based on vertex attributes and the obtained
segments; (5) embedding the watermark in the
model structure; (6) verifying the authenticity
of the model after interference or lack thereof.
Each of the above steps is described in detail in
the following sections.

Determining places to hide watermarks

A fundamental aspect in the domain of water-
marking pertains to the imperceptibility of the
embedded watermark, encompassing both the
visual aspect and the overall distortion of the
model. In order to enhance the level of impercep-
tibility, a novel algorithm, designated as the high-
density mesh locator (HDML), has been devel-
oped. In regions characterised by dense geometry,

Scene

Node [ Skin |

I Material I

| Attribute |

I Indices ]

Y

Y ¥

| Texture I I Accessor
Y Y

[Sampler H Image I IBufferViewI

Figure 1. The relationship between the concepts used in gITF 2.0

12-byte header

chunk 0 (JSON)

chunk 1 (Binary Buffer)

- Y

magic version length chunkLength
uint32 uint32 uint32 uint32

chunkType
uint32

chunkData |chunkLength
uchar[] uint32

chunkType
uint32

chunkData |
uchar[]

|
The magic entry has the value 0x46546C67,
which is the ASCII string "glTF" . This is used
to identify the data as a binary gITF

I [
The version defines the file format version.

The chunkType value defines what type of data is contained in the chunkData.
It may be 0x4E4F534A, which is the ASCII string "JgsoN", for JSON data, or
0x004E4942, which is the ASCII string "BIN", for binary data.

The version described here is version 2

] E—
| The length is the total length of the file, in bytes |

The chunkData contains the actual data of the chunk. This may be
the ASCII representation of the JSON data, or binary buffer data.

Figure 2. The organizational framework of the .glb file format. Retrieved from
https://www.khronos.org/files/gltf20-reference-guide.pdf
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Table 1. The three-dimensional assets utilized throughout this study

Model Parameters

Model Parameters

Name: cow

Size: 18’'151KB

Vertices: 15’582

Triangles: 29345

Extras: texcoord, normals,
tangents

Source: computer design

Name: troll
Size: 25’438KB
Vertices: 48'624

Triangles: 81°831

Extras: texcoord, normals,
tangents

Source: computer design

Name: shoe

Size: 29'887KB

) Vertices: 74'321
{ Triangles: 144’527

Extras: texcoord, normals

Source: photogrammetry

Name: gate
Size: 25'030KB
Vertices: 362’771
Triangles: 499’976

Extras: texcoord

Source: scan 3D

Name: cannon

Size: 1'245KB

Vertices: 63’461

Triangles: 84’994

Source: computer design

Name: torch
Size: 59'616KB
Vertices: 2’996
Triangles: 4’260

o Extras: texcoord, normals

i Source: computer design

distortions become less perceptible, making them
optimal locations for embedding watermarks
[53,54]. The proposed algorithm is founded upon
the kd-tree data structure [55], a binary spatial
tree employed for the organisation of points in
k-dimensional space. This feature facilitates the
execution of efficient spatial queries, including
the search for the nearest neighbour.

The initial phase of the HDML algorithm
entails zeroing the least significant bit (LSB) in
each coordinate of each position vector included
in the model. HDML operates on a copy of the
model. The action is dictated by the necessity of
ensuring an identical 3d-tree structure (kK = 3)
during the verification process. A components of
the watermark are integrated into the LSB of the
vertex position coordinates, thereby influencing
the manner in which the spatial tree is struc-
tured. In the subsequent step, a 3d-tree structure
is created, where the input data are vertex posi-
tion vectors (hereinafter referred to as points).
Then, for each point, its nearest neighbourhood
is determined, consisting of g points, where ¢ is
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a parameter of the algorithm. The determination
of the neighbourhood is followed by the calcula-
tion of the total distance (the /> metric) from a
given point to all of its neighbours. Points for
which the sum of distances is zero are rejected,
as this represents a degenerate case in which the
points overlap. The algorithm ends by return-
ing m indices of vertices with the smallest total
distance, where m is an algorithm parameter
that depends on the required space for hiding
the watermark bits. Listing 1 summarises the
HDML algorithm.

The overall complexity of the algorithm, in
terms of Big O notation, is O(qg - n - log n) . Step
4 (zeroing the LSB) entails iterating over all ver-
tices. However, each vertex consists of attributes
that have a constant shape. For example, a posi-
tion attribute always contains 3 values, and a tex-
ture coordinate always contains 2 values. There-
fore, the complexity of step 4 is O(n).

Standard time to build a balanced spatial
tree (like a kd tree) is O(n - log n) , and the typi-
cal complexity of a single search query is O(n



Advances in Science and Technology Research Journal 2026, 20(7), 139-156

- log n), since a kd-tree is a binary tree. Step
6 specifies identify for each vertex its nearest
g-neighbours using the 3d-tree. Therefore, the
algorithm must perform » - g search operations,
making the overall complexity of step 6 O(g - n
- log n). If a standard list were used in place of
a kd-tree, the computational complexity would
be O(n?).

Steps 7-9 encompass only simple arithme-
tic operations and data movement performed for
each vertex. The complexity of each of these steps
is O(n), since the operations must be applied to
every vertex. Subsequently, the sorting operation
has a complexity of O(# - log n) when an efficient
algorithm, such as QuickSort, is used.

That is why the overall computational com-
plexity of the HDML algorithm can be expressed
as O(q - n - log n).

Zeroing the last significant bit

The segmentation stage and the watermark
generation stage are preceded by a process of
zeroing the least significant bit (LSB) in specif-
ic locations in the vertices indicated by HDML.
This is because after the watermark is embedded,
the geometry undergoes a slight modification,
while in the verification process - assuming that
the model has not been tampered with - it is nec-
essary to recalculate the HMAC and BLAKE2
hashes from the original, unmodified data.

The total number of LSBs set to zero depends
on the number of segments into which the model
has been divided and the number of available

vertex attributes. Zeroing takes place only with-
in the vertices designated by HDML. For each
vertex attribute (e.g., normal vectors and texture
coordinates), excluding position, a total of 128
least significant bits (LSBs) in the attribute coor-
dinates are set to zero; see Listing 2.

In the case of the position attribute, the fol-
lowing number of LSBs is set to zero:

A=H+(K+1)-128 )

where: K + 1 — number of regions into which the
model has been divided + JSON section,
H—HMAC code length in bits.

Segmentation of the mesh

In order to identify areas where modifica-
tions have been made, the model is divided into
segments using k-means++ clustering [56]. The
k-means++ algorithm is essentially used to divide
n observations into k clusters, with each observa-
tion belonging to only one cluster. Mathematically,
the goal of the k-means++ algorithm is to solve the
following optimisation problem (Equation 2): for a
set of observations (p , p,, ... , p,) from the discrete

space P, determine k-sets Q = {0, ®,, ... , ®,},
where k < n, based on the expression:
ok
TN sy B
i=1p€Ew;

where: 4. is the mean (centroid) of the elements
of the set w,, and 4(*,") is a selected metric
measuring distance (usually the /# norm).

HIGH-DENSITY MESH LOCATOR ALGORITHM

Input: points: a copy of the set of 3D points that create a 3D model

q: number of neighbours
m. number of returned vertices

Output: an array of size m storing the indices of the vertices

Data: M: index array

if points == @ then

build a 3d-tree

O 0N R W N -

e
[ —]

Function determine_dense_regions(points, q, m):

return an array of size m that is filled with -1
zero the LSB in each coordinate of all elements in the points array

identify for each vertex its nearest q-neighbours using the 3d-tree

calculate the total distance from a vertex to its q-neighbours

discard vertices for which total distance == 0 or very close to 0

write down the indices of the remaining vertices to array M

sort M in increasing order according to the total distance associated with each vertex.
return M/0:m-1] // return the m first elements in M

Listing 1. High-density mesh locator algorithm
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ZFERO LSB ALGORITHM
1] indices « HDML(model.vertices)
2 | for attribute in model.vertex_attributes
3| bit_counter «— 0
4 if (attribute.name == “POSITION™)
5 for v in attribute.datafindices] // Only the selected vertices
6 vx «— zero_lsb(v.x); if (bit_counter == A) break
7 vy « zero_lsb(v.y); if (bit_counter == A) break
8 v.z «— zero_lsb(vz); if (bit_counter == /) break
9] else
10 for v in attribute.datafindices] // Only the selected vertices.
11 vx «— zero_lsb(v.x); if (bit_counter == [28) break
12 vy « zero_lsb(v.y); if (bit_counter == 128) break
13 vz «— zero_lsb(vz); if (bit_counter == 128) break // if v.z is available

Listing 2. Zero LSB algorithm

Mi=m Z p. 4)

PEwW;

The k-means++ algorithm begins the parti-
tioning process by randomly selecting points that
serve as the initial centroids of individual clus-
ters. Next, the centroid refinement phase begins in
order to solve the optimisation problem (2). After
the model segmentation process is complete, each
vertex is marked with the number of the region
to which it belongs. The segment information is
then sent to the watermark generation stage.

The computational complexity of A~-means++
is O(n - k - i). It involves processing n vertices, k
clusters to be found, and i iterations until the clus-
ters converge. This is the most computationally
intensive operation in the method.

Watermark generation

The watermark consists of several parts. The
first (main) part of the watermark is a 256-bit
HMAC code, calculated on the basis of a model
copy, (new .glb file, denoted as temp.glb in Fig-
ures 3—4), which was created after the LSB zero-
ing stage. The entire file is used as input to the
HMAC algorithm. The hash function in HMAC is
SHA-256 (SHA-2 family of algorithms), and the
key is provided externally. In order to improve
resistance against watermark adulteration, authors
decided to utilize more than one cryptographic
function. Instead of using BLAKE2 throughout
the method authors used SHA-256 to compute the
HMAC. SHA-2 remains a very secure family of
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hash functions and is computationally less costly
than SHA-3. Next, for each available vertex attri-
bute, a separate 128-bit BLAKE?2 hash is calcu-
lated based on the elements of that attribute. Next,
a BLAKE?2 hash is generated for each previously
designated model segment, with the input data
being a set containing the coordinates of the posi-
tion of the vertices of the given segment. The
JSON section (Figure 2) also receives its own
watermark in the form of a BLAKE2 hash.

Watermark insertion algorithm

Model watermarking involves modifying the
LSB in the coordinates of vectors that are ele-
ments of a given vertex attribute. These LSBs are
replaced with bits from the calculated HMAC and
BLAKE2 sequences. The replacement only takes
place within the vertices designated by the HDML
algorithm. The bits of the HMAC calculated for
the entire file, the bits of the BLAKE?2 hash cal-
culated for the JSON section, and the bits of the
BLAKE?2 hashes calculated for each segment are
embedded in the LSB of the position coordinates.
Hashes for other attributes (e.g., normal vectors)
are placed in the LSB coordinates of the vectors
that make up the attribute. The watermark inser-
tion scheme is shown in Figure 3.

Watermarks extraction, originality
verification and tamper localisation

The verification of a model’s authenticity is
carried out in seven steps: (1) identifying water-
mark embedding locations; (2) extracting the
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watermark (hashes); (3) zeroing the LSB where
watermark bits were hidden; (4) segmenting the
model; (5) recomputing HMAC and BLAKE2
hashes; (6) comparing the extracted hashes with
the calculated ones; (7) confirming the model’s
authenticity or detecting tampering. For the verifi-
cation process to work correctly, the same stegan-
ographic key used during watermark embedding
must be applied. The entire verification workflow
is illustrated in Figure 5.

A .glb file can be attacked in various loca-
tions. Vertex attributes, the JSON section, and
the entire binary buffer are all potential targets
for unauthorised modification. The tamper-
ing localisation process begins with verifying
the watermark applied to the entire file. If the
extracted HMAC matches the newly computed
HMAUC, it indicates that the model is authentic.
Otherwise, the procedure for locating unau-
thorised changes is initiated.

If any of the extracted BLAKE2 hashes
related to vertex attributes differ from their
recomputed counterparts, the tampered area is
identified. The integrity of the JSON section is
verified in the same way. Comparing the new
and extracted hashes associated with individual

l

Flow of the
method

nough space
to hide
ratermarks?.
No space for
watermarks

Yes

Deploy the Zero LSB P
algorithm ‘

)

.[ Deploy segmentation of the
geometry

segments of the model enables detection of the
modified region. If no inconsistencies are found,
no action is required, and the next test can pro-
ceed or the verification process may be conclud-
ed. The order of the tests is arbitrary, as they are
independent of one another.

Steganographic key

The steganographic key (stego key) is an
integral component of the described method. It
contains the information necessary for embed-
ding and extracting the watermark, and therefore
should only be accessible to authorised indi-
viduals. The full stego key is a byte sequence,
where the first two bytes encode the number of
neighbours used during the construction of the
3d-tree structure. The next two bytes indicate
the number of segments into which the model
is divided. Since the k-means++ algorithm
begins segmentation by randomly selecting ini-
tial points, a seed for the random number gen-
erator must be provided. This seed is a number
of arbitrary length placed immediately after the
segment count. Following the seed is a byte rep-
resenting the * character, used as a separator.

Model
watermarked

Attach hashes
to the 3D model

F

indices of i 1 xHMAC
vertices (E+N+1) x BLAKE?2
Calculate hashes

SR

calculate HMAC (entire temp glh)
calculate BLAKE? for JSON
Jor each segment calcidate BLAKE?

-
-

eSS

temp.glh segments

Jor each atiribute excluding position
calculate BLAKE?

mia

Figure 3. Scheme of the watermarking algorithm. K i

s the number of segments into which the model is divided,

N is the number of available attributes excluding position
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The remainder of the sequence, extending to the
end, is the key used for computing the HMAC
hash. The structure of the steganographic key is
illustrated in Figure 4.

Interference measures

In order to evaluate the proposed method and
compare its results with those of other studies,
three of the most popular metrics used in the field
of 3D watermarking were used.

e Peak signal-to-noise ratio (PSNR) is a mea-
sure of the amount of noise, or interference,
introduced into the model. PSNR is expressed
in dB, and the higher the value of this metric,
the better. PSNR is defined as follows [57]:

PSNR =10 -
max 2
lv —cll (5)
€Y
-logqo gv )

- . — 1112
card(Y) ZvGY”v ‘D”

where: Y is the set of vertices forming the origi-
nal model, card(Y) is the cardinality of
set Y, v'is a vertex of the modified model
corresponding to v, and ¢ is the centroid
of the original model.

Z(t1,t2,t3) ET (%) .
. (Il(tz —t)) X (ts — '—‘1)”) 6)

1Ct, — t1) X (&3 — &I
Z(tl,tz,t3) ET 2

where: T is the set of all triangles that form the
3D model. The elements of T are tuples
containing three vertices (points in R%) of
a triangle.

CcC =

e To evaluate the total geometric discrepancy
between the original and modified models, the
root mean squared error (RMSE) is employed,
defined by the following equation:

Boeyllv —v' P
card(Y)

RMSE = (7)

e To evaluate the fidelity of 3D objects, comput-
er graphics researchers employ the Hausdorff
Distance (HD or d,) metric, which measures
the dissimilarity between two different repre-
sentations of the same 3D object [58].
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Given that V| and V, represent the vertex sets
of the altered and initial models, respectively, it
follows that:

dy = max(M(Vy, V), M(V,, V1)) (®)
where: M(P,, P,) = max u(p, P,) is the unilat-

eral distance between two planes P, P,
where K(p,P) = min 5(p,p’) is the
distance between point p and plane P,
where J(-,") is the Euclidean distance.

RESULTS AND DISCUSSION

Evaluation of the proposed method

The proposed method embeds an impercepti-
ble, fragile watermark into the model. As a result,
any modifications to the file, including single-bit
alterations, can be detected. This mechanism reli-
ably verifies the model’s integrity and authenticity.

Watermarking every attribute protects against
any tampering with vertex attributes. Similarly,
the implemented segmentation procedure enables
the identification of attacked regions within the
geometry.

Figure 6 presents an example of vertex clus-
tering in the model for various numbers of clus-
ters. Each clustering scenario is shown from three
different viewpoints. The greater the number of
regions into which the model is divided, the more
precise the localisation of unauthorised modifica-
tions becomes. On the other hand, a higher num-
ber of segments requires embedding more water-
marks into the model. A potential drawback of
this approach is increased distortion of the model.
Tables 2-4 present the values of the PSNR,

Number of
segments
(two places)

HMAC key
(arbitrary length)

/_Iﬁ

—
NNSSGG...G*HH...H

Number of
neighbours
(two places)

Figure 4. Steganographic key scheme in
alphanumerical form
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Information about
invalid segments

Figure 5. The scheme of the extraction algorithm and verification process. K is the number of segments
into which the model is divided, N is the number of available attributes excluding position

RMSE, and HD metrics, respectively, calculated
for different numbers of segments used during the
watermarking process, while all other parameters
remain consistent across scenarios.

The PSNR values presented in Table 2 clear-
ly confirm that an increased number of water-
marked segments leads to higher distortion.
However, the PSNR drop is relatively minor —
within each row, the difference between the first
and last columns is only about 3 to 5 dB. For 20
regions, 2944 bits are embedded into the position
attribute. Therefore, dividing and watermarking
the model mesh — even for 20 or more segments
— is entirely feasible while maintaining a very
low level of distortion.

The RMSE metric has favourable results,
too. As shown in Table 3, the error value for each
model did not exceed the order of 10-*. Changes
at this level do not produce any visible artifacts,

so the watermarked models appear identical to
the originals. The original model and the water-
marked model with 20 segments are shown side
by side on Figure 7.

To complete the evaluation of the proposed
approach, the Hausdorff Distance is utilized as
the final performance metric. The results pre-
sented in Table 4 confirm the high quality of the
developed algorithm, as relatively low HD val-
ues were obtained for each model. This indicates
that the similarity between the watermarked and
original objects, as measured by the HD metric,
remains very high.

All three metrics PSNR, RMSE and HD
indicate that the method described in this paper
embeds the watermark in a way that introduces
minimal distortion, thereby achieving the desired
level of imperceptibility.
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b) Segments; 7

d) Segments: 20

Figure 6. Illustration of segmentation of the model using the A~-means++ algorithm. a) # segments: 5;
(b) # segments: 7; (c) # segments: 9; d) # segments: 20. Each group shows three different snapshots of the model

Table 2. PSNR index for 3D watermarked models with different number of segments. The higher the PSNR value,

the better the results
PSNR [dB]
Name of model Number of segments

5 7 9 20

Gate 231 230 229 226

Shoe 221 220 219 217

Troll 214 213 212 210

Cannon 224 222 222 220

Cow 205 204 204 201

Torch 189 188 187 185

Results of the dense geometry region
detection algorithm

A trivial approach to watermark embedding is
the random selection of vertices from the entire set.
However, this method is not optimal, which is why
the authors developed an authorial algorithm high-
density mesh locator (HDML) to identify regions
with dense and more complex geometry. In areas
where the model’s mesh is denser — often corre-
sponding to rough or uneven surfaces — embedded
information causes less noticeable visual changes.
Figure 8 shows the result of the HDML algorithm
applied to the cow model. A total of 1024 vertex
indices were extracted (see Listing 1, parameter m
=1024) and are marked in red.

An analysis of Figure 8 shows that the selected
vertices are located in regions with dense —and thus
more complex — geometry. Areas such as the cor-
ners of the eyes and mouth, nasal cavities, or cloven
hooves require a denser mesh for accurate represen-
tation compared to, for example, the belly or back.
The visible shapes resembling red triangles result
from the way the graphics card renders primitives
(triangles). Each primitive is defined by a set of ver-
tices, and the regions between them are coloured
based on the interpolation of values assigned to
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those vertices. As a result, we see red triangle-like
shapes instead of individual red points.

Discussion of the results of detecting
tamper areas

The proposed method enables the detection
of attacked regions within a model. During the
authenticity verification process, the hash stored
in the model for each region is compared with a
newly computed hash. A mismatch indicates unau-
thorised tampering in that region. After the analy-
sis is complete, information about the location of
the attack is generated. Several visualisations of
this feedback are presented in Figure 9, where the
models were divided into different numbers of seg-
ments and then subjected to both precise and ran-
dom modifications of the mesh structure.

Let us consider a scenario in which a third
party deliberately attacks the model in order
to remove the watermark. To achieve this, the
attacker would have to erase (e.g., set to zero)
the least significant bits of each vertex attribute.
This could be perceived as a drawback, as the
operation is relatively easy to perform. However,
a model without watermark will fail authentica-
tion process. Moreover, there is only one way to
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Table 3. RMSE metric for 3D watermarked models with different number of segments. The lower the RMSE
value, the better the results

RMSE [-] x10e-8
Name of model Number of segments
5 7 9 20
Gate 3.76 3.96 4.51 6.31
Shoe 0.07 0.08 0.08 0.11
Troll 0.01 0.01 0.01 0.2
Cannon 0.99 1.26 1.33 1.69
Cow 1.74 1.92 2.00 2.83
Torch 0.70 0.76 0.82 1.1

Figure 7. The original and watermarked models are juxtaposed: a) original models, b) watermarked models.
Watermarking was performed using 20 segments

Table 4. HD metric for 3D watermarked models with different number of segments. The lower the HD value, the

better the results

HD [-] x10e-8
Nameof model Number of segments
5 7 9 20
Gate 219 219 219 382
Shoe 3 3 3 3
Troll 0.25 0.25 0.25 0.25
Cannon 27 27 27 50
Cow 23 23 23 23
Torch 3 3 3 3

replace the watermark: the attacker would need
to obtain access to the steganographic key. With-
out it, replacing the watermark is not possible as
described earlier.

COMPARISON WITH RELATED WORKS

A juxtaposition of watermarking approaches
for three-dimensional (3D) models is an intricate

and problematic undertaking. The 3D objects
utilised in various research projects tend to vary,
which complicates the direct comparison of
results. Furthermore, the metrics used to evalu-
ate the developed methods are approximate in
nature, as there is no single established standard
for calculating them. For instance, certain stud-
ies opt for the signal-to-noise ratio [54] or the
Vertex signal-to-noise ratio [59] as an alternative
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Figure 8. Examples of the results of the developed algorithm for detecting locations with dense geometry.
a) solid mode b) wireframe mode

to the PSNR metric. Instead of RMSE, you may

1
encounter dgysp(S,S") = 5 Z d(p,S")? [60].
PES

Therefore, for the purpose of comparison, works
containing at least one of the following met-
rics were selected: PSNR, RMSE, and HD.

In [38] three models were used to evaluate
the method, containing 34’835, 23°889 and 428
vertices, respectively. The obtained range of
PSNR metric was from ~37 dB to ~40 dB, while
the range of HD metric values was from ~2 x
10* to ~1.25 x 102, Our method yielded PSNR
values ranging from 185 dB to 226 dB and HD

Figure 9. Examples of locating attack areas
using the developed method. a) cow model,
b) cannon model, c¢) torch model, d) troll model
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values of the order of 10, signifying a substan-
tial enhancement.

The [40] method for a model containing
47°270 triangles obtained a PSNR value of only
44.41 dB; in other cases (less complex models),
the result was lower. In the article [32] an RMSE
metric value of 10 was achieved. This result is an
order of magnitude (10 to 10~°) worse than the
results obtained with the aforementioned method.
Furthermore, the FCM algorithm is more compu-
tationally complex than the k-means++ method.
The gate.glb model was also used in [37], which
allows for a direct comparison of results. Our
method yielded PSNR values ranging from 231
dB to 226 dB for the gate.glb model, contingent
on the number of segments into which the model
was divided. Researches achieved a result of
approximately 153 dB in the best case scenario,
indicating a discrepancy of 60—70 dB in favour of
our method [37].

The article [61] concerns the analysis of
methods for hiding information in a VR environ-
ment in a distributed manner. Researches con-
ducted an analysis of several scenarios, includ-
ing one in which they embedded 376 bytes (3008
bits) in a 3D model and obtained a PSNR value
of approximately 175 dB. The method employed
in our study involved the division of the model
into 20 segments, thereby embedding 368 bytes
(2°944 bits). This approach yielded PSNR values
ranging from 226 dB to 185 dB, which surpasses
the results reported by [61].

Additionally, it should be emphasised that
none of the presented algorithms consider evalu-
ating the integrity of all the vertices’ attributes of
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the 3D model. While some authors have allud-
ed to this possibility, none of the cited works
address the issue.

CONCLUSIONS

The article presents a novel method for verify-
ing the authenticity of 3D assets in the gITF stan-
dard using a fragile watermarking mechanism.
To date, relatively little research has addressed
watermarking and authentication of models spe-
cifically stored in the gITF format. This work
therefore provides an in-depth exploration of
the gITF standard, extending beyond positional
vertices to include all available vertex attributes,
such as normal vectors, texture coordinates, and
tangent vectors — attributes that are commonly
neglected in related studies, which typically focus
solely on vertex positions.

In the proposed approach, the watermark is
constructed using BLAKE2 and HMAC cryp-
tographic hashes, whose bits are embedded into
selected components of the model’s vertex data.
Importantly, the method is geometry-aware. To
determine suitable embedding locations, a new
authorial algorithm, termed the HDML, was devel-
oped. HDML identifies geometrically complex,
irregular regions of the mesh in which even rela-
tively large modifications remain visually imper-
ceptible. This constitutes a significant contribution
in its own right. Moreover, HDML is not perma-
nently coupled with the watermarking scheme,
which suggests that its applicability may extend
beyond the specific use case of watermarking.

Extensive experimental evaluations were
conducted on a diverse set of 3D models. Quan-
titative measures, including PSNR, RMSE, and
Hausdorff Distance, were reported to assess the
impact of watermark embedding. The obtained
results demonstrate that the proposed method
reliably detects model modifications while intro-
ducing only imperceptible geometric changes,
confirming its effectiveness for authenticity veri-
fication of gITF assets.

Another potential research direction involves
exploring the application of the proposed method
to watermarking animated 3D models. Each
animation frame could be analysed individually
to identify time points where the model’s
geometry undergoes the greatest deformations
and distortions.
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