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ABSTRACT

Artificial intelligence (AI) has proven to be a key tool to improve the efficiency of video surveillance systems, con-
tributing to public safety. This systematic review aims to analyze the contributions of artificial intelligence in this
field, in line with Sustainable Development Goal 16 (SDG 16), which promotes peaceful and inclusive societies.
145 articles extracted from major databases such as Scopus, WOS, ProQuest, EBSCO, IEEE Xplore, and Science-
Direct were analyzed. Using PRISMA methodology, inclusion and exclusion criteria were applied, resulting in 42
articles relevant to the review. The findings indicate that the use of advanced Al technologies, such as the internet
of things, computer vision, and edge computing, are the most integrated with artificial intelligence, enhancing its
capabilities in video surveillance systems. In this framework, deep learning stands out as an essential basis for
optimizing these applications. Finally, the results of this review provide a solid foundation for future research on
the use of artificial intelligence in video surveillance. The technologies evaluated have the potential to further con-

tribute to the improvement of security and operational efficiency in different contexts and environments.

Keywords: artificial intelligence, video vigilance, deep learning, security, SDG 16.

INTRODUCTION

Citizen safety is a critical issue in manag-
ing cities, especially those with high population
density and facing socioeconomic challenges.
Ensuring citizens’ safety involves reducing crime
and creating environments in which people can
live free from fear and enjoy their daily lives
with confidence and peace of mind. Sustainable
Development Goal (SDG) 16, promoted by the
United Nations, aims to “promote just, peaceful,
and inclusive societies”. This goal highlights the
importance of all people, regardless of ethnicity,
religion, or sexual orientation, being able to live
free from fear of violence and feel safe in their
everyday environment (1).

According to the Inter-American Devel-
opment Bank (IDB) (2), The security situa-
tion in Latin America and the Caribbean faces
unique challenges, characterized by high levels

of violence and homicide rates that exceed the
global average. This situation not only carries a
high human cost but also has a significant eco-
nomic impact, estimated at an average of 3% of
regional GDP, a figure that doubles in some Cen-
tral American countries. The persistent violence
has generated a state of social alarm, with 43% of
the population feeling a constant fear of becom-
ing victims of crime, making public safety one of
the main concerns of citizens.

Along the same lines, in recent years an im-
portant tool for human beings, known as artificial
intelligence (AI), has been consolidated (3), de-
fining Al as software (and possibly also hardware)
systems designed by humans to address complex
objectives and operating in both the physical and
digital dimensions (4). These systems can per-
ceive their environment by acquiring and inter-
preting data, which can be both structured and
unstructured. This perception capability allows
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them to understand different aspects of the en-
vironment in which they operate, either through
physical sensors in the real world or by capturing
digital information.

For this reason, Al has positioned itself as a
key tool in public safety, providing unprecedent-
ed efficiency in areas such as pattern recognition
and decision-making (5). In particular, video sur-
veillance systems have emerged as a fundamental
technological solution for city crime prevention
and control. The implementation of these tech-
nologies, which include video surveillance and
geospatial analysis, not only allows us to map
crime and understand its dynamics in urban en-
vironments, but also to address challenges related
to privacy, data storage, and measuring its effec-
tiveness (6).

The use of artificial intelligence in video
surveillance not only improves security but can
also act as a catalyst for economic revival and
productive growth. According to estimates by
the Development Bank of Latin America and
the Caribbean (CAF) and the Organization of
American States (OAS), the use of Artificial
Intelligence in video surveillance not only im-
proves security but can also act as a catalyst for
economic reactivation and productive growth
(6) accelerating the development and adoption
of Artificial Intelligence could increase global
GDP by up to 14% by 2030, representing an in-
crease of US$16.5 trillion. In Latin America and
the Caribbean, the adoption of artificial intelli-
gence has the potential to increase business pro-
ductivity and boost consumption, thus support-
ing the goals of the 2030 Agenda for Sustainable
Development. This would contribute to the cre-
ation of safer and more peaceful environments
while boosting economic development (7).

The objective of this research is to analyze
the role of artificial intelligence in video surveil-
lance systems for suspicious activity detection
and incident response in urban environments in
Latin America and the Caribbean. It aims to as-
sess how the implementation of these technolo-
gies can contribute to improving citizen security,
reduce crime, and foster an environment of trust
and tranquility, in line with Sustainable Devel-
opment Goal 16. In addition, it seeks to explore
the economic impact of the adoption of artificial
intelligence on business productivity and its po-
tential to catalyze economic growth in the region,
thus promoting more just, peaceful, and inclusive
societies (8).
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METHODOLOGY

Type of study

The systematic literature review (SLR) ap-
proach was chosen to conduct this study, given its
ability to provide a comprehensive and structured
analysis, supporting both practice and policy for-
mulation (9). The PRISMA method was imple-
mented for its recognized value in standardizing
processes, reducing bias, and ensuring scientific
rigor, as well as providing a transparent presen-
tation of results (10). These aspects are essential
to accurately assess the impact of artificial intel-
ligence in video surveillance systems.

Objective and research questions

This study will analyze the impact of the use
of artificial intelligence (Al) in video surveillance
systems for suspicious activity detection and in-
cident response. Technological advances in this
field will be explored, with a focus on how Al
improves the accuracy and speed of threat iden-
tification in urban and high-risk environments.
It will also review how these technologies can
contribute to the improvement of public safety,
enabling a more efficient response to potential
incidents. The research questions are as follows:
e RQI. Which are the countries with the most

research implemented and under development

in the use of artificial intelligence technologies
applied to video surveillance systems?

e RQ2. What are the main technologies that can
be combined with Artificial Intelligence to
improve the efficiency and accuracy of video
surveillance systems?

e RQ3. What approaches to integrating Al
with incident management systems improve
critical event response in video surveillance
environments?

e RQ4. What are the recent trends in the devel-
opment of architectures for real-time detection
of suspicious activity in surveillance video?

e RQS5. How have detection techniques in video
surveillance systems influenced the identifica-
tion of suspicious activity and incident response?

Search strategy

The data collection method was based on an
exhaustive search of reliable sources, for which a
review of articles in various databases was carried
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out. Specific search terms and literary resources
were used, as described in (11). This search strat-
egy identified a total of 145 articles, of which 42
relevant articles were selected by applying inclu-
sion and exclusion criteria, as shown in Figure 1.
For data collection, a search was carried out in
the following databases: Web of Science (WOS),
ScienceDirect, Scopus, IEEE Xplore, EBSCOhost,
and ProQuest. The search strategy included the fol-
lowing key terms, which are shown in Table 1.

S~~—— 14

Inclusion and exclusion criteria

For the systematic review study, the inclusion
and exclusion criteria shown in Table 2 were ap-
plied. Figure 2 illustrates the automation process
implemented, according to the PRISMA method,
which underlines the importance of this approach
to provide a clear and transparent evaluation of
the reviewed items, detailing the inclusions and
exclusions based on the established criteria (12).
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Figure 1. Selection methodology diagram

Table 1. Search strategies

Database

Search terms

Web of Science

Detection” OR "Perimeter Security”

"Artificial Intelligence” OR "Al” AND "Video Surveillance” OR "Video Surveillance Systems” OR "CCTV”
OR "Security Cameras” OR ”"Surveillance Cameras” OR ”"Surveillance Systems” AND "Anomaly
Detection” OR "Suspicious Activities” OR "Threat Detection” OR "Weapons Detection” OR ”Intrusion

ScienceDirect

"Artificial Intelligence” OR "Al” AND "Video Surveillance” OR "Video Surveillance Systems” OR "CCTV”
OR "Security Cameras” OR "Surveillance Cameras” OR "Surveillance Systems”

Scopus

"Artificial Intelligence” OR "Al” AND "Video Surveillance” OR "Video Surveillance Systems” OR "CCTV”
OR "Security Cameras” OR ”"Surveillance Cameras” OR ”"Surveillance Systems” AND "Anomaly
Detection” OR "Suspicious Activities” OR "Threat Detection” OR "Weapons Detection” OR ”Intrusion
Detection” OR "Object Detection” OR "Human Detection” OR "Perimeter Security” AND "Motion
Tracking” OR "Action Recognition” OR "Behavioral Analysis” OR ”Incident Response” OR "Emergency
Management” OR "Real-Time Monitoring”

IEEE Xplore

"Artificial Intelligence” OR "Al” AND "Video Surveillance” OR "Video Surveillance Systems” OR "CCTV”
OR "Security Cameras” OR "Surveillance Cameras” OR "Surveillance Systems” AND "Anomaly
Detection” OR "Suspicious Activities” OR "Threat Detection” OR "Weapons Detection” OR ”Intrusion
Detection” OR "Object Detection” OR "Human Detection” OR "Perimeter Security” AND "Motion
Tracking” OR "Action Recognition” OR "Behavioral Analysis” OR "Incident Response” OR "Emergency
Management” OR "Real-Time Monitoring”

EBSCOhost

"Artificial Intelligence” OR "Al” AND "Video Surveillance” OR "Video Surveillance Systems” OR "CCTV”
OR "Security Cameras” OR "Surveillance Cameras” OR "Surveillance Systems” AND "Anomaly
Detection” OR "Suspicious Activities” OR "Threat Detection” OR "Weapons Detection” OR ”Intrusion
Detection” OR "Object Detection” OR "Human Detection” OR "Perimeter Security” AND "Motion
Tracking” OR "Action Recognition” OR "Behavioral Analysis” OR "Incident Response” OR "Emergency
Management” OR "Real-Time Monitoring”

ProQuest

Detection” OR "Perimeter Security”

"Artificial Intelligence” OR "Al” AND "Video Surveillance” OR "Video Surveillance Systems” OR "CCTV”
OR "Security Cameras” OR ”"Surveillance Cameras” OR ”"Surveillance Systems” AND "Anomaly
Detection” OR "Suspicious Activities” OR "Threat Detection” OR "Weapons Detection” OR ”Intrusion
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Table 2. Inclusion and exclusion criteria

Category

Criteria

101 activities.

Articles on the use of artificial intelligence in video surveillance systems for the detection of suspicious

102 | Articles related to the impact of Al-based video surveillance systems on incident response.

103

Inclusion emergency management.

Articles discussing the effectiveness of Al-based video surveillance systems in improving security and

104 :
surveillance.

Articles exploring anomaly detection techniques, action recognition, and behavior analysis in video

105 | Articles that partially answer the research questions.

106 | Articles in English.

EO1 | Articles not related to the use of Artificial Intelligence in video surveillance systems.

EO02
systems.

Articles that do not address the detection of suspicious activity or incident response in video surveillance

Exclusion E03

Articles that do not focus on specific Al techniques for safety improvement and emergency management.

EO04 | Articles that do not partially answer the research questions.

EO5 | Only articles published from 2021 onwards.

Records identified through
database searching
(n=145)

Additional records identified
through other sources

(n=0)

!

(n=27)

Records after duplicatesremoved

v

Records screened
(n=118)

Records excluded

(n=46)

l

Full-text articles
assessed for eligibility
(n=72)

Did not meet the
inclusion criteria

Full-text articles

l

Studies included in
qualitative synthesis
(n=42)

l

Studies included in
quantitative synthesis
(meta-analysis)
(n=42)

excluded, with reasons
(n=30)

Did not address the
research questions

[ ELIGIBILITY ] [ SCREENING J [ IDENTIFICATION J

[ INCLUDED J

Figure 2. PRISMA methodology diagram

RESULTS

A total of 145 articles obtained from data-
bases relevant to the research topic were exam-
ined. After eliminating duplicates and those that
did not meet the established inclusion criteria, an
exhaustive review was performed. As a result, 46
articles were excluded according to the inclusion
and exclusion criteria, and 30 articles that did not
answer the research questions formulated were
discarded. This resulted in a total of 42 articles
selected for the systematic review. The percent-
age of articles found in each database is shown
in the following graph (Figure 3). Figure 4 shows
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the number of articles found in the databases, an-
alyzed by year of publication.

VOSviewer is a specialized software for vi-
sualizing scientific networks, widely used in bib-
liometrics. It helps analyze co-authorship, cita-
tion networks, and relationships between authors,
institutions, and keywords in scientific publica-
tions. Known for handling large bibliographic
datasets, it effectively identifies collaboration pat-
terns, thematic trends, and research impact. With
its user-friendly interface, VOSviewer simplifies
the creation of maps to visualize and communi-
cate complex bibliometric analyses (13). The fol-
lowing graphs provide a more comprehensive and
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Figure 3. Articles by database

objective perspective of current literature, allow-
ing for the identification of knowledge gaps and a
deeper understanding of the research landscape in
a particular field. Based on this, visualization maps
were created, as illustrated in Figures 5 and 6.

EBSCOhost |EEE Xplore ProQuest

Figure 6 shows a network visualization based
on the bibliometric analysis of articles related to
the field of artificial intelligence applied to video
surveillance systems for public safety and SDG
16 compliance. The terms are organized into six
clusters, highlighting key research areas:

Cluster 1 (Red, 11 elements): This cluster
focuses on security and real-time interactive sys-
tems. It includes terms such as “edge computing”,
“network security”, “real-time systems”, “inter-
active computer systems”, and “violence detec-
tions”. It highlights the need for fast and efficient
responses, especially in video surveillance and
real-time security systems scenarios, such as the
monitoring of violent activities.

Cluster 2 (Green, 10 elements): This group fo-
cuses on anomaly detection and anomalous event

m2021 m2022 m2023 =m2024

al

ScienceDirect Scopus Web of Science

Figure 4. Articles by year and database

( convolutional neural networks J W

(Lconvolutional neural network )

( publicsafer

video suwenlla'V_W
i 2 ,': act detes 0

Figure 5. Network visualization for bibliometric data analysis
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Figure 6. Overlay visualization of bibliometric analysis by year

analysis, with terms such as “video anomaly de-
tection”, ‘“autoencoders”, “anomalous events”,
and “artificial intelligence”. It highlights the im-
portance of identifying suspicious behavior using
Al and machine learning systems, which improve
surveillance in smart cities.

Cluster 3 (Blue, 10 elements): This cluster in-
cludes topics related to activity recognition and
advanced machine learning, highlighting terms
such as “activity recognition”, “deep learning”,
“computer vision” and “classification of informa-
tion”. The focus here is on improving the accu-
racy of human activity detection through the use
of Al and computer vision techniques.

Cluster 4 (Yellow, 9 elements): Related to
video surveillance and neural networks, this clus-
ter groups terms such as “video surveillance”,
“convolutional neural networks”, “crime”, and
“convolution”. The focus is on how convolutional
neural networks and other Al technologies are be-
ing applied to improve public safety systems and
surveillance.

Cluster 5 (Purple, 6 elements): This group
focuses on object detection and network archi-
tectures for video surveillance. Terms such as
“object detection”, “network architecture”, and
“online systems” highlight advances in Al infra-
structure, enabling better detection and automat-
ed tracking of objects.

Figure 7 presents a word cloud generated from
the keywords of the articles that were analyzed
using the R Studio software, version 2024.06.15,
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as part of this bibliographic review. Notable terms
include “security systems”, “deep learning”, and
“anomaly detection”.

Figure 8 shows the tree structure with the per-
centages of the most repeated words according to
the bibliographic analysis.

DISCUSSION

In this systematic review of the scientific lit-
erature, we analyze the impact of artificial intel-
ligence (Al) on video surveillance systems for sus-
picious activity detection and incident response.
We identify the most advanced technologies, the
most widely used implementation tools, as well as
the sectors with the largest amount of research, all
in order to answer the questions posed in this study.
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features extraction b} Ilavlor Iresearchleammgsvstems
convollmnnﬂ ject eteclmn videg surveillance
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Figure 7. Overlay display of documents: word cloud
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Figure 8. Visualization of documents based on bibliometric analysis

RQT Which are the countries with the most
research implemented and under development
in the use of artificial intelligence technologies
applied to video surveillance systems?

Figure 9 presents the percentage distribution
of articles on implementation and projects under
development by continent in the field of artificial
intelligence in video surveillance. Europe and the
Americas stand out with 100% of the articles fo-
cused on implementation, suggesting a total focus
on the practical application of these technologies.
In Asia, between 60% and 80% of the articles re-
fer to implementations, while the rest are oriented
towards projects under development. On the oth-
er hand, Africa presents a range of 60% to 70% on
implementations, indicating that a significant part
of the research on the continent also focuses on
practical applications, while the remainder corre-
sponds to projects in the development phase.

Asian countries, such as China, Japan, and
South Korea, are leading the way in the adoption
of Al in video surveillance systems due to a com-
bination of technological, political, and social fac-
tors. This is evidenced by (14), this article analyzes
investment in Al in various countries, highlighting
that Asia, especially China, is leading the way in
terms of investment and technological develop-
ment. It mentions that China has made significant
investments in Al, with a particular focus on sur-
veillance, although exact amounts are not speci-
fied. For its part, the World Economic Forum (15)
indicates that the Chinese Al market is forecast to
exceed $61 billion by 2025, with a total investment
of approximately $120 billion in its Al ecosystem,
which includes video surveillance systems. In
comparison, Al investments in Europe are high-
lighted to be significantly lower, with Germany
initially allocating €3 billion for the 2019-2025 pe-
riod. Regarding generative Al an IDC report (16),

mAfrica mAmerca mésia mEuropa

Implementaticn

0% 20%

Project _

60% 80% 100%

Figure 9. Percentage of continents with implementations or projects
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highlights that Asian countries are leading the way
in technology investment and have a proactive
stance toward new technologies, including appli-
cations for surveillance systems, some Asian gov-
ermmments are promoting surveillance policies to
strengthen security and manage large urban popu-
lations, which facilitates the implementation of
these systems on a large scale. Cultural acceptance
of the use of advanced technologies in everyday
life and increased tolerance of state surveillance
have also contributed to the rapid expansion of Al
video surveillance in the region.

Meanwhile, in Europe, the adoption of Al
surveillance has been slower due to strict data
privacy regulations. The European Union places
great emphasis on balancing technological prog-
ress with privacy rights, as seen in its General
Data Protection Regulation (GDPR). While the
UK has deployed Al surveillance in cities such as
London, the EU generally focuses more on ethi-
cal standards and public trust, investing around
€7 billion through programs such as Horizon Eu-
rope to explore the potential of Al, while main-
taining privacy protections (17) (18).

Table 3 presents a comparison of the number
of articles related to projects and implementations

between different continents, as well as intercon-
tinental collaborations. In the Asia-America cat-
egory, one article focused on implementation has
been identified. On the other hand, in the Europe-
Asia collaboration, a total of four articles address-
ing this topic of implementation are registered.

Figure 10 shows that India and South Korea
lead the research in the field of artificial intelli-
gence applied to video surveillance systems, with
10 scientific publications. China contributes with
five studies, while Saudi Arabia presents four re-
search in this area. These countries stand out for
their growing interest and participation in the de-
velopment of Al-based intelligent video surveil-
lance technologies.

Figure 11 reveals a diverse panorama in terms
of video surveillance technology implementation
and projects. South Korea stands out as the coun-
try with the highest number of implementations,
with 7 items, in addition to having 3 projects un-
der development. It is followed by India, with a
balance of 6 implementations and 4 projects, indi-
cating a remarkable effort in both the implemen-
tation and planning of new technologies. China
is also well positioned, with 4 implementations
and only 1 project, reflecting a more hands-on

Table 3. Table on cross-continent projects or implementation and collaborations

Continents and . Project under .
. Implementation Articles
collaborations development
(19) (20) (21) (22) (23) (24) (25) (26) (27) (28) (29) (30) (31) (32)
Asia 19 9 (33) (34) (35) (36) (37) (38) (39) (40) (41) (42) (43) (44) (45) (46)
(47) (48) (49) (50) (51)
Africa 2 1 (52) (53) (54)
America 4 0 (55) (56) (57) (58)
Europa 2 0 (59) (60)
Asia - Europa 4 0 (20) (44) (46) (48)
Asia - America 1 0 (21)

Figure 10. Articles analyzed by country
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approach to implementation. In contrast, Pakistan
has a reverse trend, with 1 implementation and
3 projects, suggesting a more advanced stage of
planning than implementation. Thailand shows
an exact balance, with 1 item in each category.

On the other hand, countries such as the Unit-
ed States, Egypt, and Brazil present 2 implemen-
tations each, with no additional projects, which
could indicate a direct focus on the application
of existing technologies. Finally, most of the re-
maining countries have only 1 implementation re-
corded, while a few, such as Taiwan, and Kenya,
have 1 project article, evidencing a lower devel-
opment compared to the leading nations.

RQ2 What are the main technologies that can be
combined with Artificial Intelligence to improve
the efficiency and accuracy of video surveillance
systems?

According to Figure 12 illustrating the fre-
quency of various technologies integrated with
artificial intelligence in video surveillance sys-
tems, the internet of things (IoT) stands out as the
most mentioned technology, with a frequency of
10, underlining its fundamental role in real-time
data collection. It is followed by video manage-
ment systems (VMS) with a frequency of 9,
which are essential for video organization and
analytics. Other technologies, such as computer

vision and edge computing, feature frequencies
of 8 each, while cloud computing is mentioned
with a frequency of 2. Big data and sensors both
have a frequency of 1, suggesting that their di-
rect integration in this context is less prominent.
Although the graph does explicitly mention deep
learning and machine learning, these techniques
are fundamental subtopics of artificial intelli-
gence and are used in almost all the articles re-
viewed. Therefore, their relevance is considered
to be implicit. Taken together, these technologies
have been used as complements to leverage arti-
ficial intelligence, thus improving efficiency and
accuracy in video surveillance systems.

loT
10

Sensors ' VMS

Big Data Computer Vision

Cloud Computing Edge Computing

Figure 12. Frequency of technologies integrating
with Al
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Figure 13 shows how technologies are inte-
grated in video surveillance research with artifi-
cial intelligence to improve the efficiency and ac-
curacy of the systems. Each number in the matrix
reflects the number of articles that combine two
technologies simultaneously. The most promi-
nent combinations include machine learning and
deep learning (16 articles), indicating that these
technologies are central to advances in intelligent
video surveillance. In addition, technologies such
as edge computing and [oT (8 and items both) are
being integrated with artificial intelligence to op-
timize processing power and real-time connectiv-
ity, contributing to faster detection and response
in video surveillance systems.

Important relationships between deep learning
and computer vision are also observed (7 papers),
where computer vision is used to automatically in-
terpret images captured by security cameras, thus
improving the accuracy in detecting suspicious ob-
jects or behavior. The combination of VMS with
deep learning (8 papers) suggests that artificial in-
telligence is helping to improve the management
and analysis of large volumes of video data, en-
abling more efficient and accurate monitoring.

Table 4 systematizes the technologies that are
integrated with artificial intelligence in video sur-
veillance systems, highlighting their frequency
of appearance in the literature. This presentation
allows a quick visualization of the relevance of
each technology in improving efficiency and ac-
curacy in incident management.

RQ3 What approaches to integrating Al with
incident management systems improve critical
eventresponseinvideosurveillanceenvironments?

Figure 14 presents a bubble chart illustrating the
frequency of approaches integrated with artificial
intelligence in incident management systems to im-
prove critical event response in video surveillance

16

Deep Learning | O | B | 8 | 2 P 0 | 780 1|1
Edge Computing {8 0 |6 |2 |2 |0 |0 |3 |0 0|0 14
loT|HEHINGN 0 (2 (2 (2 |1 | 31|00 12
Cloud Computing| 2 |2 |2 |0 |0 (0|0 |O0O|O0O |0 | O
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Deepleamming| 0 |O |2 |0 (1|01 |1 |1|0]|O0 8
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Figure 13. Combined technologies that are integrated
with Al

environments. The categories represented include
early warning systems, real-time detection and re-
sponse, predictive analytics, anomalous pattern rec-
ognition, and response automation. It is noted that
Real-time detection and response is the most docu-
mented approach, suggesting a strong interest in
proactive incident detection. Overall, the graph in-
dicates that the literature focuses on the importance
of technologies that enable fast and effective re-
sponses, highlighting how Al integration improves
incident management in video surveillance.

Table 5 systematizes artificial intelligence
integration approaches in incident management
systems, highlighting their frequency of appear-
ance in the literature. This presentation allows a
quick visualization of the relevance of each ap-
proach in improving critical event response in
video surveillance environments.

RQ4 What are the recent trends in the develop-
ment of architectures for real-time detection of
suspicious activity in surveillance video?

Figure 15 reflects a wide variety of neu-
ral architectures used in the articles, where

Table 4. Systematization of items based on other technologies integrated with Al in security systems

Technologies Quantity Articles
Big data 1 (19)
Cloud computing 2 (20) (21)
Computer vision (19) (52) (22) (23) (24) (25) (26) (27)
— " (26 (28) (29) (55) (30) (56) (37) (32) (33) (34) (53) (35) (36) (37) (38) (39) (40) (47) (42)
eep learning (43) (44) (45) (46) (47) (59) (57) (58) (48) (49) (50) (54) (51) (60)
Edge computing 8 (20) (21) (57) (44) (40) (53) (55) (30)
loT 10 (20) (21) (23) (57) (44) (40) (55) (47) (59) (46)
Machine learning 18 (22) (27) (40) (30) (47) (59) (50) (58) (45) (42) (36) (39) (38) (49) (32) (34) (31) (29)
Sensors 1 (32)
VMS 9 (19) (22) (57) (44) (53) (47) (38) (49) (31)
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Table 5. Systematization of articles based on Al integration approaches with security systems

Integration
Approaches

Quantity

Conclusions

Articles

Predictive
analytics

Facilitates the identification of incidents and future
patterns by analyzing large volumes of historical
data. This enables organizations to anticipate
likely events and take preventive measures to
minimize risks, optimize planning, and reduce the
occurrence of unforeseen problems in sectors
such as safety and health.

(21) (27) (28) (55) (43) (59) (57)

Response
automation

12

Al enables fast and accurate management of
events once they are detected. By eliminating or
reducing human intervention in certain response
processes, organizations can react more efficiently
and avoid human error, especially in emergency
or high-demand situations, which is essential to
protect both people and systems.

(21) (25) (31) (32) (36) (38) (39) (41) (45) (47)
(57) (50)

Real-time
detection and
response

39

Enables continuous monitoring of critical systems,
facilitating instant identification of threats or
incidents. This capability is essential in sectors
where immediacy is crucial, such as IT security
and surveillance, as it allows a threat to be stopped
quickly before it causes significant damage.

(19) (20) (21) (52) (22) (23) (24) (25) (26) (27)

(29) (55) (30) (56) (31) (33) (34) (53) (36) (37)

(38) (39) (40) (41) (42) (43) (44) (45) (46) (47)
(57) (59) (58) (48) (49) (50) (54) (51) (60)

Anomalous
pattern
recognition

Al identifies variations or atypical behaviors that
could indicate problems or threats. This ability
is valuable for detecting fraud, supply chain
problems or security risks. By focusing on the
unexpected, Al helps to uncover situations that
might go unnoticed by humans, thus improving the
safety and reliability of systems.

(19) (56) (33) (34) (35) (37) (54) (51)

Early warning
system

Al-powered early warning systems strengthen the
ability to react to potential risks by issuing warnings
before problems fully develop. This enables
organizations to implement proactive responses,
reducing the likelihood of damage and increasing
resilience to adverse events.

(23) (56) (53) (40)

convolutional neural networks (CNN) and their
combinations with long short-term memory
(LSTM), and other networks, such as recurrent
neural networks (RNN), ecosystem status net-
works (ESN), and autoencoders, stand out as
the most common bases in video surveillance
systems. Although they do not represent recent

emerging trends, their recurrent presence in-
dicates that these base architectures remain
fundamental to the development of suspicious
activity detection models. This suggests that
traditional architectures still provide a solid
framework for improving the accuracy and ef-
ficiency of today’s systems.
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Figure 16 shows the recent trends in neural Table 6 systematizes recent trends in the de-
network architectures used in systematized arti- velopment of architectures for real-time detection
cles for real-time detection of suspicious activi-  of suspicious activity in surveillance video, high-

ties in surveillance videos. The most mentioned  lighting the most commonly used architectures
architectures are 3D convolution network (3D and their frequency of appearance in current re-
CNN) with 13 articles and 2D convolution net-  search, the most prominent being: 3D CNN, 2D
work (2D CNN) with 8, indicating a clear prefer- CNN, and YOLO with 12, 8, and 6 investigations
ence for the use of convolutions for image and respectively.
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out with 6 articles, underlining its relevance in ~ RQ5 How have detection techniques in video
real-time detection. Other architectures, such as surveillance systems integrated with Artificial
ConvLSTM and vision transformer, with 3 and 2 Intelligence influenced the identification of
articles respectively, reflect emerging approaches ~ SY5P icious activity and incident response?

that are gaining interest in this field, while the rest Figure 17 shows the distribution of detection
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Figure 16. Trends in architecture development
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Table 6. Systematization of articles based on trends in architecture development

Architecture Quantity Articles
2D CNN 8 (53) (36) (40) (41) (47) (57) (58) (51)
3D CNN 12 (52) (26) (28) (33) (38) (39) (46) (59) (57) (58) (48) (51)
ConvLSTM (21) (37) (54)
Vision transformer (48) (60)
YOLO (20) (24) (55) (31) (34) (35)

focus on the detection of behaviors and actions,
allowing the identification of suspicious activi-
ties such as unusual movements through pattern
analysis and posture recognition; 36% is dedi-
cated to anomaly detection, which identifies out-
of-the-ordinary events based on machine learning
models that learn the normal behavior of the envi-
ronment; and 19% is oriented to object and threat
detection, using computer vision algorithms to
recognize dangerous or prohibited items, such as
weapons or vehicles in restricted areas, which im-
proves the ability to respond to possible incidents.

Figure 18 presents the number of articles re-
viewed about three detection techniques integrated
with artificial intelligence in video surveillance
systems: anomaly detection, behavior and action
detection, and object and threat detection. Be-
havior and action detection stand out remarkably
in terms of prevention and security, achieving the
highest score. This suggests that this technique is
effective in identifying potentially dangerous situ-
ations before they become critical incidents. On
the other hand, anomaly detection shows a solid
performance in accuracy and speed, allowing in-
cidents to be resolved efficiently and reducing the
number of false positives. This improves confi-
dence in the automation of surveillance systems. In
contrast, object and threat detection shows lower

S

Efficiencyand ~ Accuracyand Speed and

Costs Reductionof  Efficiencyin
False Positives Incident

Resolution

False Positives

Anomaly Detection

/ o
N\ NI

Accuracyand  Prevention and
Reduction of Safety

Behavior and Action Detection

19%

36%

45%

I Anomaly Detection
[ Behavior and Action Detection
 —)

Obiect and Threat Detection

Figure 17. Distribution of detection techniques
integrated with Al

results, especially in terms of efficiency and speed,
indicating that, although it is essential for identify-
ing dangerous elements, it may be less effective in
detecting suspicious behavior in real-time.

Table 7 summarizes artificial intelligence vid-
eo surveillance detection techniques and their im-
provements in security. It details improvements
in areas such as identification of suspicious activ-
ity, incident prevention, and speed of response. In
addition, the number of articles that support each
technique is shown, allowing to identify which
are the most studied ones.

2/3

Speed and Efficiencyand = Accuracyand  Prevention and Speed and
Efficiency in Costs Reduction of Safety Efficiency in
Incident False Positives Incident
Resolution Resolution

Obiject and Threat Detection

Figure 18. Articles reviewed the three detection techniques and their safety improvements
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Table 7. Systematization based on detection techniques and their security improvements

Category Quantity Articles
Efficiency and costs 4 (24) (36) (58) (48)
Accuracy and reduction of 1 8
Anomaly detection false positives (28)
Speed and efficiency in
incident resolution ’ (26) (31) (35) (40) (42) (43) (57)
Accuracy and reduction of
. . false positives 6 (23) (59) (49) (50) (54) (60)
Beha‘é'gt;iggnam” Prevention and safety 12 (19) (22) (27) (56) (33) (34) (38) (39) (41) (44) (45) (46)
Speed and efficiency in
incident resolution 4 (21) (52) (37) (51)
Efficiency and costs 1 (32)
Accuracy and reduction of
o 2 20) (2
Object and threat false positives (20) (29)
detection Prevention and safety 2 (30) (47)
Speed and efficiency in
incident resolution 3 (25) (55) (53)
RELATED WORK CONCLUSIONS

In a recent study (61), an exhaustive sys-
tematic review of the literature was carried out
to analyze the use of artificial intelligence tech-
niques in the identification and prediction of areas
with high crime incidence. The study covered five
scientific databases, such as Scopus and Web of
Science, from a total of 3015 documents. After
applying rigorous selection criteria, 132 studies
were chosen, which were finally reduced to 18
that specifically addressed the application of neu-
ral networks to identify crime patterns in different
regions of Latin America. The results indicated
that these technologies not only enhance the ca-
pacity of security forces to anticipate and respond
to criminal incidents but also optimize the alloca-
tion of resources, promoting greater public safety
in urban areas.

On the other hand, in a different investigation
(62), a systematic review was conducted focusing
on the application of artificial intelligence for face
recognition in video surveillance systems. This
study examined papers retrieved from databases
such as ProQuest, ScienceDirect, and Google
Scholar, starting with 12,293 papers. After ap-
plying inclusion and exclusion filters, 13 relevant
studies were selected. The results showed that
the most common tools in face recognition were
OpenCV and the Viola-Jones algorithm. The pos-
itive impact of these systems in improving public
safety, facilitating the identification of suspects,
and contributing to the creation of safer environ-
ments in communities was highlighted.

402

After performing a systematic review of 42
articles related to artificial intelligence in video
surveillance systems, it is concluded that artificial
intelligence contributes decisively to improving
the identification of suspicious activities and opti-
mizing incident response. The implementation of
these technologies has proven to be particularly
relevant in Asia, leading research and develop-
ment in this field. This continent stands out for
its advanced adoption of Al technologies in video
surveillance, in contrast to other regions where
development is still in earlier stages.

South Korea and India as leaders in the imple-
mentation of Al technologies, followed by China
and Pakistan. These countries have positioned
themselves at the forefront in the practical adoption
and development of Al technologies applied to vid-
eo surveillance, reflecting a significant commitment
to innovation and security enhancement through Al

Regarding technologies integrated with Al to
improve the efficiency and accuracy of video sur-
veillance systems, it is observed that the internet
of things, computer vision, and edge computing
are the most frequently mentioned technologies,
highlighting their crucial role in collecting and pro-
cessing large volumes of data in real-time. Further-
more, in all the articles reviewed, deep learning is
identified as the main technology that makes artifi-
cial intelligence possible in this field. On the other
hand, Al integration approaches with incident
management systems, such as real-time detection,
predictive analytics, and response automation,
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have optimized the ability of these systems to re-
duce response times to critical events and increase
accuracy in identifying dangerous situations.

Also noteworthy are recent trends in the de-
velopment of architectures for real-time detection
of suspicious activity, highlights the use of 2D and
3D convolutional neural networks together with
algorithms such as YOLO, which have proven to
be effective in identifying suspicious objects and
behavior in real-time. This has resulted in signifi-
cantly improved security in monitored environ-
ments, plus growing interest in more advanced
architectures such as ConvLSTM and vision trans-
former suggests that the field continues to evolve.
On the other hand, detection techniques such as be-
havior detection, anomaly detection, and object de-
tection have significantly influenced the accuracy
and reduction of false positives. The most notable
improvement achieved with these techniques is the
prevention of incidents and increased security, as
they allow the identification of potentially danger-
ous situations before they occur, thus optimizing
the overall performance of video surveillance sys-
tems and improving their real-time responsiveness.
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