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INTRODUCTION

The U.S. Department of HHS and the OCR 
enforce federal civil rights laws. Health Insurance 
Portability and Accountability Act (HIPAA) pro-
hibits providers and businesses (called covered 
entities) from disclosing protected information to 
anyone other than a patient and the patient’s au-
thorized representatives without their consent [1].

In this research study, an analysis of causes 
for compromising health records is done by text 
mining of health records. Such analysis augments 
what is presented in [2]. It is based on similar 
approaches with references to [3–7]. One of our 
goals is to bring the US healthcare data breaches 
to prevent similar problems in the healthcare sys-
tem in Poland.

DATA SOURCE

The main reference for this research study 
and data analysis are the official reports provid-
ed by the US Department of Health and Human 

Services Office for Civil Rights [8], available 
as two official reports (https://ocrportal.hhs.gov/
ocr/breach/breach report.jsf). These records cur-
rently contain: (i) more than 900 breach cases that 
are still under investigation (the last two years, 
Report 1), and (ii) more than 5,200 registered, 
checked, and investigated cases that are moved 
to the archives (starting from 2009, until 2022, 
Report 2). Records are stored in datasets with the 
following details, types of breaches and breaches 
location – see Table 1.

METHODS

We have analyzed 5,237 records (contain-
ing information about more than 392 milion of 
compromised healthcare records) posted by HH-
SOCR categorizing them as follows:
• 3,778 records (72.1%) related to healthcare

providers,
• Business associates –768 (14.7%),
• Health plans – 676 (12.9%),
• Healthcare clearing house – 10 (0.2%).
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The above mentioned 5,237 different 
breaches (governmental recordings) account for 
392,257,850 compromised healthcare records. 
The most data breaches occurred in: California – 
549 (10.5%), followed by Texas – 425 (8.1%) and 
New York – 335 (6.4%). The fewest data breach-
es occurred in North Dakota – 10 (0.2%), South 
Dakota – 12 (0.2%) and Vermont – 14 (0.3%). In 
the surveyed sample, the most data were leaked 
in 2021 – 715 (13.7%), 2020 – 663 (12.7%) and 
2022 – 531 (10.1%). The fewest data records 
come from 2024 – 7 (0.1%), 2009 – 18 (0.3%) 
and 2010 – 199 (3.8%).

LDA was used in the analysis of the descrip-
tions. LDA is a method for topic modeling in nat-
ural language processing. It allows the automatic 
extraction of topics from a corpus of documents. 
In LDA, extracting words from topics is crucial 
for interpreting and understanding the model’s 
output. These key words help identify and label 
topics, making categorizing and summarizing 
documents easier. They also aid in validating and 
tuning the data security model by assessing topic 
coherence. Additionally, extracted words provide 
actionable insights, guiding decision-making and 
making the results accessible for communication 
and reporting to non-technical stakeholders. To 
estimate the number of topics, the Elbow Method 
was used following [9]. Additionally, the text co-
herence and perplexity measures were calculated 
[10, 11, 12]. A typical description for perplexity 
reveals the degree of confusion or methods mea-
sure how ’uncertain’ a model is about its predic-
tion outcomes [13]. The coherence score measures 
how semantically similar the words are within a 
specific topic [14, 15]. Before LDA analysis, the 
data need to be preprocessed. We change upper 
case to lowercase, accents are removed, stop 

words and numbers are removed, and the entire 
text is normalized using Porter Stemmer process.

RESULTS

Latent Dirichlet allocation and the Elbow 
method were used to determine the number of 
topics for text mining analysis. They were used 
to corroborate findings. The sum of squared er-
rors within clusters was calculated for each of 
20 proposed clusters. Analysis showed that a 
sharp drop in the sum of squared errors (within 
clusters) values occurs after cluster 5, which in-
dicates the number of topics equal to 5 as the op-
timal subset [9] (see Fig. 1 and a drop value from 
~181k to 176k).

The coherency and perplexity (a measure of 
uncertainty) coefficients were calculated for the 
number of topics from 2 to 20 (Fig. 2). Lower 
perplexity values indicate better overall gener-
alization performance of the model. The higher 
coherence values indicate more coherent and 
interpretable topics [10]. The lowest perplexity 
value with the highest coherence value occurs at 
the point of intersection of both [16], which cor-
responds to five topics (see Fig. 2, the intersection 
of blue and dark lines). It also indicates that the 
5-topic variant is optimal in the sense of “sharp 
decline of the sum of squared errors” (elbow 
method – Fig. 1) and the lowest perplexity value 
with the highest coherence value (Fig. 2).

The analysis of the optimal number of top-
ics using both methods indicated that the best fit 
of the analyzed text occurs for five topics. There-
fore, Latent Dirichlet allocation was performed 
for this number of topics. Table 2 presents the 
characteristics of the identified topics. Individual 

Table 1. Details about analyzed records
Records details Types of breaches Location of breaches Types of covered entities

Name of covered entity Hacking/IT incident Desktop computer Health plan

[US] State Improper disposal Electronic medical record Healthcare cleaning house

Covered entity type Loss Email Healthcare provider
[number of] Individuals 
affected Theft Laptop

Breach submission date Unauthorized access/disclosure Network server

Type of Breach Unknown or other reasons Other portable electronic 
devices

Location of breached 
information Paper/films

Business associate present, 
web [breach] description Other media or platforms
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topics are named based on the most frequently oc-
curring words (‘Words’ column).

Topic #1 – Cyberattacks and data breaches

The most numerous of the identified con-
tained 45.25% of entries (n = 2,370).The most 
common words in this topic are: information, 
individual, affect, phi, health, provide, security, 

involve, protected, notify, name, include, re-
port, number, hh, media, technical, cover, en-
tity, and date. Incidents in this topic primarily 
involve ransomware attacks or other forms of 
cyberattacks that compromise personal data 
such as Social Security numbers, financial in-
formation, health insurance data, and other per-
sonal patient data. The descriptions highlight 

Figure 1. Number of topics: elbow method

Figure 2. Number of topics: coherency and perplexity values
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remedial actions such as the introduction of addi-
tional security measures, staff training, and the of-
fering of credit monitoring services to the victims. 
A typical description for this topic is: “Advanced 
Medical Practice Management, the business as-
sociate (BA), reported that it experienced a ran-
somware attack that compromised the protected 
health information (PHI) of 56,427 individuals. 
The PHI involved included names, Social Secu-
rity numbers, financial information, driver’s li-
cense and/or state identification numbers, dates 
of birth, passport numbers, electronic signature 
information, prescription information, medical 
record numbers, diagnoses, health insurance in-
formation, and other treatment information. BA 
notified HHS, affected individuals, and the me-
dia, and posted substitute notices on its website. 
In its mitigation efforts, the BA offered free credit 
monitoring services and implemented additional 
administrative, technical, and security safeguards 
to better protect its sensitive data. All staff were 
retrained.” (Individuals Affected – 56,427).

Topic #2 – Accidental disclosure

It includes 16.21% of descriptions (n = 849). 
The most common words in it are: breach, infor-
mation, individual, security, provide, computer, 
affect, OCR, implement, health, contain, notifica-
tion, include, policy, laptop, entity, cover, number, 
media, and steal. Descriptions in this category in-
clude cases where patient information was acciden-
tally disclosed to unauthorized individuals, such as 
sending documentation to the wrong recipient or 
mismanaging data in public places. Remedial ac-
tions include implementing improvements in data 
processing procedures, training staff, and enhanc-
ing administrative and technical security measures.

Topic #3 – Improper data handling

It includes 18.10% (n = 948) of descriptions. 
The most common words are information, indi-
vidual, email, health, affect, employee, imple-
ment, involve, report, security, entity, include, 
ephus, name, safeguard, notify, cover, phi, pro-
tected, hh. Incidents in this topic focus on cases 
where patient data was inadvertently destroyed 
by external entities or due to poor management. 
This includes instances where data is destroyed 
or disposed of in ways that violate data protection 
regulations. In response to these incidents, insti-
tutions implement changes in data management 
policies and data security protections.

Topic #4 – Detailed personal data breaches

There are the fewest descriptions – 3.67% 
(n = 192). The most common words are health, 
OCR, HIPAA, information, security, rule, risk, in-
vestigation, plan, business, entity, report, associ-
ate, breach, agreement, ephi, privacy, include, re-
view, and action. Descriptions in this topic focus 
on more detailed cases of personal data breaches, 
such as detailed medical information, test results, 
or detailed identification data. Remedial actions 
are similar to other categories but may also in-
clude more specialized procedures to protect spe-
cific data categories.

Topic #5 – severe data violations

It contains 16.77% (n = 878) entries. The 
most common words in this topic are breach, in-
dividual, phi, information, affect, provide, health, 
notification, ocr, patient, include, entity, employ-
ee, cover, name, number, implement, hh, media, 

Table 2. Topics obtained in the LDA analysis – the most common words in the description (numer of topics = 5, 
number of words in the topic = 20)

No. Topic name Words n %

1 Cyber attacks and 
data breaches

Information, individual, affect, phi, health, provide, security, involve, protected, 
notify, name, include, report, number, hh, media, technical, cover, entity, date 2,370 45.3

2 Accidental 
disclosure

Breach, information, individual, security, provide, computer, affect, ocr, 
implement, health, contain, notification, include, policy, laptop, entity, cover, 
number, media, steal

849 16.2

3 Improper data 
handling

Information, individual, email, health, affect, employee, implement, involve, 
report, security, entity, include, ephus, name, safeguard, notify, cover, phi, 
protected, hh

948 18.1

4 Detailed personal 
data breaches

Health, ocr, hipaa, information, security, rule, risk, investigation, plan, business, 
entity, report, associate, breach, agreement, ephi, privacy, include, review, action 192 3.67

5 Severe data 
violations

Breach, individual, phi, information, affect, provide, health, notification, ocr, 
patient, include, entity, employee, cover, name, number, implement, hh, media, 
obtain

878 16.8
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obtain. Descriptions in this topic pertain to par-
ticularly severe data breaches that involve large 
amounts of personal data or highly sensitive in-
formation. Remedial actions are comprehensive 
and may include thorough reviews and changes 
in IT infrastructure and data security strategies.

The analysis of differences in the proportions 
of Covered Entity Type occurrences in individual 
topics shows that topic #1 – Cyber Attacks and 
Data Breaches – has significantly more Business 
Associate breaches (60%) (Table 3). In topic #2 
– Accidental Disclosure – there were significant-
ly more Healthcare Providers (18.9%). In topic 
#3 – Improper Data Handling – there are sig-
nificantly more breaches in Healthcare Providers 
(19%), and significantly fewer Business Associ-
ates (12.9%). In topic #4 – Detailed Personal Data 
Breaches – there are significantly more breaches 
related to Health Plans (8.6%). Finally, in #5 – 
Severe Data Violations – there were significantly 
more breaches related to the Health Plan (26.0%).

The analysis of differences in the frequency 
of topics indicates significant differences between 
individual years (Pearson Chi-square = 2,760.868, 
df = 24, p < 0.01) (Table 4). The topic “Cyber-
attacks and Data Breaches” occurred much less 
frequently than usual in 2014–15 (22.1%) and 
2018–19 (22.8%), and in 2016–17 it almost did 
not occur (8.2%). We observe a very significant 
increase in the number of such breaches in 2020–
21 (63.7%), and in 2022–24 this type of breach 
constitutes as much as 85.1% of cases.

Accidental Disclosures occurred most fre-
quently in the initial years of the analysis: from 
2009 to 2017, they accounted for approximately 
1/3 of all breaches. A significant decline in this 
type of breach began in 2018–19 (16.1%), and 

in the following years, it virtually disappeared 
(< 1.0%). Improper Data Handling was very low 
in the initial years of the analysis – 2009–2017 
(< 10.0%), while in 2018–2021 it accounted for 
approximately 1/3 of all breaches. However, in 
recent years the analysis has returned to a rela-
tively low value (12.2%). Detailed Personal Data 
Breaches are a very small category of breaches 
(3.7%). A significant increase in these types of 
leaks occurred in 2012–13 (6.1%), 2014–15 
(8.0%) and 2016–17 (5.1%). The last of the ana-
lyzed topics – Severe Data Violations – recorded 
a very strong growth in 2012–19 (with the highest 
share in 2016–17 – 41.4%), while in recent years 
of the analysis, it almost did not occur (< 2.0%).

All analyzes described above were per-
formed in KNIME Analytics Platform 5.2. Dif-
ferences in cross-tabulation proportions are veri-
fied using Pearson’s Chi-square test using IBM 
SPSS Statistics 29.

DISCUSSION

Numerous studies have documented a con-
sistent rise in data processing system security 
breaches, including recent analyses that highlight 
the severity of this issue [17–20]. It is clear that 
patients need to protect themselves and their fam-
ilies, and hospitals must prioritize patient safety. 
Statistics indicate that while many hospitals are 
making progress in reducing errors, accidents, 
injuries, and infections, the overall improvement 
remains insufficient [21, 22]. Presented findings 
suggest that a more extensive strategy is needed 
to prevent a looming crisis. Our analysis identi-
fied five key breach topics.

Table 3. Frequency of topics according to the Covered Entity Type (N = 5,237)

Covered Entity Type

Topics

Total#1 #2 #3 #4 #5
Cyber attacks and 

data breaches
Accidental 
disclosure

Improper data 
handling

Detailed personal 
data breaches

Severe data 
violations

Not assigned (a) 40.00% 0.00% 40.00% 0.00% 20.00% 0.10%

Business associate (b) 60% c,e 10.0% e 12.9% c, e 3.0% c 14.1% c 14.70%

Health plan (c) 38.5% b,e 8.3% e 18.6% b,e 8.6% b,e 26% b,e 12.90%
Healthcare clearing 
house (d) 40.00% 10.00% 30.00% 0.00% 20.00% 0.20%

Healthcare provider 
(e) 43.5% c 18.9% b,c 19.0% b 2.9% b 15.6% c 72.10%

Row 45.30% 16.20% 18.10% 3.70% 16.80% 100.00%

Note: Pearson Chi-square = 217.002, df = 16, p < 0.01; Each subscript letter denotes a subset of Covered Entity 
Type categories whose column proportions are significantly different from each other at the 0.05 level.
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	• Topic #1: Cyber Attacks and Data Breach-
es is the most prevalent (45.25%), involv-
ing ransomware and other cyberattacks that 
compromise sensitive data. These breaches 
have surged recently, emphasizing the need 
for enhanced cybersecurity measures and 
regular audits.

	• Topic #2: Accidental Disclosure (16.21%) in-
volves unintended data releases, which have de-
creased since 2018, indicating effective past in-
terventions like improved data handling and staff 
training. However, ongoing vigilance is essential.

	• Topic #3: Improper Data Handling (18.10%) 
includes incidents of data being destroyed or 
mismanaged. The rise in these breaches dur-
ing 2018-2021 suggests a need for stricter data 
management policies.

	• Topic #4: Detailed Personal Data Breaches 
(3.67%) involves breaches of highly sensitive 
information, requiring specialized remedial 
actions. These breaches are less common but 
can have severe consequences.

	• Topic #5: Severe Data Violations (16.77%) 
includes large-scale breaches of highly sen-
sitive data, necessitating comprehensive se-
curity overhauls.

Understanding the prevalence of these topics 
is vital for targeting remedial actions effectively 
[23, 24]. For example, the significant rise in cyber-
attacks highlights the urgency of investing in ad-
vanced cybersecurity infrastructure. The decline 
in accidental disclosures suggests that existing 
interventions are working, but ongoing efforts are 
needed to maintain these gains. The increase in im-
proper data handling breaches calls for revisiting 

and strengthening data management practices. By 
focusing resources on the most common and se-
vere breach types, organizations can better protect 
sensitive data and improve overall security [25]. 
Future research should continue monitoring these 
trends to adapt strategies accordingly.

The potential for direct or indirect access to 
resources creates a temptation to exploit these 
resources for financial gain [26]. Medical data, 
in particular, is highly valuable because it does 
not become obsolete as quickly as financial data, 
which can be rendered useless if, for instance, 
customers promptly change compromised credit 
card numbers [27].

Data security is a multifaceted issue. The In-
ternet’s role as the most convenient, fastest, and 
cheapest means of accessing data has made EHR 
breaches not just a matter of rapid Internet expan-
sion but also an Internet and IT systems security 
challenge [28]. Health data breaches can result 
from various factors, including vulnerable software 
that leads to hacking and unauthorized access or 
user errors such as failing to log off or using weak 
passwords [29]. Entities handling these data and 
their business partners must have comprehensive 
security plans incorporating physical, administra-
tive, and technical safeguards [30, 31]. Effective 
incident response requires minimizing the number 
and severity of security incidents, assembling a 
core Computer Security Incident Response Team 
(CSIRT), defining an incident response plan, and 
containing damage to mitigate risks [32].

Healthcare policy executives must work 
closely with IT departments to develop strategies 
that address the latest threats. One key issue is 
the impact of security breach announcements on 

Table 4. Frequency of topics according to the years

Years

Topics

Sum#1 #2 #3 #4 #5
Cyber attacks and 

data breaches
Accidental 
disclosure

Improper data 
handling

Detailed personal 
data breaches

Severe data 
violations

2009–11 (a) 49.9% b 31.7% b, c, d 0.05% b 2.6% e, f, g 15.30% 8.00%

2012–13 (b) 42.0% a 28.3% a, c, d 1.4% a, c 6.1%c, d 22.2% e 9.50%

2014–15 (c) 22.1% e 30.7% a, b, d 4.1% b, d 8.0% b 35.10% 11.20%

2016–17 (d) 8.20% 9.6% c 9.6% c 5.1% b, c 41.40% 13.10%

2018–2019 (e) 22.8% c 37.3% f 37.3% f 2.5% a, f, g 21.2% b 16.80%

2020–21 (f) 64.7% g 30.7% e 30.7% e 2.9% a, e, g 1.2% g 26.30%

2022–24 (g) 85.1% f 12.2% d 12.2% d 0.9% a, e, f ,d 1.5% f 15.20%

Row 45.30% 16.20% 18.10% 3.70% 16.80% 100.00%

Note: Pearson Chi-square = 2,760.868, df = 24, p < 0.01; Each subscript letter denotes a subset of Covered Entity 
Type categories whose column proportions are significantly different from each other at the 0.05 level.
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market value. Leaked information poses signifi-
cant risks to capital markets and companies and 
can lead to stock market speculation [33]. Se-
curity concerns become increasingly critical as 
network interconnections become more complex 
[34]. A common solution involves using a mix 
of routers, switches, firewalls, VPNs, intrusion 
detection systems (IDSs), and vulnerability as-
sessment tools to secure network-aware software 
applications and systems [35]. With the increas-
ing complexity and destructiveness of attacks on 
critical network infrastructures, new methods are 
essential for aiding security administrators in pro-
tecting their networks [36]. Despite many models 
for protecting IT systems and networks, their ef-
fectiveness remains limited [37, 38].

To address the lack of trust in Internet use, es-
pecially for commercial purposes and online pur-
chasing, web developers must create and maintain 
robust applications that can resist external threats 
[39, 40, 41]. O’Connor observed [42]: “We found 
that half of states have no statutes addressing non-
disclosure of personally identifiable health infor-
mation generally held by public health agencies.”

A well-secured processing system should use 
advanced security tools to protect patient data. 
Various technical solutions, such as data access 
monitoring, security event and information man-
agement (SIEM) systems, tokenization, and cloud 
security gateways, add layers of security, making it 
harder for hackers to breach systems and reducing 
the impact of human error on data security [43].
Our study emphasizes the importance of public 
awareness regarding the dangerous consequences 
of careless use of information technology [44], 
such as taking sensitive data on notebooks, tablets, 
or USB drives from hospitals to work on at home, 
which violates regulations like HIPAA and those 
of most hospitals [45]. As earlier studies changed 
attitudes from irresponsible cover-ups to correc-
tive actions, we hope this study will contribute to a 
similar transformation [46].

Beyond the broader implications, it is also 
crucial to consider the impact of data breaches on 
individuals. A lack of data security affects users’ 
well-being and quality of life. Trust in the Inter-
net significantly affects public health outcomes, 
such as quality of life [47]. There is a widespread 
perception among Internet users of a global lack 
of trust in using the Internet, for instance in [48] 
the case of harmful internet use was considered. 
Research must explore the Internet’s role in qual-
ity of life (QoL).

CONCLUSIONS

The presented findings indicate considerable 
problems with confidentiality of health records. 
Information technology contributed to this prob-
lem and we call for action to develop better way 
of protecting our medial records.

The authors hope that the significance of the 
presented findings may attract the attention of 
proper Parliamentary Committee of Poland. We 
also hope that the Polish Parliament may pass laws 
for collecting data about healthcare data breaches 
similar to the US Department of Health and Hu-
man Services Office for Civil Rights, lowering the 
limit of 500 stolen records to 50 since the Polish 
population is approximately ten times lower than 
that of the USA.
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