
163

INTRODUCTION

In recent years, big data has become a key 
component of both science and business societies 
[1, 2]. Over the past few years, a variety of new 
technologies and applications have emerged, in-
cluding social networks, smartphones, and other 
smart devices. Throughout the world, billions of 
people are generating vast amounts of data ev-
ery single day thank to the widespread adoption 
of these new technologies and applications [3]. 
There has been a boom in data use in various ap-
plications as a result of technological advance-
ments such as cloud computing, IoT, and AI. 
By using data effectively, corporations and or-
ganizations are able to obtain more benefits [4]. 
As a result of the growing concern for data fair 
trading, it has become increasingly important to 
form a bridge between the generation of data and 
its use. The data stores gathered by data curators 
or agents are the primary data sources for data 
trading platforms [5]. There are several reasons 

why individual data providers struggle to pro-
vide direct data to end users. This is because 
their data volumes are commonly too small to 
meet their clients’ needs. Industrial firms have 
recently used a variety of big data trading plat-
forms, and researchers have also developed 
many trading methods [6–16]. In the majority 
of existing solutions, however, data is traded 
via centralized third-party trading platforms that 
have the disadvantages of single points of fail-
ure, opaque transactions, and uncontrollability. 
Dynamic price negotiation requirements are dif-
ficult to meet with existing data trading pricing 
models. User data may also be covertly analyzed 
and processed by dishonest data platforms. A set 
of accountability protocols have been proposed 
by [6, 7] to keep track of bookkeeping and to 
hold buyers and sellers accountable if they are 
dishonest. In these studies, the data provider 
must trust the broker (an agent who provides 
shopping services on behalf of the data provid-
er). In order for the data broker to tamper with 
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or resell the data, both the source data and the 
purchase data budget must be hosted by them.

A distributed ledger has multiple benefits, 
similar to blockchains [17], which are peer-to-
peer networks with a shared database. This is 
considered to be one of the major contributions 
of bitcoin [18]. To solve the problem of valid 
trading blocs not being added to the blockchain 
as blocks, the solution proposed by bitcoin is for 
most mining nodes to agree on a consensus to 
join. Decentralization, trust, tamper-resistance, 
anti-counterfeiting, and traceability are some of 
the main characteristics of blockchain technol-
ogy. This technology provides a wide range of 
value-enhanced applications. Many researchers 
and developers have become interested in this 
concept in the past couple of years. Besides cryp-
tocurrency, blockchain has been recognized to 
have a significant impact in other areas, especial-
ly crowdsourcing [18, 19] the Internet of Things 
[20–22, 25], supply chains [23], medicine [24], 
[25], and energy trading [15], all of which have 
rapidly been developing in recent years.

Furthermore, as blockchain technology de-
veloped, several problems were revealed. In or-
der for the blockchain system to be secure and to 
improve the usability of the applications, the de-
sign of the consensus protocol must consider the 
performance of the most popular consensus pro-
tocol [26]. Across blockchain networks, consen-
sus protocols serve as an underlying mechanism 
for reaching agreement and validating transac-
tions by allowing the networks to reach consen-
sus. Using the consensus algorithm, all partici-
pants in a network would be assured that the cur-
rent state of the blockchain is the same from one 
node to the next [26]. Each one of the consensus 
protocols has a set of strengths and weaknesses 
that make the protocol unique among the others. 
Proof of work (PoW) is one of the most popular 
consensus protocols [27]. It is a form of PoW 
that miners use to validate and secure network 
transactions by solving complex puzzles. There 
has been criticism about PoW because of its scal-
ability issues for a long time, despite its success 
in securing blockchain networks [27]. In addi-
tion to increasing the number of transactions, the 
computational power used for each transaction 
is also increasing, resulting in long processing 
times and high transaction fees as the number 
of transactions increases [28].  The authors of 
this study believe that a consensus protocol that 
considers the performance of the most popular 

protocol will improve the security and usability 
of blockchain applications. There are several ap-
proaches to achieving consensus, which can be 
combined into a hybrid protocol to ensure a suc-
cessful decision-making process. To propose an 
effective hybrid protocol, the present study in-
corporates the strengths of exiting protocols into 
the proposed one, while avoiding their weak-
nesses. Smart contracts are based on protocols 
and provide a user interface that helps the parties 
involved execute the contract more efficiently 
[21]. The notion of a “smart contract” was first 
proposed by the cryptographer Szabo in 1994 
[29]. In terms of functionality, smart contracts 
are similar to the If-Then statements, which are 
used in many software programs [30]. A smart 
contract enforces the conditions of a contract 
when a specified condition is met, i.e., when a 
preset event occurs. Because of the absence of a 
stable operating environment, these types of sys-
tems have not been used widely [30]. It is now 
possible to apply smart contracts to an increas-
ingly large number of different fields because of 
the development of blockchain technology. As a 
result of its tamper-proofness, decentralization, 
openness, and transparency, blockchain provides 
a great platform for executing smart contracts.

The proxy re-encryption relies on the con-
cept of proxy re-encryption [31], which is based 
on a public key system and is a cryptographic 
system that has the function of secure conver-
sion. Re-encryption is a process in which cipher-
text is converted by a semi-trusted proxy for the 
purpose of proxy re-encryption. For the same 
plaintext, the delegator and delegate can encrypt 
the ciphertext based on their own private keys, 
and the delegator can then use their private keys 
to decrypt and convert that ciphertext based on 
their own private keys. That way, if the proxy has 
a proxy re-encryption key, it is able to authorize 
the delegator to re-encrypt the message, and the 
proxy does not have access to the corresponding 
plaintext in the ciphertext during this conversion 
process. In addition to its widespread use in the 
cloud computing field [32, 33], digital copyright 
[34], and many other fields, proxy re-encryption 
technology is found in many disciplines. There-
fore, this study has two aims: i) to discover the 
advantages and disadvantages of the existing se-
curity big data models, and ii) to develop a secure 
model for big data using blockchain technology. 
To achieve these objectives, the design science 
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methodology is used in this study, and the fol-
lowing questions are answered:
	• What are the existing blockchain security 

models proposed for big data?
	• What is the methodology, aim, outcomes, ben-

efits, and weaknesses of the existing security 
blockchain models proposed for big data?

	• How can blockchain technology be used to se-
cure big data?

The rest of the paper is organized as follows: 
Section 2 describes the related work. Next, Section 
3 explains the methodology used. Then, Section 4 
reports the findings and discusses the results. Finally, 
Section 5 presents the conclusions of the research 
and recommendations for future work.

RELATED WORK

Since the beginning of the past decade, schol-
ars have become interested in the use of block-
chain-based data sharing models that consist of a 
variety of functions, including data storage, secure 
data sharing, and secure authority management. 
For example, the authors in [35] focused on inte-
grating big data analytics into security information 
management environments to enhance the man-
agement of information security. A detection mod-
el was developed to improve the detection and re-
sponse to threats, the response to incidents, and the 
communication and collaboration among parties. 
A limitation of the developed model is that it re-
quires a great deal of sensitive information to man-
age and process big data analytics.  A framework 
for securely sharing sensitive data was provided in 
[36] using the design science research method, 
Their framework focuses on the big data platform. 
The outputs of the framework are secure delivery, 
storage, sharing, and destruction of sensitive data, 
which are just a few of the features outlined in the 
paper. While the framework provides some levels 
of security for sharing information, it has a disad-
vantage: unauthorized parties can access or acci-
dentally disclose shared information. In [37], an 
eHealth data privacy and security model was de-
veloped to secure and protect clinical data. It was 
designed based on encryptions and attribute-based 
access controls as a way to secure and protect clini-
cal data. The developed model helps to provide 
hierarchical access to healthcare data through 
cryptographic tools to ensure a secure system. 
However, it focused on electronic health records 
only. The author in [38] focused on the 

characterization of phishing attacks using big data 
to mitigate the risk of cyberattacks by developing a 
big data framework architecture for cyberattack 
defenses. Developed frameworks were used to 
continuously process large quantities of diverse se-
curity data and ensure the continuous process of 
data analysis. Although, there are some limitations 
to this approach; for example, to extract meaning-
ful insights from large volumes of security data, a 
specialist with expertise in the field of data science 
and statistics may need to be involved. In [39], the 
researchers proposed a model that focuses on auto-
mating the triage of cybersecurity data. The model 
also automates the generation of data triage auto-
mated models based on operation traces. It reduces 
the generation costs of these models by order of 
magnitude compared to existing methods. Using 
the data triage operations of analysts and analyzing 
the patterns derived from those operations, the re-
searchers demonstrated that patterns can be gath-
ered. However, the model has not been success-
fully implemented in the real world. By creating 
proactive cybersecurity systems, the authors in 
[40] concentrated on the development of big data 
infrastructure to prevent vulnerabilities. This de-
veloped system helps identify and retrieve data 
from public sources, transform (clean) and load it, 
cluster, and visualize it, and curate it. In spite of 
these advantages, it lacks implementation and is 
limited to ad hoc changes. In [41], the authors fo-
cused on the analysis of network traffic data to de-
tect the network anomalies, by developing a detec-
tion metamodel that used metamodeling methodol-
ogy. The developed metamodel has several advan-
tages regarding scalability, flexibility, model selec-
tion capabilities, and the ability to integrate model 
structure across a range of datasets, which is more 
than adequate for extracting insights from large da-
tasets. Owing to its complexity and scalability, the 
developed metamodel does not provide the same 
flexibility and extensibility as existing metamod-
els. A study carried out by [42] examined Rivest 
Cipher4 (RC4) security on Transport Layer Secu-
rity. The researchers presented a new method for 
analyzing the security of RC4 based on the use of 
big data analysis. This method has some advan-
tages, including the ability to obtain the key distri-
bution from a large set of keys without the need of 
a computer program. However, any secure proto-
col that uses RC4 as a deterministic mechanism 
should be deprecated as soon as possible, as there 
is a lack of sufficient security margin in RC4 to 
provide adequate protection from attacks. The 
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Physical Unclonable Functions and Trusted Secu-
rity Modules. The framework helps trade private 
data and reduce the conflicts between a rise in pri-
vacy invasions and an increase in privacy loss in 
the future. Based on blockchain technology and 
deep learning techniques, [49] proposed a frame-
work for protecting data in smart power networks. 
It was found that this method outperforms previous 
methods and it can avert data poisoning and infer-
ence attacks by manipulating the original datasets. 
However, the scalability and utility of the applica-
tion have not been evaluated. The authors in [50] 
presented a unique approach to sharing data among 
smart cities, called “Privy-Sharing”, which is 
based on blockchain technology. With the pro-
posed model, smart cities can secure the integrity 
and privacy of users’ data and protect the data from 
the attacks launched by insiders and outsiders. Us-
ers would also have the right to forget about their 
personal information. However, this model has 
some limitations, most notably that peers have to 
maintain multiple ledgers places a tremendous 
strain on networks. In [51], a new blockchain-
based telehealth architecture was designed to pro-
vide secure access to data in such a way that pa-
tients’ privacy could be kept unchanged. The sys-
tem is designed so that most of common attacks on 
telemedicine systems, including impersonation, 
replay attacks, and data tampering, are mitigated. 
The only limitation of their model is the limited 
ability to store and retrieve the data. Researchers in 
[52] proposed blockchain-based hierarchical mod-
els to protect IoT data and interoperate blockchains 
in smart cities using Hyperledger Fabric and Ether-
mint technologies. The proposed model addressed 
the challenges related to data management, estab-
lished data integrity, and enabled interoperability 
among smart cities. In [53], the author proposed a 
modular Hyperledger fabric that ensures big data 
integrity is secure and verifiable. In the proposed 
framework, consensus protocols are used to vali-
date the accuracy of evidence of big data recorded 
during live HFM operations. It has not been imple-
mented in the real world. The authors in [54] of-
fered an industrial big data analytics framework to 
provide references for big data analytics that main-
tain privacy and security in the industrial sector. 
The offered framework assisted in the construction 
of an industrial big data analytics platform that pre-
serves privacy and is secure. It is the first frame-
work proposed for privacy-preserving and secure 
industrial big data analytics, but it lacks implemen-
tation. In [54], a framework for big data analytics 

researchers in [43] discussed the computational 
intelligence-based big data analysis approach for 
windows desktop users. They investigated how 
desktop users could identify malicious attacks in 
their untouched files by developing a digital threat 
detection approach based on computational intel-
ligence. To this end, the authors applied methods 
such as computational intelligence and Emeditor. 
In this approach, only simulated data is available 
on the platform based on a few protocols, firewall 
rules, and IP addresses.  A study conducted by [44] 
focused on the security of multimedia big data, de-
veloping a model containing multiple levels of in-
telligence to preserve the confidentiality of multi-
media big data with multiple levels of encryption. 
Their developed model helps optimize resource 
distribution at the system level in multiple streams 
in the system. Furthermore, experiments have 
shown that the presented schemes are capable of 
accommodating both real-time and asynchronous 
applications. The authors in [45] investigated the 
way big data can be used to create phishing pages 
based on Enron e-mail information. The study 
found that phishers and hackers are able to create 
big data security threats through big data analysis 
by understanding the behavior of email users 
through big data analysis. Consequently, big data 
brings us much joy and creates many opportunities 
for new ideas and inventions. There are a few limi-
tations with this software, for example, it does not 
cover the prevention of such big data security 
threats through email. In [46], the authors concen-
trated on the monitoring and analysis of network 
traffic to detect anomalies in network monitoring 
applications. They developed a big data analytics 
framework using off-the-shelf big data storage and 
processing engines to perform big data analytics. 
With the developed framework, users are able to 
process unstructured and structured heterogeneous 
data sources in both stream-based and batch-based 
manners. In [47], the authors developed an ecosys-
tem for blockchain access control to manage and 
protect large data sets against breaches, particular-
ly other types of data breaches. Through the use of 
blockchain technology, the developed systems pro-
vide data transparency and traceability within a 
network, which solves the challenges of access 
control presented by traditional and centralized 
methods. Its drawback, though, is that it does not 
seem to have been implemented in the real world. 
The authors in [48] developed a trusted system for 
storing, sharing, and analyzing big data with all 
participants across the whole big data world, using 
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applicable to the industrial sector was proposed in 
order to provide reference material for big data 
analytics and, at the same time, maintain privacy 
and security for industrial data. A framework was 
provided to aid in creating a data analytics plat-
form that not only can handle big data for indus-
trial purposes, but also is both secure and privacy 
preserving. Nevertheless, it is a first attempt at se-
curing and protecting industrial big data analytics. 
The authors in [55] proposed a blockchain-based 
decentralized data trading system that contains 
smart contracts for matching of data, pricing nego-
tiation, and rewards assignment during the course 
of data trading. Data users will be able to generate 
revenues from applications using the proposed 
data trading system based on the quality of the 
data. Based on blockchain technology, [56] pro-
posed a general solution for outsourcing services 
payments, which can protect against malicious 
participant cheating and ensure correct service en-
forcement. In [57], the authors discussed the con-
cept of blockchain technology, as well as some of 
the most exciting research trends in this field. Fur-
thermore, they investigated in depth how block-
chain security can be adapted to the cloud comput-
ing environment and discussed the related secure 
solutions. The authors in [58] focused on IoT data 
integrity in smart cities and attempted to find an 
effective way to ensure that the infrastructure for 
C-ITS provides both privacy and security. To this 
end, a secure framework based on a privacy-pre-
serving protocol was proposed. The proposed 
framework is able to securely communicate data 
and to protect original datasets from data poison-
ing attacks. However, it lacks evaluating scalabili-
ty and utility with different real-world datasets.The 
blockchain has been the subject of intense discus-
sion among researchers over the past ten years. 
These models offer innovative solutions to address 
data storage, secure data sharing, and authority 
management. By leveraging blockchain technolo-
gy, these models provide enhanced data integrity, 
privacy, and access control. This makes them an 
ideal choice for organizations seeking reliable and 
efficient data sharing solutions.

METHODOLOGY

The design science method is used in this 
study to achieve the research objectives stated in 
Introduction. This method emphasizes the practi-
cal importance of iteration, documentation, and 

validation of findings [59]. It is one of the most 
powerful frameworks that has ever been developed 
for exploring and evaluating innovative solutions 
to complex problems. By promoting collaboration, 
ethical considerations, and empirical evidence, the 
design science methodology ensures that innova-
tive solutions are developed efficiently and effec-
tively. It can be applied in various domains and dis-
ciplines, providing a versatile and valuable tool for 
innovation and problem-solving. The design sci-
ence method adapted to the present paper involves 
the following five stages (Figure 1): 
	• identification stage – this stage was dedicated 

to identifying the common online databases. 
This resulted in the identification of six on-
line databases: IEEE Xplore, Scopus, Web of 
Science, Springer Link, Science Direct, and 
Google Scholar; 

	• assigning search protocols stage – this stage 
assigned four search protocols: the keywords, 
the language, the type of articles, and the pe-
riod of publication. The keywords were set to 
be “Secure big data” and “Blockchain”, the 
language to be English, the type of articles to 
be journal articles and conference articles with 
a high-quality content, and finally the publica-
tion period to be 2015–2024; 

	• collecting data stage – data was collected from 
the six online databases mentioned above based 
on the search protocols identified. The search 
resulted in a total of 693 articles among which 
450 articles were extracted from Google Scholar, 
32from Science Direct, 27 from IEEE Xplore, 
140 from Springer Link, 12 from Web of Sci-
ence, and 32 from Scopus (see Figure 2);

	• filtering data stage – the 693 articles collected in 
the previous stage were filtered based on the cri-
teria adapted from [60, 61]. Those articles with 
readable results published in journals or confer-
ences with an excellent result and good literature 
were included in this study. The articles pub-
lished in books, book chapters, reports, or case 
studies were not included in this study. After 
screening and filtering the articles and removing 
the duplicated ones, 21 articles were selected for 
the purposes of this study. These 21 were mainly 
focused on the secure handling of big data with 
the use of blockchain technology (Table 1). Next 
stage will analyze the selected articles regarding 
their advantages and disadvantages;

	• analyzing data stage – this stage analyzes the 
articles identified and selected in the previous 
stage. Table 1 demonstrates that these articles 
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Figure 1. The adapted methodology [59]

focused on a wide range of sectors. Table 2 dis-
plays the comprehensive analysis of the filtered 
data. It highlights the advantages, disadvantag-
es, finding, and the used techniques/methods. 

	• Developing Stage: In this stage, a secure big 
data model was developed based on blockchain 
technology. The model involves three main pro-
cesses: dataset storage and encryption process, 
verification and consensus process, and access 
control mechanism (Figure 3). In the following, 
each process is described in detail.

Dataset storage and encryption The aim of this 
process is to store and encrypt the dataset on the 
blockchain. This process ensures that sensitive 
data is protected and accessible to authorized us-
ers only. By implementing encryption techniques, 
individuals can safeguard their information from 
unauthorized access, tampering, or disclosure. To 
store the dataset on the blockchain, it is broken 
down into smaller chunks, as shown in Figure 3. 
This is necessary to accommodate the limited stor-
age capacity of the blockchain network. Breaking 

Figure 2. Gathered data from six common online database
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down the dataset into smaller units allows for ef-
ficient and secure storage on the blockchain. Each 
chunk is then encrypted using cryptographic algo-
rithms. These algorithms are specially designed to 
encrypt data in a way that makes it unreadable to 
any unauthorized party. By encrypting the data, 
it becomes unintelligible to anyone who does 
not have the necessary decryption keys. The en-
crypted data is stored in blocks that are securely 
chained together to form a ledger. The ledger acts 
as a chronological record of all the encrypted data 
chunks added to the blockchain.

Verification and consensus

This process plays a vital role in the function-
ing of blockchain technology. Once encrypted 
data is added to the blockchain, it is verified by 

a network of nodes. These nodes are spread out 
geographically, providing redundancy and decen-
tralization. Consensus is reached among nodes 
through cryptographic algorithms, ensuring that 
the integrity of the data is maintained. Therefore, 
this process consists of five concepts:
	• verification – verification is the procedure of 

ensuring that the data added to the blockchain 
is accurate and trustworthy. It involves check-
ing the integrity of the data against predefined 
rules or algorithms. In this process, the data is 
verified to ensure that it has not been altered 
since it was originally generated; 

	• consensus – it refers to the procedure of 
reaching agreement among a network of 
nodes regarding the validity of a transaction 
or block. It involves nodes coming to a con-
sensus on the current state of the blockchain 

Table 1. Articles selected to be analyzed in this study
ID Year Ref. Focus Goal

1 2015 [35]
Integrating big data analytics into 
security information management 
environments

To enhance information security management capability

2 2015 [36] Big data boards To protect sensitive user data effectively

3 2015 [37] Electronic health information To secure and protect clinical data

4 2016 [38] Big data classification of phishing To mitigate the risk of cyberattacks

5 2016 [39] Automating the triage of cybersecurity data To reduce the generation costs of these models by orders of 
magnitude compared to existing methods

6 2016 [40] The development of big data infrastructure To avert vulnerabilities

7 2016 [41] Examining the network stream of traffic 
data

To detect anomalies in network traffic in order to detect 
network accidents

8 2016 [42] Examining RC4 security on Transport 
Layer Security

To acquire the key distribution from a large set of keys without 
a computer program

9 2016 [43] Investigation of the users of Windows 
desktops

To investigate how desktop users can identify malicious 
attacks in their untouched files

10 2016 [44] The security of multimedia big data To preserve the confidentiality of multimedia big data with 
multiple levels of encryption

11 2017 [45]
Investigating how big data can be used 
to create phishing pages based on Enron 
E-mail information

To create phishing pages using the e-mail information 
obtained from Enron

12 2017 [46] The monitoring and analysis of network 
traffic

To detect anomalies in network monitoring applications 
through monitoring the network traffic

13 2018 [47] Developing an ecosystem for blockchain 
access control

To manage and protect large data sets against breaches, 
particularly other types of data breaches

14 2018 [48] Blockchain technology and trusted 
security modules

To prevent the future loss of privacy by trading private data 
and reducing privacy invasions

15 2019 [49] Intelligent energy networks To protect data in Intelligent Energy Networks

16 2020 [50] Smart cities that preserve privacy and 
protect data To apply Privy-Sharing to sharing data among smart cities

17 2021 [51] Smart healthcare To provide secure access to data in a way that keeps patients’ 
privacy unchanged

18 2021 [58] Iot data integrity in smart cities To ensure that the infrastructure for C-ITS provides both 
privacy and security

19 2022 [52] Industrial iot To protect IoT data and interoperate blockchains

20 2023 [54] Industrial big data analytics To ensure big data integrity is secure and verifiable

21 2024 [53] Data-protected and privacy-preserving 
smart cities To protect privacy and security of smart cities
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and which transactions should be added to 
the next block; 

	• a network of nodes – it is a fundamental com-
ponent of blockchain technology. The nodes 
are distributed geographically, with each node 
holding a copy of the blockchain. The spread 
of nodes across different geographic loca-
tions adds redundancy to the network, making 
it more resilient to attacks. If one node goes 
offline or experiences technical difficulties, 
other nodes can step in and continue verifying 
and updating the blockchain. 

	• cryptographic algorithms – consensus is reached 
among nodes through cryptographic algorithms. 
These algorithms rely on mathematical prin-
ciples to ensure the integrity and authenticity 
of the blockchain. By employing cryptographic 
techniques, nodes can validate transactions and 
blocks without relying on a central authority. 

	• integrity of data – the integrity and authentic-
ity of the data stored on the blockchain are 
crucial. Through verification and consensus, 
blockchain technology ensures that data re-
mains unadulterated and tamper-proof. The 
cryptographic algorithms used by nodes verify 
the data and ensure that it has not been altered 
in any way. This protects the integrity and se-
curity of sensitive information stored within 
the blockchain.

Access control mechanism 

This mechanism ensures that data access is 
only granted to authorized individuals, depend-
ing upon their authorization level. This process 
involves two concepts:
	• managing access with smart contracts – access 

control in the secure big data model is man-
aged using smart contracts. In the context of 
access control, smart contracts are employed 
to identify and impose the rules that govern 
access to data. By using smart contracts, the 
verification process could be automated, re-
moving the demand for guide intervention. As 
a result, both time and human error decrease. 
Smart contracts are programmed to ensure that 
access is granted only to users who meet pre-
defined criteria, such as authorization level, 
role, or specific permissions. 

	• compliance with predefined rules – the se-
cure big data model ensures that access con-
trol is compliant with predefined rules. These 
rules can be defined and enforced by the 

organization responsible for managing the 
data. Smart contracts enforce these rules au-
tomatically, ensuring that access is granted or 
denied based on the predefined criteria. This 
compliance is important for guaranteeing the 
security and secrecy of the data. By imple-
menting access control using smart contracts, 
corporations can guarantee that their data is 
protected and only accessed by authorized in-
dividuals. This helps to maintain data integrity 
and relieve the risk of unauthorized access or 
data breaches.

RESULTS

This section discusses the findings of the 
study. The present research comprehensive an-
alyzed the existing studies conducted on secur-
ing big data based on blockchain technology 
and then developed a security model for big 
data using blockchain technology. The follow-
ing are the three research questions:
a)	What are the existing blockchain security 

models proposed for big data? To answer this 
question, several blockchain security models 
previously proposed for big data were identi-
fied and analyzed in this paper. The identified 
models consider the security of big data from 
different perspectives, such as access control, 
encryption, authorization, authentication, de-
tection, and prevention, as well as blockchain 
technology. 

b)	What is the methodology, aim, outcomes, ben-
efits, and weaknesses of the existing security 
blockchain models proposed for big data? To 
tackle this question, this paper thoroughly 
analyzed all the 21 identified models and dis-
covered that the existing security blockchain 
models proposed for big data have different 
outcomes, benefits, and weaknesses. A de-
tailed description of the methodology, aim, 
outcomes, benefits, and weaknesses of the ex-
isting security blockchain models is given in 
Table 2. Despite the weaknesses of most of 
the proposed models resulting from the lack 
of implementation in the real world, they have 
offered several advantages and provided many 
clues for overcoming the security challenges of 
big data. Nevertheless, blockchain technology 
has proven to be one of the best technologies 
that can be used to secure sensitive data when 
it is being transferred in the field of big data.
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Table 2. Comprehensive analysis of the filtered data

ID Year Ref. Advantages Disadvantages Findings/results Techniques/
methods

1 2015 [35]

Improving the detection 
and response to threats, 
the response to incidents, 
and the communication and 
collaboration among parties

Requiring a great deal 
of sensitive information 
to manage and process 
big data analytics

Improving security 
information management

Big data 
analysis

2 2015 [36]

Securing delivery, storage, 
sharing, and destruction of 
sensitive data, which are just a 
few of the features outlined in 
the paper

Shared information 
can be accessed by 
unauthorized people or 
accidentally disclosed.

Number of secure features 
dealing with sensitive data 
delivery, storage, sharing, 
and destruction

Proxy re-
encryption

3 2015 [37]
Ensuring that the electronic 
health records are trusted and 
reliable

Focusing on electronic 
health records only

Hierarchical access 
to healthcare data 
was provided through 
cryptographic tools to 
ensure a secure system

Access control 
and encryption

4 2016 [38]

Handling large quantities of 
diverse security data in a 
continuous manner and ensuring 
the continuous process of data 
analysis

Security data may 
require specialist 
analysis, such as data 
science and statistics, 
to extract meaningful 
insights

Big data framework 
architecture for cyberattack 
defenses

Real 
experiments 
and datasets

5 2016 [39]
Generating data triage automata 
from operation traces, greatly 
reducing production costs

Not being successfully 
implemented in the real 
world

Analyzing triage data and 
mining it to identify trends 
has been conducted by 69 
researchers

Data triage 
operations

6 2016 [40]

Helping to identify and retrieve 
data from public sources, to 
transform (clean) and load it, to 
cluster and visualize it, and to 
curate it

Lacking implementation 
and being limited to ad 
hoc changes

Ensuring the cyber-security 
of business infrastructure by 
deploying a cybersecurity 
system that plays a 
proactive role as part of a 
proactive approach

Extracting 
information 
techniques

7 2016 [41]

Facilitating the obtainment of 
insights from large datasets 
with its scalability, flexibility, and 
model selection capabilities

Not providing the 
same flexibility and 
extensibility as existing 
metamodels

An anomaly detection 
system can be leveraged by 
network administrators to 
ensure a reliable and secure 
network infrastructure.

Meta-modeling 
methodology

8 2016 [42]
Determining the key distribution 
from a large set of keys using 
the distribution of the keys

Lacking sufficient 
security margin in RC4 
to provide adequate 
protection from attacks

The security of the RC4 
algorithm was analyzed by 
analyzing large amounts of 
data

Transfer Level 
Security

9 2016 [43] Working successfully regarding 
the tasks defined

Only simulated data 
is available on the 
platform based on 
a few protocols, 
firewall rules, and IP 
addresses.

It introduced a number 
of ways in which big data 
security can be analyzed, 
including computational 
intelligence, in the context 
of Windows desktop 
environments, which is 
one way in which big data 
security can be analyzed

Computational 
intelligence 
and emeditor

10 2016 [44]
Optimizing resource distribution 
at the system level in multiple 
streams within the system

Being limited for 
multimedia big data 
security

The presented schemes 
were found capable of 
accommodating real-
time applications and 
asynchronous applications

Multiple 
intelligence 
levels in 
encryption 
control

11 2017 [45]
The use of big data to create 
a great deal of joy and support 
new possibilities.

Not covering email as 
a method of preventing 
such threats to big data 
security

The study found that 
phishers and hackers can 
create big data security 
threats through big data 
analysis by understanding 
the behavior of email users, 
through big data analysis

Dataset for 
Enron emails: 
a case study

12 2017 [46]

Developing Big-DAMA that is 
capable of both stream and 
batch processing of unstructured 
and structured heterogeneous 
data sources

Being limited for 
anomaly detection

Users were found capable 
of processing unstructured 
and structured varied data 
resources in both stream-
based and batch-based 
ways

Engines and 
storage for big 
data off the 
shelf



172

Advances in Science and Technology Research Journal 2024, 18(4), 163–176

13 2018 [47]

Providing data transparency and 
traceability within a network, 
which solves the challenges 
of access control presented 
by traditional and centralized 
methods

Not having been 
implemented in the real 
world

In contrast to conventional 
access control approaches, 
network-based access 
control results were found 
more transparent and 
traceable

Blockchain 
technology

14 2018 [48]
Facilitating the exchange of 
private data, reducing conflicts 
arising from invasions of privacy

Lacking execution in 
the real world

A significant step toward 
realizing the full potential of 
data-driven initiatives has 
been made by discovering 
how to collect and use big 
data trust-based

Physical 
unclonable 
function, 
and trusted 
security 
module

15 2019 [49]

Manipulating the original 
datasets to prevent data 
destroying and the inference 
attacks that are associated with 
them

Not evaluating the 
scalability and utility of 
the application

The method was found 
effective in outperforming 
previous methods and 
preventing data poisoning 
and inference attacks. It 
was because the method 
prevented the original 
datasets from being 
manipulated in a way that 
would allow data poisoning 
and inference attacks to 
occur

Blockchain 
technology 
and deep 
learning 
techniques

16 2020 [50]

Protecting data from external 
and internal attacks, and giving 
users the right to forget about 
their personal information

Placing a tremendous 
strain on networks as 
peers need to maintain 
multiple ledgers

It was found that “Private 
Sharing,” a blockchain-
based solution developed 
by Airbnb to share sensitive 
data with citizens, can be 
used to share data we find it 
hard to share with others

Private data 
collection

17 2021 [51]

Mitigating most common attacks 
on telemedicine systems, 
including impersonation, replay 
attacks, and data tampering

Having limited data 
storage and retrieval

By leveraging the security, 
interoperability, and privacy-
preserving features of 
blockchain technology, 
healthcare providers 
can provide secure and 
efficient telehealth services, 
benefiting both patients and 
healthcare systems

Design 
science 
approach

18 2021 [58]

Helping C-ITS participants to 
securely communicate data 
among themselves and to 
protect original datasets from 
data poisoning attacks

Lacking evaluating 
scalability and utility 
with different real-world 
datasets

A number of advantages 
were provided by the 
proposed framework both 
for blockchain- and non-
blockchain-based methods

Hyperledger 
fabric and 
ethermint

19 2022 [52]
Guaranteeing data integrity 
enabling interoperability in smart 
cities

Interoperability in smart 
cities does not allow 
communication among 
services

Providing examples of how 
a consortium blockchain can 
be established using a trust-
based model based on trust

Design 
science 
method

20 2023 [54]

Using compromise protocols to 
confirm the signing of evidence 
captured during HFM operations 
in real-time

Lacking real-world 
implementation

Proposing a model capable 
of protecting the privacy 
and security of players in 
the industrial sector from 
attacks relating to big data 
analysis

Analysis and
DSR

21 2024 [53]
Aiding with establishing a secure 
and privacy-preserving big data 
analytics platform for industry

Lacking real-world 
implementation

An industrial framework for 
big data analytics should 
not only ensure privacy and 
security, but also include 
privacy protection

Private data 
collection

c)	How can blockchain technology be used to se-
cure big data? To answer this question, the se-
cure big data model based on blockchain tech-
nology was developed in this study. It explains 
how the blockchain technology concept can 
improve the security of big data. The developed 

model involves three main processes to over-
come the security issues with the big data: da-
taset storage and encryption, verification and 
consensus, and access control mechanism. As 
a result, the data is stored and encrypted on the 
blockchain to preserve its security. It ensures 
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Figure 3. Secure big data model developed based on blockchain technology

the security of sensitive data and that only au-
thorized users can access it. A person can en-
crypt their personal data using blockchain so 
that it is protected from being accessed, tam-
pered with, or compromised by unauthorized 
individuals or groups. Whenever encrypted 
data is added to the blockchain, a network 
of nodes verifies that the data is legitimate. 
As a result of the geographical dispersion of 
these nodes, decentralization and redundancy 
are provided. Cryptographic algorithms are 
used to reach consensus among the nodes to 
ensure that the integrity of data is maintained 
throughout the network. 

Therefore, the developed secure big data 
model based on blockchain technology pro-
vides a mix of both traditional and modern 
security measures. This helps domain practi-
tioners understand the security concepts of the 
blockchain along with big data as well.  In addi-
tion, organizations can use several significant 
advantages associated with using blockchain 
technology, including data privacy, security, 
integrity, access controls, auditability, prov-
enance, and significant cost savings, as part of 

a developed model by combining it with big 
data. With the advent of blockchain technology, 
it was demonstrated that companies can securely 
manage, store, and share large amounts of infor-
mation in an immutable and decentralized way, 
which, in turn, enables them to make informed 
business decisions and comply with regulatory re-
quirements in a decentralized and immutable way.

CONCLUSIONS 

Blockchain technology has grown rapidly in 
the era of cryptocurrency and is one of the lead-
ing technologies that are aiding in ensuring that 
the data and personal information of people are 
kept secure and private in the crypto economy. As 
a general rule, when data are shared and stored 
on centralized servers, it is more likely that data 
will be tampered with and there will be problems 
concerning data authentication. Blockchain tech-
nology has the potential to help manage and store big 
data securely in the cloud and to enhance security by 
keeping out pernicious users. Accordingly, this paper 
discovered the advantages and disadvantages of the 
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existing security big data models and developed a se-
cure big data model based on blockchain technology. 
To accomplish this task, the design science approach 
was used. As described above, the developed secure 
big data model is composed of three main processes, 
each of which is responsible for securing data: data-
set storage and encryption, verification and consen-
sus, and access control mechanism. This study found 
that the developed secure big data model combines 
traditional and modern security procedures in order 
to help domain practitioners understand both big 
data and blockchain security concepts in order to al-
low them to implement both. In future research, the 
developed model could be tested in real-world envi-
ronments to verify its effectiveness and capabilities.
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