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INTRODUCTION

An analysis of the current state of knowl-
edge shows that much work has been published 
in the area of risk management information sys-
tems [1-3]. For several years, ISO/IEC has also 
been working intensively on the risk management 
process (analysis, assessment, management, risk 
monitoring and communication) [4-6]. Simulta-
neously, with the development of new standards, 
various initiatives from governmental institutions 
and non-profit organizations have emerged, re-
sulting in new methods of risk analysis and/or risk 
management [7-9]. Most of these standards and 
methods have the same goal: to actively identify 
every source of risk, threats and vulnerabilities 
of the Information System (IS) in an organiza-
tion and their impact on resources and to propose 

appropriate security controls [10-12]. Commonly 
used standards and risk analysis methods are bot-
tom-up methods [19, 20, 30]. These are methods 
that only allow for an “a posteriori” approach to 
Information Systems (IS) security [13-15]. These 
methods usually focus on well-defined steps and 
actions to be taken in order to achieve the best se-
curity level for the IS [16-18]. The added value of 
these methods and standards is based on the fact 
that they contain the basis knowledge about the 
risk and the security requirements [32-34]. The 
disadvantage of these methods is that they are: 
	• time-consuming, e.g, require the knowledge 

and skills from an auditor of linking resourc-
es with vulnerabilities, threats, etc.; the input 
data are based on audit results – checklists 
and all these links are made by the auditor 
step by step, 
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	• rigorous, have closed sets of vulnerabilities, 
threats and risks, sets of ready-made security 
or configuration settings - therefore do not al-
low changes, adaptations, extensions, etc. and 

	• final results generated by those methods, the 
templates and documents in the output are 
generally informal, most often expressed in 
natural language. 

All these disadvantages lead to the lack of 
automation at the level of reasoning, evolution, 
monitoring or information evidence related to the 
information security risk management process. 
The “a priori” approach to IS security according 
to the author, e.g., at the project level, seems to be 
much better for a significant improvement of the 
organization security and acceleration of the risk 
analysis and assessment process [22, 23]. In vari-
ous fields of science, and especially in informa-
tion technologies, formal modelling is an impor-
tant tool for studying the properties of complex 
structures, systems or algorithms [24, 25]. Often, 
only formal models exist that enable, for example, 
automatic or semi-automatic simulations or veri-
fication of the properties of very complex systems 
[49,50]. The goal of this work is to find a method 
of risk analysis and assessment, after appropriate 
modification and optimization, that can be the an-
swer to the problems that most risk analysis and 
assessment methods have to face, i.e.:
	• the fact that it is not rigorous, which means 

that it has an open knowledge base on threats, 
vulnerabilities and risks, that it is flexible, 
which means that it can be configured, devel-
oped and adapted to the variety of the require-
ments of standards and legal acts in Poland.

	• limiting the time of risk analysis and in com-
bination with security information and event 
management (SIEM) solution tool, it is pos-
sible to react to various threats to information 
systems in quasi-real time.

MODIFICATION AND OPTIMIZATION OF 
THE RISK ANALYSIS METHOD (FOMRA)

Like all computational systems, risk analysis 
systems are constantly modified or improved and 
these changes can be divided into two groups. 
The first group consists of various calculation op-
timizations, including conceptual changes to the 
algorithms used, or their optimization, or even 
the practical application of different methods 

developed for the solution of any calculation task. 
The other is to increase the functionality of the 
system by additional options or completely new 
possibilities. This article presents such a modifi-
cation and functional improvement of formalism 
(FoMRA) published previously in [35, 36].

Automatic risk scenario process

The proposed modification of FoMRA 
in this section introduces a new functional-
ity to the system, important from the point of 
view of conducting tests and simulation stud-
ies. Risk analysis simulation models should 
be developed and tested using risk knowledge 
bases applicable to the methods used in prac-
tice. These databases are fixed and static [11, 
13, 17], i.e. they cannot be modified. From the 
point of view of testing and creating research 
simulation models about the properties of risk 
analysis calculation methods, this is not a com-
fortable situation because we are dealing only 
with a specific, finite and relatively small sets 
of data. In order to become independent from 
these knowledge bases and to be able to con-
duct simulations describing other variants of 
systems, a method has been developed which 
allows for automatic generation of risk scenar-
ios. Therefore, the additional modifications of 
FoMRA1 method, which enable such automatic 
generation of scenarios will be proposed. First 
of all, the method is extended by parameters 
expressing the vulnerability environment and 
sources of threats. Secondly, the number of ar-
rays determining the risk weight has been re-
duced. The introduced changes are also aimed 
at making it possible to reduce the model based 
on abstraction at the level of resources, scenari-
os and security controls. The following two sets 
of objects that characterize the information sys-
tem have been added to the FoMRA1 method:
	 O = {oi: i = 1,…,no }	 (1)

is a set of internal and external factors affecting 
resource vulnerability,			 
	 P = {pi : i = 1,…,np }	 (2) 

is a set of threat actors (sources of threat).

In addition, any subset of O factors we will 
call the environment of the resource. For further 
consideration, it is necessary to modify the vul-
nerability of the information system as follows 
(see Eqation 11). 
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Definition 1. Vulnerability of an information 
system should be any function of the type: 
	 vul: A × 2^o → 2^V	 (3)

The modification presented in definition 1 in-
dicates that this time the vulnerability of a given 
resource to threats also depends on its environ-
ment (any subset of the set factors). 

Therefore, the definition 2, which defines the 
general risks of the system, must also be modified. 
The threat will additionally depend on its sources, 
i.e. the so-called actors – users of the system:

Definition 2. A general threat to the Informa-
tion System should be any function of the type: 

	

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

	 (4)

where the set 

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 
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𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   
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Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 is a set of all 
three forms (a, v, X) from the Cartesian product 
A×V×2P meeting the following condition:

(a,v,Y) ∈  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))  (5)

As can be seen from the above definition, the 
arguments of functions are three, where the first 
coordinate is the resource, the second is the vul-
nerability of this resource, and the third set are the 
threat factors. The values of the above function 
determine the threats to the resources from the set 
A depending on the vulnerability of the resources 
from the set V (and thus indirectly through the en-
vironment) and the threat factors T. 

In accordance with the above modifications, 
it is also necessary to change the definition of the 
risk scenario, formulated in the definition 3:

Definition 3. The general risk scenario of the 
information system will be referred to as a set of 
all the different four, where the third and fourth 
component is not an empty set, defined by the fol-
lowing relationship:

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  
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impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 
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⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 
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∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

(6)
Note that according to the above modifica-

tions, in the new model, the scenario depends on 
four parameters: resource, vulnerability, environ-
ment and threat factors.

The second modification of the FoMRA 
method consists in removing “recovery controls” 
from the formal model and algorithm, and thus 
from the calculations. It should be noted that 
the set of security controls (i.e. insurance of tan-
gible and intangible resources, outsourcing, etc.) 

assigned has been transferred to „corrective con-
trols”. This was done because during the com-
parative studies of the risk assessment methods, 
MEHARI and CRAMM with the FoMRA already 
published in [31,36,48] the inclusion of security 
controls in the „recovery controls” in the process 
of risk estimation generates weight differences 
between those methods. Such approaches makes 
this method partially reactive (the security con-
trols are planned as a reaction to possible risks, 
once they have occurred “post-factum risk”).

Considering that most methods, including 
CRAMM, OCTAVE, etc., are dedicated to active 
risk analysis (the security controls are planned as 
a response to possible risks before they occur), 
the new modified structure of the arrays (remove 
the “recovery controls” array from the FoMRA 
model, etc.) determining the risk weight values 
W s for each scenario is presented below:

	

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 	 (7)

	

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 	 (8)

	  }{  s
Ss MM ∈=  	 (9)

where: 

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 – is a set of security con-
trols reducing a potentiality. This set is assigned 
to deterrent and preventive controls [17, 21, 47],

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 – is a set of security con-
trols reducing an impact.This set is assigned to 
protective, corrective controls [17, 21, 47]. 

The above modification of the FoMRA meth-
od, called FoMRA1, has been tested on the appro-
priateness of removing “recovery controls” from 
the formal model and algorithm and its impact on 
the results of risk estimation. Table 1 with 12 sce-
narios assigned to 7 main groups of risk scenarios 
and 2 rosettes showing the results of FoMRA and 
FoMRA1 risk analysis are presented below. The 
results obtained for all scenarios presented in col-
umn 1 (Vs_FoMRA) assume the lack of imple-
mentation of security controls assigned to “recov-
ery controls” by organizations and assumes their 
full implementation as shown in column 2. The 
same approach was applied to columns 3 and 4 
(Vs_FoMRA1) but this set of security controls, 
as described above, was attached to the set of se-
curity controls assigned to “corrective controls”. 
Algorithms, formulae and arrays for calculating 
weight values for potential and impact actions 
and risks are presented in [35,36].
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As can be seen from Table 1 (Vs_FoMRA - 
column 2) and Figure 1 – (grey field) where the 
set of all security controls (i.e. insurance of tan-
gible and intangible resources, etc.) for “recov-
ery controls” are implemented, the risk value is 
acceptable for most scenarios. In some scenarios 
there are no security controls provided for “re-
covery controls” since for example in Poland it 
is impossible to insure oneself against some de-
liberate threats (e.g. undertaken by maintenance 
staff or disloyal employees). Results (column 2 
and Figure 1 – grey field) confirm that

FoMRA is a partially reactive method, which 
may present a misleading picture of the actual risk 
in the organization [26,29]. The FoMRA method 
is not an isolated case because both MEHARI 
[17] and ISRM [27,28] methods are also partially 

reactive. Contrary to that, the assignment of the 
set of protections from “recovery controls” from 
FoMRA to the “corrective controls” in new 
FoMRA1 as indicated in Table 1 (Vs_FoMRA1 
– column 4) and Figure 2 – (grey field) generated 
minimal changes for some scenarios. This is the 
effect of changes in the algorithm in FoMRA1 
used to calculate “corrective controls” where the 
security controls transferred (i.e. insurance of 
tangible and intangible resources, etc.) are part 
of the security controls supporting an existing se-
curity controls (i.e. disaster recovery site or plan, 
system and data backups, high availability, etc.) 
in “corrective controls”. Some results (reduced 
risk weight for some scenarios) in column 4 and 
Figure 2 are the result of lack of sufficient se-
curity controls (i.e. data backups, breakdown of 

Table 1. Risk estimation values by FoMRA and FoMRA1

Scenarios Vs_FoMRA
Risk Value

Vs FoMRA
Risk Value

Vs_FoMRA1
Risk Value

Vs_FOMRA1
Risk Value

01- Unavailability of the resources (Hardware) 3 2 3 3
01-1 Network equipment unavailable due to a breakdown 3 2 3 2

01-2 Multi-user equipment unavailable due to a breakdown 
(local server, printer, peripheral system, etc.) 3 2 3 3

01-3
Breakdown of an important auxiliary equipment: (air-
conditioning, etc) leading to unavailability of (host) 
system

3 2 3 3

04 - Unavailability of resources (software) 3 2 3 3

04-1 Computing system configurations erased or polluted by 
a non-operational staff member 3 2 2 2

04-1 User configurations erased by a virus 3 2 3 3
06 - Data alteration 3 2 3 3

06-1 Accidental data alteration during an emergency 
maintenance operation 3 2 3 3

07 – Data disclosure 3 2 3 2

07-1 Deliberate erroneous data input by a staff member 
usurping an authorized user‘s identity 3 2 2 2

07-2 Manipulation of data files by an unauthorized third party 
usurping an authorized user‘s authority 3 2 3 2

09 - Data distortion 3 3 3 3

09-1
Repeated copy of application data files, by an 
unauthorized third party connecting from outside to an 
open port for network remote maintenance

3 3 2 2

09-2
Repeated copy of application data files, by unauthorized 
third party connecting from outside to an open port for 
network remote maintenance

3 3 2 2

09-3 Access to system storage and copy of application data 
files, by a maintenance staff 3 3 3 3

09-4
Access to storage area networks and copy of 
application data files, initiated from a non-authorized 
server

3 3 3 3

10 - Loss of data files or documents 2 2 2 2

10-1 Massive erasure of archive data files by operational 
personnel 2 2 2 2

11 - Disaster affecting data 2 2 2 2

11-1
Massive destruction or pollution of business data files 
and backups, due to a deliberate logical operation by a 
system admin or operator

2 2 2 2
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the network equipment). The reduced risk weight 
for the exemplary scenario of 07-2 is the result 
of partial activation of the transferred security 
control (insurance of intangible resources) from 
“recovery controls”. Weighted CMs,j [37-39] for 
“corrective controls” = Min (CMs, di2=insurance 
of intangible resources; CMs, di2=data backups) 
= 4. As can be seen from Table 1 (Vs_FoMRA 
– column 4) such a state is not a common phe-
nomenon as in the case of FoMRA where the 
security controls assigned to “recovery control” 
can have a large impact on the final risk weight. 
Thanks to the modifications described above 
and the results obtained in Table 1 it can be as-
sumed that FoMRA1 is an active method such 
as CRAMM or OCTAVE. Since 2015, FoMRA1 
has been continuously and efficiently applied in 
audits of several enterprises and organizations in 
Poland of different activity profiles (GUS - Sta-
tistics Poland, Bank PKO S.A - Unicredit, Sys-
temics Poland Co. Ltd., The 4 Investment Group 
Co. Ltd.). In 2016, for the certification process 

to comply with ISO/IEC 27001 requirements, an 
additional risk treatment and Statement of Appli-
cability module was developed to enable full risk 
management of the Certum – Poland, the global 
registry services information system. Figure 3 
below shows the risk treatment module and the 
effect of the introduced changes on the final risk 
management module (Fig. 4).

Risk treatment is very important, it will enable 
to implement the security controls (measures) to 
reduce the gravity of the selected scenarios. FoM-
RA1 use an algorithm according to four ways 
(Retain, Avoid, Share, Modify) suggested by ISO 
27001 to treat unacceptable risks. In this module 
(Fig. 3) the auditor, using the “drag and drop” 
function, can again raise these questions about 
the security measures (e.g. 08F02 = 2) for which 
a negative answer (no implemented security) was 
originally given (during the audit). If an organiza-
tion wants to implement these security controls 
for a given service (e.g. 08F02 = 4), the built-in 
algorithm will recalculate the final values for all 

Figure 1. Risk estimation results for FoMRA Figure 2. Risk estimation results for FoMRA1

Figure 3. Risk treatment module Figure 4. Risk management module
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measures (the module assumes that these security 
controls are implemented and the answer to “yes” 
is changed for one or more questions) and then 
indirectly recalculates the final risk (Fig 4). The 
module can also calculate the costs of the imple-
mented security controls. The results obtained by 
FoMRA1 method are repeatable and satisfactory 
and have been accepted by the certification body 
“TUV Nord” for the information system in Poland 
of global registry services in compliance with the 
requirements of ISO/IEC 27001-2016. FoMRA1 
enables automatic generation of statement of ap-
plicability and effectiveness of the implemented 
security control documents. 

Final summary, FoMRA1 complies with the 
fundamental requirements of active methods 
and the ISO standard: ISO/IEC 27005:2018 – 
Security techniques – Information security risk 
management.

Reduction of the risk analysis model

One of the popular methods of improving the 
efficiency of calculations carried out in the com-
putational system or its formal model is to intro-
duce appropriate abstractions in the model. Such 
reductions are made by applying certain equiva-
lence relationships in the model, which combine 
many elements of the system into one represen-
tative set that can replace all its elements in the 
calculations. This is a popular technique in many 
formal modelling applications, which sometimes 
makes it possible to significantly reduce the size 
of constructed and tested models, even infinite 
models, and thus makes it possible to perform ef-
fective calculations.

The bi-argument relation defined on the Car-
tesian product A×A (which is its subset: (δ⊆A×A) 
for a given set A) we term as an equivalence rela-
tionship if it meets the following three properties:
	• maneuverability, and therefore the condition 

is fulfilled when each element of the set is in 
relation to each other, formally:

	

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 	 (10)

	• symmetricality, i.e. the relation between the 
elements of the set in one direction enforces 
the relation in the other direction: 

	

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 	 (11)

	• transitivity, i.e. it is fulfilled: 

	

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 	 (12)

In the following considerations, relations de-
fined by the equality will be used. Reductions of 
the model, and thus calculations, seem to be a 
simple task. Even a well-defined formulation of 
a condition for a given relation can be very com-
plicated and requires from the defining person a 
perfect knowledge of the system/model. How-
ever, even a very good and accurate definition of 
the relation, which provides a substantial reduc-
tion, is not a sufficient condition to achieve the 
intended goal, i.e., to reduce the number of calcu-
lations. Another problem is to indicate a suitably 
fast method, algorithm of checking whether the 
data of the state/object of the model are really in 
relation with each other. It may happen that accel-
eration of calculations for a well-chosen relation 
will not be possible to be achieved. The reason 
may be too much computational complexity of 
the algorithm of testing the fulfilment of relations 
between two objects of the model or that it has to 
make too many comparisons between successive 
pairs of objects. In the proposed next modifica-
tion of the model (FOMRA1), the resources and 
security controls have been abstracted. 

Abstraction by the resources

The first reduction by abstraction that can be 
implemented in the formal model risk analysis 
under consideration is abstraction by the system 
resources. Let us consider a set of resources A. 
Resources were assigned to vulnerabilities and 
threats.

 Definition 4. We will say that two resources 
are in a similar relationship if and only if the same 
vulnerabilities and threats correspond to them. If 
we denote the similarities of resources by σ, then 
formally we can write this condition as follows:

	

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 (13)

The above relation is defined in terms of 
equality, so it is an equivalence relation. The rea-
sons for the first two conditions for the equiva-
lence relationship are the following dependencies: 

	

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 
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 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 
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O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 (15)

The third condition, i.e. the pass-by, also applies. 
The algorithm calculating the risk weight 

with abstraction by resources consists in check-
ing whether the resources calculated consecu-
tively have the same parameters (vulnerabilities 
and threats). Calculations are performed in linear 
time, because they depend on checking the ap-
propriate conditions in the data structure. This re-
duction justifies the following modification of the 
risk weighting algorithm. When creating a calcu-
lation graph, i.e. when adding another resource, 
the condition defining the relationship of s with 
already calculated resources is checked first. If 
this is fulfilled for one of them, the values already 
counted for this case are taken into account dur-
ing the final phase of risk weight calculation.

Abstraction by security controls

It often happens in the system that the same 
security controls reducing the potentiality and im-
pact should be taken for different risk scenarios. 
It is therefore possible at the right time not to re-
calculate the parameters for the calculation graph. 
Such a relationship is a theoretical justification 
for this case and is defined below. 

Definition 5. Let ξ be the relation defined on the 
set 

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

 as follows:	

O = {oi: i = 1,…,no }        (1) 

P = {pi : i = 1,…,np }        (2) 

vul: A × 2^o → 2^V        (3) 

𝑡𝑡ℎ𝑟𝑟: 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ → 2𝑇𝑇       (4) 

 (a,v,Y) ∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  ⟺ ∃X⊆V ∃K⊆O (v ∈ X ∧ v ∈ vul(a,K))     (5) 

𝑆𝑆𝑆𝑆(𝑧𝑧) =  {(𝑎𝑎, 𝑣𝑣𝑣𝑣𝑣𝑣(𝑎𝑎, 𝐾𝐾), 𝑡𝑡ℎ𝑟𝑟(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)) ∶ 𝑎𝑎 ∈ 𝐴𝐴 ∧ 𝐾𝐾 ⊆ 𝑂𝑂 ∧ ∃𝑉𝑉⊆𝑉𝑉∃𝑌𝑌⊆𝑃𝑃(𝑎𝑎, 𝑣𝑣, 𝑌𝑌)
∈ 𝐴𝐴 × 𝑉𝑉 × 2𝑃𝑃 }  (6) 

 }{  ,
),(  :  

ts
potpot MM DPdpsDPdps =   (7) 

  }{  ,
),(  :  

as
impimp MM DIdisDIdis =  (8) 

 }{  s
Ss MM =     (9) 

where:  

•   ..., ,1  :  DPs nsdpDP ==   

•   ..., ,1  :  DIt nsdiDI ==   

∀𝑥𝑥∈𝐴𝐴𝑥𝑥𝑥𝑥𝑥𝑥       (10) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)      (11) 

∀𝑥𝑥,𝑦𝑦,𝑧𝑧∈𝐴𝐴(𝑥𝑥𝑥𝑥𝑥𝑥  𝑦𝑦𝑦𝑦𝑦𝑦 
 

⇒  𝑦𝑦𝑦𝑦𝑦𝑦)     (12) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [𝑥𝑥𝑦𝑦  (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))   (13) 

∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))   (14) 

 ∀𝑥𝑥,𝑦𝑦∈𝐴𝐴 [(𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)(𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣))) 

 (𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) =  𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥)∀𝑣𝑣∈𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡ℎ𝑟𝑟(𝑦𝑦, 𝑣𝑣) =  𝑡𝑡ℎ𝑟𝑟(𝑥𝑥, 𝑣𝑣)))]    (15) 

Definition 5. Let  be the relation defined on the set 𝐷𝐷𝐷𝐷̅̅ ̅̅ 𝐷𝐷𝐷𝐷̅̅ ̅ ( ⊆ DP̅̅ ̅̅ DI̅̅ ̅ × DP̅̅ ̅̅ DI̅̅ ̅ as follows: 

∀(𝑠𝑠1,𝑑𝑑1),(𝑠𝑠2,𝑑𝑑2)∈ DIDP
 [(𝑠𝑠1, 𝑑𝑑1)(𝑠𝑠2, 𝑑𝑑2)  𝑑𝑑1 = 𝑑𝑑2]      (16) 

(16)
The above relation is also defined in terms of 

equality, i.e., it is a relation of equivalence. When 
performing the algorithm calculating the risk 
weight, it is checked in constant time that the rel-
evant pairs consisting of the scenario and the se-
curity controls reducing the potentiality or impact 
have the same activity (effect). This reduction 
justifies the following modification of the risk 
weighting algorithm. When creating a calculation 
graph and when considering the next pair consist-
ing of scenario and action, the condition defining 
the relation x with already calculated pairs of this 
type is checked first. If it is fulfilled for one of 
them, the values already counted for this case are 
taken into account in the final phase of the risk 
weight calculation.

Situations fulfilling this condition are more 
common than in the previous case, and one can 
count on a greater acceleration of the calculations. 

As before, the discussed optimization is one of 
several proposed above and as a component of the 
full process of risk weight calculation optimiza-
tion it plays an important role. 

EXPERIMENTAL RESULTS

In order to verify the correct operation of the 
FoMRA1 model after modification and abstrac-
tion, experimental studies were carried out. Re-
sults were obtained on the basis of a specially 
written for this purpose program. 

The results show different possibilities of car-
rying out time calculations when determining the 
risk weighting for 100 scenarios within one busi-
ness process (mortgage applications) of a large 
organization in Poland (Bank PKO SA – Unicred-
it) and independently for 10 business processes 
analyzed simultaneously (mortgage applications, 
payment default, sales and marketing, intersales, 
FX transaction and liquidity management appli-
cations, etc.) with the same number of scenarios 
which justifies the possibility of generalizing the 
results. The results are presented sequentially 
using the FoMRA1 and MEHARI methods (the 
only publicly available knowledge base of the 
Mehari method, which was programmed in the 
same environment as FoMRA1). The choice of 
MEHARI as a reference method is dictated by its 
compliance with ISO/IEC 27005 guidelines and 
can be additionally programmed for comparison 
purposes. The results presented in Figures 5–10 
are related only to the calculation time of the 
risk weighting for 100 scenarios, with answers 
given to all questions. As can be seen from Fig-
ures 5–7 for one business process, better results 
of calculations were obtained for abstraction by 
security controls (Fig. 5). This result is related to 
the repeatability of security controls for a larger 
number of scenarios. The introduction of abstrac-
tion by security controls means that those security 
controls that appears as elements of various sce-
narios are included in the calculation only once. 
Calculation results are transferred (value from the 
stored cache) to the next calculation sequences 
without the need to perform recalculations for the 
same security controls.

In the case of abstraction by resources (Fig. 6), 
we obtained a longer calculation time than in the 
case of abstraction by security controls. Such re-
sult could have been expected, as the similarity of 
resources with the same risks and vulnerabilities 
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within a single business process is very small. 
Visible changes in calculations could only be ex-
pected if there were several dozen business pro-
cesses under consideration (respondents), where 
the actual similarity relations between resources 
can be repeated more often than in the case of one 
business process. The above thesis is confirmed 
in Figure 9. Taking into account the percentage 
difference in time between Figure 6 (55.75%) and 
Figure 9 (57%), a reduction in calculation time 
proportional to the number of business processes 
studied between MEHARI and FoMRA1 can be 
seen. An analogous situation occurs in the case of 
abstraction by security controls, Figure 7 (66%) 
and Figure 10 (79%), show a significant reduction 
in calculation time between MEHARI and FoM-
RA1. As described in [48], optimistically it can 
take up to several days to perform one analysis 
for one business process in a large organization. 
This depends on various factors: identification 
and classification of resources, threats and vul-
nerabilities, allocation of ownership of resources 
to the personnel of the organization, association 

of resources with threats, vulnerabilities, to gen-
erate audit questionnaires and to conduct audits. 

Most of the available methods are automated 
(Mehari, Octave, IT-Grundschutz, CRAMM, etc. 
are supported by commercial software), but re-
quire the intervention of an auditor in each of the 
above-mentioned activities. The process of cal-
culating and assessing the risk after entering the 
answers from audit questionnaires into the system 
depends on the abundance of the knowledge base 
of a given method (e.g. the number of scenarios 
assigned to a given resource, security, etc.). From 
the available literature [37,38,40] it can be con-
cluded that the methods are largely similar to each 
other, which allows to assume that the calcula-
tion time of risk weighting for the other methods 
(CRAMM, OCTAVE, IT-Grundschutz) is similar 
to the MEHARI method.

In the case of using FoMRA1, thanks to as-
sociating all risk parameters, auditor intervention 
is limited. The auditor should only introduce two 
values to the model (resource and risk) – the oth-
er actions are done automatically, until the audit 

Figure 5. Time dependence of risk weight 
calculations for modified FOMRA1 

and MEHARI with reference 
to the number of scenarios

Figure 6. Time dependence of risk weight 
calculations after modification and abstraction 
by the resources for FOMRA1 and MEHARI 

with reference to the number of scenario

Figure 7. Time dependence of risk weight 
calculations after modification and abstraction 

by security controls for FOMRA1 and MEHARI 
with reference to the number of scenario

Figure 8. Time dependence of risk weight 
calculations for modified FOMRA1 

and MEHARI with reference 
to the number of business process
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questionnaires are generated. As shown, using 
FoMRA1 shortens the time of risk analysis ex-
ecution. A further problem, that needs solving is 
shortening the time necessary for completing the 
answer form provided for staff.

In this case, an attempt was made, to adjust 
FoMRA1 for the network with agents collect-
ing data from various network nodes, operating 
systems, hardware and from other agents (in the 
form of micro service), containing information 
about completed security procedures, manage-
ment and organization activities, resulting from 
implementation of security policy for the system 
(service, outsourcing, insurance agreements etc.). 
Figure 11 shows a schematic of the infrastructure 

model, that is collecting data from the ASSECO 
Poland company systems. Risk analysis system 
is made up of three main components:
1)	System monitoring module;
2)	SIEM module, which is responsible for collect-

ing and processing data, preliminary analysis 
and contains mechanism that notifies system 
administrators about malfunctions;

3)	Risk analysis – FoMRA1.

There were services launched that are sub-
jected to monitoring in the defined model: Open-
LDAP (used as a mechanism of authentication in 
the role of a domain controller for other services 
or as a centralized authentication system that 

Figure 10. Time dependence of risk weight 
calculations after modification and abstraction 

by security controls for FOMRA1 and MEHARI 
with reference to the number of business process

Figure 9. Time dependence of risk weight 
calculations after modification and abstraction by 
the resources for FOMRA1 and MEHARI with 

reference to the number of business process

Figure 11. Diagram of the quasi-real time risk analysis infrastructure model
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serves as a replacement for /etc/passwd), Open-
VPN (user authentication using keys, certificates 
or username and password in the point to point 
connections), ClamAV (antivirus tool set).

Original services that are responsible for con-
necting with existing AC management system 
(for example LG, Hitachi), SSH service, Fail2ban 
as a framework that works as a security controls 
against brute-force attacks (scanning security 
logs and automatically updating firewall rules) 
and other services that are critical to system secu-
rity are listed in Table 2.

Zabbix-agent [39-41] is responsible for 
monitoring parameters of the launched services. 
Configuration of the services is also protected by 
auditing services and tools that are responsible 
for monitoring the integrity of files and their 
permissions – AIDE [42-44], which assumes the 
role of IDS. Communication with SIEM system 
takes place using Zabbix-agent. Zabbix-agent 
has been extended using shell scripts, that are 
being launched on demand at defined time inter-
vals (using Zabbix server). To monitor services 
defined by the administrator, integration with 
systemd has been provided (systemd unit), to 
ensure that service basic parameters can be read 
(start/stop, enabled/disabled) – parameter type: 
e.g., „Zabbix agent.”

Zabbix-agent is responsible for monitoring 
parameters of IT systems:
	• Servers – available disk space, memory usage, 

system load.
	• Workstations – antivirus status, installed secu-

rity updates status.
	• Network devices – response time, current load 

of the device, etc.

Zabbix-agent is also responsible for respond-
ing to these events in the shortest possible time.
Communication between Zabbix server (SIEM) 
and the system that is being currently monitored 
takes place using Zabbix-proxy, which allows to 
combine multiple network segments and systems 
that are currently operational in these networks 
(network devices, hosts and services). SIEM 

mechanism is implemented using launched Zab-
bix server. Zabbix server contains: REST API 
[45], HTTP management, Zabbix trapper [46]. 
REST API allows integration between Zabbix 
and existing systems that are currently opera-
tional in the organization. HTTP Management is 
a part of Zabbix and allows its configuration. It 
provides a convenient way of managing systems 
that are being monitored and managing applica-
tions (schematics that are defining the range of the 
monitored parameters). Zabbix trapper allows to 
send data about events using the autonomous pro-
cessing agents by the Zabbix server. In the built 
model it is being given the handlers role allowing 
receiving data from the defined agents, which in 
this case allows convenient integration with the 
existing agent system. Data collected via the pas-
sive check mechanism (Simple check, Zabbix 
agent and data collected by the Zabbix trapper 
mechanism) is playing the test role – simplified 
collection of the elements that are describing real 
system features that are being monitored. Later 
they can be assigned to questions in the form. A 
list of the elements (for which time measures were 
taken) is shown in the Table 2. An example agent 
system is the Records Service (Fig. 12) which al-
lows interaction between the user and the system 
that provides the information containing reports 
from completed security procedures, security ser-
vices, and management actions related to the IS.

The logic of the registration system agent 
uses the system library which allows to use de-
fined handlers (trappers). In the case of param-
eter extraction (for example getting a specific 
answer related to the information about reports 
from completed security procedures), a value is 
sent by API (or the Zabbix-sender) to the Zabbix 
server, where it is assigned to the questions in the 
forms. Data, which is collected and maintained 
by the Zabbix system, is stored in the external, 
relational database where it is subjected to anal-
ysis (trend, history). Modules that are used for 
risk analysis (Table 3) contain the Data selector, 
which provides communication with the Zabbix 
server using shared API.

Table 2. Examples of selected criteria assigned to risk scenarios
Criterion Type Reading frequency [s] Service

net.tcp.service[ldap] Simple check 60/45/30 OpenLDAP
net.udp.listen[1194] Zabbix agent 60/45/30 OpenVPN
systemd.unit.is-active[firewalld.service] Zabbix agent 60/45/30 Firewalld
proc.num[clamd] Zabbix agent 60/45/30 ClamAV
systemd.unit.is-active[rsyslog.service] Zabbix agent 60/45/30 Rsyslog
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Parameter values required to complete analy-
sis (itemd, clock, value, ns) are serialized and 
forwarded to the module responsible for creating 
criteria (Data adapter). Below is an example of col-
lected data from the Zabbix server using the API:

{‘itemid’: ‘28409’, ‘clock’: ‘1531523669’, 
‘value’: ‘1’, ‘ns’: ‘854693995’}

At this stage, analysis module uses defined 
schematics that are prepared by the auditor who 
uses criteria choice (Table 4) and correlates 
them with questions included in the FoMRA1 
scenarios.

The process of risk analysis takes place in a 
loop in a quasi-real time. Therefore, monitored 

parameters are updated frequently by the Zab-
bix server at defined time intervals, which could 
directly affect the analysis. Results are presented 
in various forms (diagrams, descriptions, times) 
that are presented in real time by the result pre-
senting module. Analysis results are shown below 
(for the random actions of stopping and restart-
ing services, done periodically depending on the 
defined parameter sampling times using Table 2): 
Table 5 shows a correlation between execution of 
real action and time when this action was noticed 
by the SIEM mechanism. For example: Open-
LDAP service launched on the serv-001 server 
has been shut down at 01:01:00 and this event has 
been registered by SIEM at 01:01:17, therefore 
time to react by the risk analysis system equals 17 
seconds (this is the time that has passed since the 
event of shut down of the service, to the param-
eter value update by SIEM system).

Results of an event taking place and SIEM 
update of the event are shown in Table 6 (for four 
servers with five services installed). As shown in 
Table 6, there are four servers that provide exact-
ly the same services. The time, between an event 
and SIEM update, has been analysed for every 
service. As shown, time for the event detection 
for most services (start-stop) is close to zero. 

Based on these data, a statement can be made, 
that decentralization of the servers has a signifi-
cant impact on event detection in quasi-real time. 
Considering additional results, from completed 
procedures, reports and security policies and cor-
relating them with system events, we can obtain 
complete information about valid or invalid op-
erations of the IS.

 Figures (13-15) show that we can see the risk 
factor changing depending on event and procedure 
completions. As shown on the first rosette (Fig. 
13), risk level is acceptable after the implementa-
tion of the procedures and starting the services. 

Figure 12. An example of user interface 
used to define security insurance status

Table 3. Example source code of a function that retrieves criteria values from the serv-001
zapi = ZabbixAPI(url='http://localhost:2080/', user='Admin', password='zabbix') 

df = pd.read_csv("audyt.csv") 
host = 'service-001' 
for i in range(len(df)): 
 zabbix_key = df['zabbix_key'].values[i] 
 if zabbix_key and (zabbix_key == 'yes' or zabbix_key == 'no'): 
 df['zabbix_lastvalue'].values[i] = zabbix_key  
 else: 
 if zabbix_key: 
 zabbix_values = get_key_values(zapi, host, zabbix_key) 
 df['zabbix_lastvalue'].values[i] = zabbix_values.get('lastvalue') 
 print(zabbix_values.get('itemid')) 
df.to_csv('out.csv', encoding='utf-8', index=False)
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Table 4. A set of criteria used in the automatic risk analysis process
#system (monitoring service) 
net.udp.listen[1194] 
net.tcp.service[ldap] 
net.tcp.service[ssh] 
agent.ping 
proc.num[clamd] 
proc.num[fail2ban-server] 
systemd.unit.is-active[auditd.service] 
systemd.unit.is-active[firewalld.service] 
systemd.unit.is-active[rsyslogd.service] 
systemd.unit.is-active[storage-management.service] 
systemd.unit.is-active[cryptsetup.service] 
systemd.unit.is-active[ac.service]

#Organization (trapper) 
anomaly.detection.procedures
service.procedures
storage.procedures
backups.procedures
incident.response.procedures
administrative.law.and.politics.procedures
recovery.procedures
malware.procedures
equipment.maintenance.contract.procedures
insurance.procedures

#integration (trapper) 
application.status.aide 
application.status.ac 
application.status.backup 
application.status.storage-management 
application.status.auditd 
application.status.rsnapshot

Table 5. Reaction time to the status service changes (on/off service)
The actual action performed (on/off -services) SIEM value reading

Serv-001

Service Data Timestamp Stop/Start 0 – Stop
1 – Start Data Timestamp Reaction 

time
OpenLDAP: 07/28/18 01:01:00 Stop 0 2018-07-28 01:01:17 00:00:17
OpenLDA: 07/28/18 01:02:45 Start 1 2018-07-28 01:03:17 00:00:32
OpenVPN: 07/28/18 01:05:47 Stop 0 2018-07-28 01:06:22 00:00:35
OpenVPN: 07/28/18 01:06:30 Start 1 2018-07-28 01:07:52 00:01:22
ClamAV: 07/28/18 01:07:21 Stop 0 2018-07-28 01:08:20 00:00:59
ClamAV: 07/28/18 01:09:14 Start 1 2018-07-28 01:09:50 00:00:36
firewalld: 07/28/18 01:10:23 Stop 0 2018-07-28 01:10:43 00:00:20
firewalld: 07/28/18 01:12:02 Start 1 2018-07-28 01:12:13 00:00:11

Figure 13. Risk assessment weight with 
implemented and including 5 started services

Figure 14. Risk assessment weight with 
implemented procedures and 5 stopped services

Figure 15. Risk assessment weight with 5 started services and without procedures
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Table 6. Reaction time to the status service changes (on/off service) in dispersed architecture
SVR 01

Monitor reading in real time The real time system event
0 - stop
1 - start Data Time Ns Service data Time start/ 

stop
Time 

difference
0 23.10.2018 00:01:17 0.376786094 slapd: 10/23/18 00:01:01 stop 00:00:16
1 23.10.2018 00:02:17 0.753597012 slapd: 10/23/18 00:02:03 start 00:00:14
0 23.10.2018 00:03:22 0.378834303 openvpn@server: 10/23/18 00:03:05 stop 00:00:17
1 23.10.2018 00:04:22 0.504978168 openvpn@server: 10/23/18 00:04:06 start 00:00:16
0 23.10.2018 00:05:20 0.902057511 clamd: 10/23/18 00:05:07 stop 00:00:13
1 23.10.2018 00:06:20 0.335244672 clamd: 10/23/18 00:06:07 start 00:00:13
0 23.10.2018 00:07:13 0.705973697 firewalld: 10/23/18 00:07:08 stop 00:00:05
1 23.10.2018 00:08:13 0.132257813 firewalld: 10/23/18 00:08:08 start 00:00:05
0 23.10.2018 00:09:15 0.532597249 rsyslog: 10/23/18 00:09:08 stop 00:00:07
1 23.10.2018 00:10:15 0.929308531 rsyslog: 10/23/18 00:10:08 start 00:00:07

SVR 02
Monitor reading in real time The real time system event

0 – stop
1 - start Data Time Ns Service data Time start/ 

stop
Time 

difference
0 23.10.2018 00:01:28 0.471125 slapd: 10/23/18 00:01:01 stop 00:00:27
1 23.10.2018 00:02:28 0.887063048 slapd: 10/23/18 00:02:03 start 00:00:25
0 23.10.2018 00:03:26 0.007033749 openvpn@server: 10/23/18 00:03:05 stop 00:00:21
1 23.10.2018 00:04:26 0.52978571 openvpn@server: 10/23/18 00:04:06 start 00:00:20
0 23.10.2018 00:05:27 0.969126884 clamd: 10/23/18 00:05:08 stop 00:00:19
1 23.10.2018 00:06:27 0.424735015 clamd: 10/23/18 00:06:08 start 00:00:19
0 23.10.2018 00:07:14 0.7300522 firewalld: 10/23/18 00:07:08 stop 00:00:06
1 23.10.2018 00:08:14 0.13149157 firewalld: 10/23/18 00:08:09 start 00:00:05
0 23.10.2018 00:09:15 0.531309126 rsyslog: 10/23/18 00:09:09 stop 00:00:06
1 23.10.2018 00:10:15 0.930057567 rsyslog: 10/23/18 00:10:09 start 00:00:06

SVR 03
Monitor reading in real time The real time system event

0 – stop
1 - start Data Time Ns Service Data Time start/ 

stop
Time 

difference
0 23.10.2018 00:01:24 0.451179133 slapd: 10/23/18 00:01:01 stop 00:00:23
1 23.10.2018 00:02:24 0.847699727 slapd: 10/23/18 00:02:03 start 00:00:21
0 23.10.2018 00:03:22 0.379944833 openvpn@server: 10/23/18 00:03:05 stop 00:00:17
1 23.10.2018 00:04:22 0.506155911 openvpn@server: 10/23/18 00:04:05 start 00:00:17
0 23.10.2018 00:05:23 0.948696302 clamd: 10/23/18 00:05:07 stop 00:00:16
1 23.10.2018 00:06:23 0.40846815 clamd: 10/23/18 00:06:07 start 00:00:16
0 23.10.2018 00:07:20 0.765989308 firewalld: 10/23/18 00:07:08 stop 00:00:12
1 23.10.2018 00:08:20 0.171053139 firewalld: 10/23/18 00:08:08 start 00:00:12
0 23.10.2018 00:09:21 0.578181011 rsyslog: 10/23/18 00:09:08 stop 00:00:13
1 23.10.2018 00:10:21 0.965743759 rsyslog: 10/23/18 00:10:08 start 00:00:13

SVR 04
Monitor reading in real time The real time system event

0 – stop
1 - start Data Time Ns Service Data Time start/ 

stop
Time 

difference
0 23.10.2018 00:01:02 0.094734848 slapd: 10/23/18 00:01:01 stop 00:00:01
1 23.10.2018 00:02:32 0.886024345 slapd: 10/23/18 00:02:03 start 00:00:29
0 23.10.2018 00:03:30 0.056353826 openvpn@server: 10/23/18 00:03:05 stop 00:00:25
1 23.10.2018 00:04:30 0.57513603 openvpn@server: 10/23/18 00:04:05 start 00:00:25
0 23.10.2018 00:05:31 0.993219933 clamd: 10/23/18 00:05:07 stop 00:00:24
1 23.10.2018 00:06:31 0.430883448 clamd: 10/23/18 00:06:07 start 00:00:24
0 23.10.2018 00:07:08 0.691340145 firewalld: 10/23/18 00:07:08 stop 00:00:00
1 23.10.2018 00:08:38 0.289562079 firewalld: 10/23/18 00:08:08 start 00:00:04
0 23.10.2018 00:09:09 0.488830697 rsyslog: 10/23/18 00:09:08 stop 00:00:01
1 23.10.2018 00:10:09 0.887307452 rsyslog: 10/23/18 00:10:08 start 00:00:01
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The second rosette (Fig. 14) represents the risk 
level, which is critical for one scenario when the 
services are stopped. The third rosette (Fig. 15) 
represents the level of risk for most scenarios, 
when all procedures are not implemented and all 
services are started. Example of the shown archi-
tecture (Fig. 11) and the obtained results (Table 5 
and Table 6 and Figs. (13-15)), which are only a 
part of the system information (12 risk scenarios 
and 5 services) tells us that the idea of speeding 
up risk analysis process is right. When configur-
ing such working agents, the FoMRA1 method 
could serve as an IS security monitoring method, 
providing information in a very short time about 
all risks for the IS security. The obtained results 
both, qualitatively and quantitatively are identical 
as in the case of FoMRA1 version, without auto-
matic downloading of data to the questionnaire. 
In this way, the response time to the emerging 
threat is much shorter (the average time of col-
lecting answers to the questionnaire entered in 
manual mode takes several hours).

CONCLUSIONS

The proposed modifications of the formal risk 
analysis method and assessment clearly show that 
it is possible to implement new features to FoM-
RA, which are important from the auditor’s point 
of view, and allow automation of the risk analysis 
and assessment process. This solution is unique 
today, as none of the current methods together 
with the supporting tools are characterized by 
automation of the processes, limiting themselves 
only to manual control.

As a result of modification and abstraction 
by resources and security controls, the calcula-
tion time was significantly shortened. Introduced 
modifications and abstraction are a good starting 
point for monitoring the security status of the IS 
(shortening the calculation time by one second is 
very important for the security of the IS). Addi-
tionally, by using properly configured agents, the 
modified FoMRA1 gives the auditors information 
about any security threats to the organization’s in-
formation system in quasi-real time.

A further study will focus on comparing as 
many methods as possible for speed of risk as-
sessment and estimation. This will include moni-
toring a larger number of risk scenarios and most 
importantly, the automated risk treatment using 
deep agent learning.
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