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INTRODUCTION 

A decade has passed since the name “Industry 
4.0” was first used at the Hannover Fair. This idea 
of widespread digitization starting around 2017 
is considered one of the most critical technology 
trends [1]. Inherent in this idea is the technology 
of digital twins (DT).

When talking about digital twins and digital 
factories, we mean multi-layer simulation mod-
els consisting not only of the implementation of 
mathematical models of physical components 
such as e.g. drives, sensors, tools, structural ele-
ments or control devices but also of the impact 
of the environment by simulating various types 
of disturbances resulting both from the modelled 
technology and from emergency situations, Wagg 
et al. [2]. Nowadays, one can find single devices 

as well as entire production lines in the form of 
a digital twin Kutin et al. [3]. Using the virtual 
and augmented reality benefits in the visualisa-
tion layer already at the design stage makes it 
possible to conduct initial operator training based 
on a twin digital simulation model. 

Nevertheless, the history of twin projects is 
long. The breakthrough was the construction of 
a twin capsule for the Apollo 13 program used 
for crew training. At a critical moment, it accel-
erated efforts to save astronauts’ lives through 
operational testing of a physical model possessed 
by NASA. Of course, it was not a digital twin 
in today’s sense, but its effectiveness cannot be 
denied. Digital twin projects are interdisciplin-
ary projects that go far beyond IT. The technolo-
gies used to produce DTs depend primarily on 
their subsequent usage. Increasingly, DT is being 
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integrated with the physical world in addition to 
fulfilling its native functionality to create an envi-
ronment for semi-physical simulation [4].

The native functionality of DT is the real-time 
acquisition and analysis of data collected from a 
process and feeding mathematical models with 
this data. The massive amount of data collected 
forces the use of Big Data technologies for its 
analysis, Figueres et al. [5].

The years 2017 and 2018 proved ground-
breaking in the transition from DT considerations 
at the theoretical and laboratory research level 
to implementation in real processes. Research-
ers Maulshree et al. [6] analyzed 13 different 
industries in which DT implementation will af-
fect progress. The industries analyzed include 
manufacturing, agriculture, education, medicine, 
retail and others. The application of virtual and 
augmented reality tools in DT design offers many 
possibilities. It allows a new approach to control-
ling industrial equipment and making measure-
ments in a modified image of the world, for ex-
ample, distance measurement for positioning an 
object in space, Lalik, Flaga [7] or automation of 
vision-based quality control – Oborski, Wysocki 
[8], Gaska et al. [9]. DT technology provides new 
opportunities in the field of robot programming; 
the concept of hybrid robot programming was 
presented by Kuts et al. [10]. It is impossible to 
see the progression in the industrial application 
of collaborative robots. It poses new challenges 
for DT developers. The classic robot, most often 
enclosed behind an enclosure and separated from 
humans, is a relatively simple object to model. A 
cobot has direct contact with a human, making it 
challenging to incorporate it into a DT structure. 
The conditions that should be met for the intro-
duction of DT collaborative robots for adaptation 
cobots for the process were presented by Pizon 
et al. [11]. Every production line requires inter-
process transport equipment for its operation. 
Warehouse handling should also not be forgot-
ten. Automated Guided Vehicle (AGV) robots are 
playing an increasingly important role in these ar-
eas, and by using DT, their working environment 
can be optimized, Staczek et al. [12].

Implementing Industry 4.0 ideas using DT 
technology has great potential to improve the 
production process efficiency, maintenance and 
product quality. It is important to remember that 
a genuine factory uses many resources in the pro-
duction process: manually controlled machines, 
machines with built-in automation, semi-finished 

products with repetitive control required, people, 
and process procedures. The fully implemented 
DT is a conglomeration of all resource models 
and communication mechanisms. The communi-
cation mechanisms in systems with DT are rela-
tively complex. It is due to the need to exchange 
information between models and their real-world 
counterparts. DTs in real manufacturing process-
es should perform calculations according to com-
putational models that are as accurate and verified 
as possible. Building a full-fledged DT is costly 
and time-consuming, as presented by Georgako-
poulos, Bamunuarachchi [13] using an example 
from the food industry.

The high costs of implementing Industry 4.0 
with DT are reasonably quickly discounted in 
large corporations or government agencies. Small 
and medium-sized businesses can rarely afford 
such costs. It has been recognised, and Yasin et 
al. [14] have provided a roadmap for implement-
ing DT in small and medium-sized businesses. 
Building and implementing DT are the costs of 
developing infrastructure to enable real-time data 
acquisition, hardware and specialised software. 
To a large extent, these are also the costs of highly 
qualified personnel. The range of tools used for 
creating digital twins is wide, and it is not easy 
to compare them. Usually, manufacturers of 3D 
design tools add new functionalities to integrate 
the model with simulation and control modules, 
etc. – here, an example is the Mechatronics Con-
cept Designer Module of the NX System, Herbus 
et al. [15], Febronio et al. [16].

Small and medium-sized businesses, for the 
most part, have not yet implemented the para-
digms of Industry 4.0, and the European commis-
sion’s report “Industry 5.0 Towards a sustainable, 
human-centric and resilient European industry” 
(Pizon, Gola [17]) has adopted the paradigms of 
the Industry 5.0 idea. Such rapid industrialisation 
progress brings a high demand for specialised 
education.

Now, at the lowest level of machine control, 
there are digital, programmable control devices in 
the form of PLCs or dedicated embedded systems. 
PLCs are predominant in industrial practice. It is 
the reason why there is a high demand for educa-
tion towards learning PLC programming. Effec-
tive learning to program PLCs requires access to 
the object or its simulator. Therefore, the prob-
lem of simulation has long been addressed. It is 
not uncommon that, in addition to using a model 
of a machine, a production line as a simulated 
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PLC-controlled object, attempts are made to gen-
erate source code that is later implemented into 
the PLC, e.g. Thapa et al. [18]. An exciting ex-
ample of conveyor simulation using the Siemens 
Tecnomatix Process Simulator tool was presented 
by Ruzarovsky et al. [19].

There are several commercial solutions for 
simulating a control object and linking the simu-
lation to the PLC. These include Factory i/o – 
Riera, Viqario [20], Famic Automation Studio, 
among others. There are also limited possibili-
ties to build object operation sequences with 
simulators provided by controller manufactur-
ers, e.g. Siemens PLCsim. Most object simula-
tion tools work as a desktop application com-
municating with the PLC or its simulator via the 
chosen communication protocol – in Siemens 
this will be ProfiNet. The authors decided to de-
sign and realise the DT project as a web applica-
tion for which the runtime environment would 
be a browser. The prototype of the first object 
became a conveyor supporting inter-operational 
transport between 4 assembly stations in the In-
dustry 4.0 Laboratory (Figure 1).

This paper aims to present the design and 
implementation of a simplified DT implemented 
as a web application. The application under con-
struction was assumed to operate in two modes. 
In mode 1, it is possible to work online with the 
devices, acquire values of process variables from 

the real object and analyse them in the context of 
the DT model. Mode 2 implements the operation 
of the simulator and makes it possible to work 
without connection to the object using the data 
collected when working in mode 1.

The realised project allows the modelling of 
interactive simple process sequences (Lalik et al. 
[21]). The process variables defined in the model 
are assigned to variables in physical or simulated 
PLCs on which the control algorithm is imple-
mented. Additionally, the realised project pro-
vides real-time visualisation of the process.

CONCEPTUAL DESIGN

The concept of functioning of the designed 
solution is characteristic of web applications. 
Three main parts can be distinguished here: cli-
ent application, server and external services (Fig-
ure 2). The user is in direct contact with the client 
application, which role is to transmit the data en-
tered by the user to the server and the appropriate 
visualisation of the received responses. It does 
not implement any logic related to the modelling 
of the automation components and devices.

Communication with the server takes 
place through the web API (Application Pro-
gramming Interface) provided by the server. 
All application logic, models of real devices, 

Fig. 1. View of four assembly stations with conveyor
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communication with the controller, DT system 
logs and user accounts are located on the serv-
er-side. Two external services were planned 
for the project: a database and a PLC. The da-
tabase was used to store a vector of process 
configuration information, including user ID, 
PLC IDs, and the created digital twin configu-
ration. It can be easily guessed that the driver 
(driver simulator) will be responsible for ex-
ecuting the control algorithm of the model cre-
ated in the application. The server also handles 
the communication between the database and 
the controller(s).

SYSTEM ARCHITECTURE

The project was divided into two parts:
• web API – a programming interface respon-

sible for handling the application logic,
• client application – interface used by the user.

The API is based on a layered architecture, 
as shown in Figure 3. This architecture ensures 
easy testing of the code and its modularity, i.e. 
the low correlation between the application and 
technologies that do not directly relate to the 
logic. It allows changing technologies if neces-
sary. The architecture proposed by Martin [22] 
was followed here. The choice of technology is 
not critical – the chosen platform is.net, ASP.
NET, and the C# language. The server uses an 
MS SQL engine for data storage. Communica-
tion with the controller was implemented based 
on the publicly available S7.NET library. At 
this stage, it was assumed that the designed DT 
would be able to cooperate with the controllers 
from the Siemens S7 family. To build a client 
application Typescript language with React 
library was used. Applications communicate 
with each other by cyclic, simulating the pas-
sage of time in the application and execution 
of HTTP queries by the client.

Fig. 3. Layered API structure

Fig. 2. Application fl owchart
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DOMAIN LAYER

The code at the heart of the application is 
called the domain layer. References to it occur 
throughout the application. The most important 
logic of the developed software is implemented 
here – modelling of selected automation elements 
and devices takes place here. In the case of the 
presented demonstrator, algorithms connected 
with moving virtual pallets on virtual conveyors 
and generating signals by virtual sensors are re-
alised here.

The domain layer also contains abstractions 
of data sources – repositories. They define what 
data is to be provided by the sources without their 
detailed implementation. The used architecture 
is, therefore, domain-centric. Languages that 
support the object-oriented programming para-
digm are well suited for modelling automation 
components and systems. The domain layer uses 
the concept of Domain-Driven Design, discussed 
by Evans, Evans in [23]. According to it, objects 
should implement logic characteristic of their 
physical counterparts. As simple wrappers for 
data, entities in the anaemic domain model should 
be avoided. The logic is implemented through 
mutations of domain objects due to executing the 
methods they provide.

An essential feature of the central layer is its 
independence – lack of connections with other 
layers results in complete separation of the do-
main rules from implementation details related to 
frameworks or libraries. As a result, the created 
models can be used in other applications. It also 
guarantees a high level of code testability.

APPLICATION LAYER

The layer surrounding the domain is called 
the application layer. Its principal function is do-
main orchestration – all application use cases are 
implemented here. This layer has data validation 
functionality and uses repository abstractions to 
retrieve relevant data and organise its flow. The 
domain and application layers are sometimes pre-
sented as a single core layer, defining how the de-
veloped software works.

The application layer is often created as a 
set of application services that handle use cases 
involving the same objects. The disadvantage of 
application services is the tendency to build ex-
tensive classes – the so-called eight-thousanders. 

Extensive classes are a problem both for build-
ing and executing their tests and reading the 
source code. They violate the principle of single 
responsibility.

In order to avoid these drawbacks, it was 
decided to use the mediator design pattern – it 
provides a loose connection between objects that 
interact with each other. Objects do not refer to 
each other directly; the communication takes 
place through the mediator object. A detailed de-
scription of this pattern was presented by Gamma 
et al. in their book [24] and Huda et al. [25]. In 
the case of the project, each of the occurring use 
cases was implemented in a separate class, whose 
methods are called precisely through the media-
tor. These classes were created according to the 
concept of Command Query Separation (Bruel 
[26]) – individual actions modify the system state 
(commands) or return values (queries). They nev-
er perform both actions simultaneously.

INFRASTRUCTURE LAYER

This layer acts as a link between the applica-
tion and all the external services: it implements 
repositories, ensures communication with the 
drivers and defines the database model. Only this 
layer directly refers to technologies used for data 
access. This approach guarantees that the devel-
oped software is component-based – in case of 
necessity to change the used technologies, modi-
fications should be made only in this layer.

The fundamental concept of the infrastruc-
ture layer is repositories, which are responsible 
for acquiring or storing data in external services. 
Libraries enabling object-relational mapping are 
usually used here. The application layer oper-
ates on abstractions contained in the domain, and 
therefore it is not connected to the infrastructure 
in any way. It guarantees the independence of the 
application from specific external services, such 
as databases or libraries providing communica-
tion with drivers. Any data source can be used if 
an appropriate adapter is created to provide all the 
behaviours required by the abstraction.

PRESENTATION LAYER

The external layer through which the server 
is accessed is called the presentation layer. Its 
role can be filled by window applications, mobile 
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applications or, as in the case of the presented 
project, by the Web Application Programming 
Interface (Web API). API is responsible for han-
dling HTTP requests, which are directed to the 
appropriate paths provided by it. They correspond 
to particular use cases of the application. The re-
quest is received in controllers, which results in 
the execution of the corresponding method. In 
these methods, a mediator is called, which re-
directs the requests deeper into the application 
without creating unnecessary links between ob-
jects in separate layers.

Speaking about the presentation, we should 
also mention the fl exibility of the project. Sup-
pose a need arose to change the type of applica-
tion being created, for example, because of limi-
tations related to the HTTP protocol. In that case, 
this particular layer should be replaced with one 
that would allow meeting business needs.

CLIENT APPLICATION

The element with which the user interacts di-
rectly in the client application running in a web 
browser. It cooperates with the web API by mak-
ing HTTP requests. Through such queries, the cli-
ent can, among other things, perform CRUD op-
erations (Create, Read, Update, Delete) to model 
the automation system.

The application executes a regular (every 
500 ms) HTTP request that simulates the elapsing 
of time. As a result of receiving this type of re-
quest, the server reads the state of the controller’s 
outputs, makes appropriate changes to the state of 
the devices based on those outputs, then performs 
logic specifi c to them (e.g., Pallet Move), and 

then overwrites the state of the corresponding in-
puts to the controller. The response from this type 
of query is a set of data about the objects modifi ed 
in the query. A detailed fl ow of data through the 
application is shown in Figure 4.

When creating the application, the focus was 
not only on providing support for all functional-
ities provided by the web API. The intuitive de-
sign is also of great importance, as it allows to 
start working with the application immediately 
after its launch.

EXPERIMENT

The experiment environment was a computer 
with a 4-core and 8-thread Intel Core i5 proces-
sor clocked at 1.60-3.90 GHz, 6 MB cache. The 
computer had 16 GB ram and Windows 10 Pro 
version 1903 installed. A Node.js and.net runtime 
environment was installed on the computer, run-
ning the client application and API. The database 
was run in a docker container (Nickoloff , Kuenzli 
[27]), while two instances of PLCSim software 
were used as the PLC, with which the connec-
tion was obtained using the open-source software 
NetToPlcSim.

As a test, a layout shown in Figure 5 was 
built in the application. The system consists of 
three conveyors – the fi rst one (1) is activated by 
a button on the HMI. The second conveyor (2) 
starts when a pallet runs over a sensor (3). Sensor 
(4) switches off  the conveyor (1), and sensor (5) 
switches on the conveyor (6). Sensor (7) switches 
off  the conveyors (2) and (6). The conveyor (1) 
and sensor (2) were connected to the fi rst instance 
of the PLC simulator, while the other components 

Fig. 4. Data fl ow diagram



Advances in Science and Technology Research Journal 2022, 16(5), 110–119

116

were connected to the second instance. For the 
purpose of the experiment, we take the size of one 
fi eld on a board as 0.5 m.

The experiment was to test the system’s per-
formance for diff erent time intervals between 
HTTP requests. The time intervals chosen were 
1, 0.5, 0.35, 0.2 and 0.1 seconds. The time it takes 
for the server to process the request and the dura-
tion of the entire request was measured. The time 
measurement results for several subsequent que-
ries corresponding to the algorithm’s execution 
are presented in Figure 6.

It was observed that the time of the HTTP data 
transfer itself was negligibly short and relatively 
constant compared to the query processing time 
(20ms maximum). Therefore the server process-
ing times were used to perform the analysis. The 
experiment shows that an interval of one second 

can be taken as optimal for the correct operation 
of the application. The response from the API al-
ways occurs before the following query is execut-
ed (average query duration – about 750 ms). The 
application runs slowly but without any failures. 
Two times the shorter interval between queries 
results in slightly longer handling of the requests 
and their overlapping. Because answers to que-
ries come in the order they are sent – from the 
user’s perspective, the application continues to 
work correctly. It is the recommended way to run 
the application.

With the interval of 0.35 seconds, queries are 
sometimes processed even twice as long, and it also 
happens that the answers arrive in a diff erent order 
than the queries were sent. Even shorter intervals, 
such as 0.2s or the interval considered by the au-
thors to be the target interval, which is 0.1s, results 

Fig. 6. Processing times for diff erent time intervals between requests

Fig. 5. Test system confi guration: 1, 2, 6: virtual conveyors; 3, 4, 5, 7: virtual pallets sensors
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in a drastic increase in processing time, and its high 
variability, so the order of responses received by the 
client is almost random. In both cases, this makes it 
impossible to use the application properly.

The experiment gives an overview of what 
the maximum speed of the simulated conveyor 
can be – taking the period of 500 ms as correct, 
and the maximum speed of the conveyor belt 
(transport by one field per query), the speed of 
two fields per second is obtained. The field size 
should be adopted considering the geometry of the 
simulated system. Primarily the distance through 
which the pallets are transported and the distance 
between the sensors. For the prepared system, we 
obtain a maximum conveyor belt speed of 1 m/s.

DISCUSSION

The performed experiment was crucial for 
recognizing the application’s capabilities and 
taking a direction for its further development – 
thanks to the experiment; it was possible to es-
timate the class of problems for which the use 
of the application will be possible. It shows that 
the application is suitable at the moment only for 
slow-changing processes, due to query process-
ing time. An example of a process with inter-op-
erational transport in which the execution times 
are a few second each (Figure 7) lends itself very 
well to this. The next step in software develop-
ment should be to locate Bottlenecks by measur-
ing the execution time of specific parts of the ap-
plication’s code and attempting to optimize them.

Database accesses can often be a bottleneck. 
The software experiences a lot of database access 
requests. The plan is to reduce their occurrence and 
their time by optimizing indexes and queries and 
taking advantage of cache memory. Another issue 
worth considering is communication with the PLC 
– it is necessary to look at the way data is sent, make 
sure it is sent in an optimal way, limit the number of 
messages sent and retrieved, e.g. by sending whole 
blocks of data. Another technology worth looking 
at is the use of web sockets to use the optimal num-
ber of server-side threads for calculations. An ad-
ditional advantage of this solution is that it allows 
simultaneous data transfer to several clients.

The potential use of the presented project as 
a support tool for training PLC programmers is 
envisaged. The main problem at the training stage 
is the lack of access to a physical object to test 
the implemented algorithm. The presented design 
can also be used to create a sketch that will be the 
basis for implementing a commercial digital twin 
or planning a new production line.

CONCLUSIONS

In the article, the authors introduced the idea 
of a digital twin, presented the fields in which 
it can be implemented, along with examples of 
specific implementations of it, and introduced the 
technology often used to create it. They also pre-
sented the proposed solution in the form of a web 
application, by describing the architecture and 
conducting an experiment.

Fig. 7. Structure of the process model with an inter-operational transport conveyor
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The current state of the project implements 
the following four basic types of devices, which 
can be used repeatedly in the project: a conveyor 
controlled by the controller’s binary outputs, a 
position sensor that generates states for the con-
troller’s binary inputs, a pallet – a passive ele-
ment moved on the conveyor, a machine that is a 
BlackBox for various devices performing opera-
tions on objects placed on pallets.

The conclusions of the article are summa-
rized below. The application has been designed 
to facilitate its development. The focus was not 
only on implementing the assumed functional-
ities but also on creating an environment that 
allows the application to evolve in different di-
rections, such as adding new industrial automa-
tion devices or the ability to support new PLC 
models. One project can contain multiple con-
trollers or their simulators, which allows for the 
simulation of the operation of devices in an ICT 
network. Visualisation of the modelled systems 
is done as a top-down projection. At this stage, 
the application can work with popular S7 series 
controllers. The application is perfect for visu-
alising simple algorithms based on devices that 
use digital inputs and outputs of the PLC. It can 
therefore be used analogously to applications 
such as Factory I/O or Famic Automation Stu-
dio. It might be beneficial for teaching the basics 
of PLC programming and even designing sim-
ple production lines. The main distinguishing 
feature of the application compared to selected 
control object simulators is the running of the 
application in a web environment. Calculations 
are performed on the server side, which must be 
placed on powerful hardware, while the client 
application can be run on much weaker hard-
ware – even on mobile devices. Thanks to an ab-
stract creation such as a controller slot, it is pos-
sible to swap the controlling driver even while 
the simulation is running. The demonstrator uses 
very simplified models, so one of the steps in the 
further development will be the implementation 
of the dynamics of the modelled objects. The re-
sults of the performed experiment indicate that 
the application needs to optimize the calculation 
execution time for a single timestamp to cope 
with more challenging processes. The standard 
control loop cycle time of many PLCs for indus-
trial sequential systems is 100 ms, and this is the 
interval value between time steps to aim for. The 
conducted experiment shows that for the current 
solution the achievable time is 500 ms.
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